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1 BctynneHune
ycnoBHble 0603Ha4YeHus, UCNonb3yemMble B JAaHHOM PYKOBOACTBE

CornaweHne 06 MMeHOBaHUM KOMMOHEHTOB
HavmeHoBaHMe MeaMuUMHCKOro m3genus: AHanmzatop IldyMa gna  nposegeHusi  TUP ¢ peructpaumeii
pe3ynbTaToB B peasibHOM BPeMEHU 418 ANArHOCTMKK in vitro, B cocTaBe, C NPUHAANEXHOCTAMU
Cocras:
1. Awanuzarop ldylla - go 8 wr (npy Heobxo4MMOCTH)
2. Ynpasnswwas paboyas craHums (KOHCO/b) C CEHCOPHbIM 3KPaHOM U CUHWTbIBATE/IEM LUTPUX-KOAOB - 1
T, (NpM Heo6Xo0AMMOCTH)
3. KomnnekT kabenei nutaHus 1 coefnHuTeNbHbIX kKabenein <ao 10 wt (npy HeobXxoaMMOocCTH)
4. VIHCTPYKUMA MO 3KCMNayatauum, BKIHOYasA KpaTkue MHCTPYKLUMKX MO YCTaHOBKeE
5. Macnopt 6e3onacHoCTA
MpUHagNEXHOCTU:
L YcTtaHoBOuHbIN kapTpumx OQ (Idylla OQCartrlge), 6 wt/ yn.- 1yn.

Cuctema Idylla wm «CrcteMa» OTHOCUTCA K 0HOV KOHCOMM, MCnonb3yeMoi

COBMECTHO C OJHAM WA HECKO/bKMMM AHanmzatopamm 1 Tectom Idylla.

AHanmsatop Idylla ana npoeaeHws TLP ¢ peructpaumeli pesynsTatos B

peaslbHOM BpeMeHW A1 AMarHoCTVKM in vitro, B coctase, ¢

NPUHaAIeXHOCTAMY Un AHanm3sarop Idylla win «AHanmsarop» (A)

OTHOCUTCA K KOMIMOHEHTY, 06pabaTbiBatoLL,eMy TeCTbl.

Ynpasnstowas paboyas cTaHUmMs (KOHCOMb) ¢ CEHCOPHBbIM  3KpaHOM U

CUMTbIBATENEM LUTPUX-KOAOB W KoHconb Idylla nnn «KoHconb» (C)

OTHOCUTCS K KOMMOHEHTYAHa/IM3ATOPa, BbICTYMNAET B KAYECTBE

MO/Ib30BATE/LCKOrO MHTEperica AHanM3aTopa, 415 NpeaocTas/ieHns

YOANIEHHOr0 06CY)KMBaHMA (MPU HAZIMUMN NOAK/HOYEHNS K IHTEPHETY) 1,

Mp1 HEOBXOAMMOCTW, K 1abopaTopHOI MHAOpMaLWIoHHO cucTeme (/TC).

Kaptpumx Idylla i «Kaptpumk» (B) OTHOCUTCS K OIHOPA30BOMY

KOHTEHepy, CopepalLeMy HeobX0aMMble peareHTbl A1 NPoBEAEHS

TecTta ¢ noMoLLpto AHanm3aTopa.

TecT Idylla nm «TecT» OTHOCUTCS K KapTpimpky, BKKOHas crielpmiimyeckoe

Ana TecTa nporpammHoe obecriedeHue (MTT), oTBevatoLLpme 3a BbINo/HeHMe

TecTa, 1 KaBTOMaT14ecKon MHTeprpeTaLmm pe3sy/bTaTos 1 COCTaB/IEHIO

OTYETOB O pe3y/ibTatax.

MakeT Tnna Tecta win «MTT» ABNSETCA cneupmbruyeckm A8 Tecta NporpamMMHbIM 06ecnedeHeM, UCToNb3yeMbIM 4/1a
BbINO/IHEHMA crieumimyeckoro Tecta. T COAePKAT MPOTOKO/ 3Taros 06paboTKu, KOTopble JAO/MKEH BbINOIHWTL
AHanunsarop 4715 nosydeHrs pesysbrara Tecra. [MTT ycTaHaBMBaroTCA OTAebHO Ha KOHCOSb.

YctaHoBouHbI KapTpumk OQ (Idylla OQ Carthge)- kapTpuak, Heo6XoaMMbIA A1 MPOBEPKU TEXHUHECKYIX MapaMeTpOB
AHanmsaropa rpum ycTaHOBKe, Moc/e PEMOHTA WM NEPEMELLIEHSA, WK MPX NMPOBELAEHWM TEXHUHYECKOTO 06C/ )X BaHWA
(MOXXeT 6BbITb 1CMO/Mb30BaH TO/LKO MEpPCoHasIoM paspadoTymka 1 npomssoauTens Biocartis, aBTOpM30BaHHLIMM
LVICTPUOLIOTOPaMK, CEPBUCHBIMN  VHXKEHepami)

Idylla Connect oTHOCKTCA K MPOMEXYTOHHOMY MpOrpaMMHOMY obecriedeHIio «/IHTepHET BeLLei» kommaHun Biocartis
[N nogkodeHns Cuctem ldylla K LLeHTpanbHO cucTeme 415 NPeaocTaBeHnst 4ONONHUTEbHBIX YCyT.

Idylla Explore oTHOCWTCS! K OAHO 13 AONOMHUTENbHbIX YCAYT, AONOHUTENLHO NPeaoCTaBNseMbIX MOAKMHOHEHNEM
Idylla. Hanpumep, npeaoctaBnstotes BOSMOXHOCTU BU3yanmsaun rpagmka MUp.

AOMVHVCTPaTOp — 3TO MO/L30BATES b, MMEOLLMIA POsb AnMUHICTPaTopa Ha KoHconwm Idylla. AnMuHUCTpaTop MoxeT
HacTpaveaTh ornpeae/eHHble napameTpbl Cuctemsl Idylla B cCOOTBETCTBUM € NOTPEGHOCTAMM NlaGopaTOpUN.
Monb3oBare/b 1aboparopu —a3To Mo/L30BaTESb, KOTOPbIA 3KCrUTyaTypyeT AHanm3aTop Ha NMoBCceAHEBHON OCHOBE.
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Nprmevanun PYKOBOACTBO NONL3OBATENA tdylla

1.1.2 Npumeyanna

Creayowme NPUMEUIHNA HCNOALIYIOTCA B AAHHOM PYKOBOACTBE AN OIHAKOMACHUA NOALIOBATENA C
BIRHON HHOOPMALUeil.
. A RIS BT B
YKa3uIBIET H3 BOIMOKHOLTD TPABMBI, CMEPTEALHOFO HCXOAS MK APYIMX CEPLEIHLIX HeMENATENBHBIX
PEBKUWH, CBA3ANHDBIX € UCMONLIOBAHUEM HAK HEMPABUALHLIM HCNONLIOBIHWEM YCTPORCTBA.

o AT AR
YN2361BIET HA BOSMOHOCTD HEHCNPABHOCTH YCTPONCTBA, OTKA3A YCTPORCTBA, NOBPEMACHWA YCTPOHCTB
NAK APYTOi COBCTBEHHOCTH, NOTEPYU ASHHBIX UAK NOAYNEHHA HEACHCTBMTEALHDIX PE3YALTATOB 6 CBAIM ¢
NCNONLIOBAHUEM UK HENPABKALHBIM HCNOALIOBAHMEM YCTPORCTBA, YKAZaHNe «BHUMAHKE» MOXKET
COALPMITL MEPLI NPEAOCTOPONKHOCTH, KOTOPLIE CACAYET NPEANPHHATL BO HIBEKAIHNE ONACHOCTH.,

o W e s e
YKa3biBaET AONOAHUTEALHYIO MHOODMIUWIO O TEKYWMX TEMAX MAN NPOLEAYPAX, OTHOCHTES K APYIMM
TEMaM HAKW APYIMM PYKOBOACTBAM.

. YKa3uiBaeT COBETh! U NOACKAZKM, @ TAKKE NONECIHYIO MHPOPMALMIO AR HCNOALIOBANHA AHIAM3ATOPa

Idylla.

idulla .
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CaepeHna 0 A3HHOM PYKOBOACTBE Pyxosoacrso noabsosavena Idylla

CseaeHuA 0 AaHHOM pyKOBOACTBE

B A3HHOM PYKOBOACTEE COACPMATCA HHCTPYKUMMK NO NPUMEHEHWIO AHanu3aTopa ldylla . BHuMaTeabHo
NPOHHTIATE BCE PYKOBOACTBO ULAMKOM, NPEXAE Yem NPUCTYnaTe K pabove ¢ AHanuzatopom tdylla.

o ) E e of SR )

Komnannna Biocartis He npuniumaer Ha ceba 0TBETCTBEHHOCTD 33 1060 NCNONL306AHNE AHaNM3ATOPa
idylla 6e3 yuera MHCTPYKUMIA, COARPKAMXCA B AAHHOM pykosoactee, HecobnoaeHne sTux
MHCTPYKUMIE MOMET NoBAML 32 COBOM Yrpo3y ANR 340pOBbA, TPABMY NEPCOHANA, NOBPEKAEHHUE
Awann3savopa Idylla wan nepgelicTeuTenbHme peayastatsl, O6ecneuste ACCTYNHOCTL 3TOM0
PYKOBOACTEA ANA LRALEBHIX NOALIOBATEARH.

PYKOBOACTBO NPEAHAZHAYEHO ANA NOAL3OBaTENEeH, KoTopbie GyayT paloTaTs ¢ ANanusavopom ldylla.

UHCTPYKUMH B A3HHOM PYKOBOACTBE COCTABARHDI ¢ AONYWEHHEM, YTO NEPCOHIN NPOWEA Hapemalee

obyueHne HenoNL30BaHMIO AHannaatopa Idylla.
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CBA33IHHAA AOKYMEHTAUMA PykoBOACTBO NONb3OBaTEnA (dylla

CBA3aHHaNA AOKYMEHTaUuR

370 PYKOBOACTBO TAKKE COASPIMMT CCLINKN HA CBAZAHHYIO MOALIOBITENLLKYIO AOKYMEHTAMIO.

DGayrat nl PACBGAGHEHAT
PyxoBoACTSO NO NogroToske palovero mecra ann BeszonacHan 30Ha seb-caita Biocartis
Ananuzaropa dylla
PyxosoACTRO MO UKHTErpauun idylla 8 naboparopmo Ge3sonacHan 30Ha eeb-caita Biocartis
(npeawasnaveno ann otpencs UT) )
Nacnopr SeaonacHocTu idylla HaxoaNTCA B YNaKoBKe UHCTPYMEHTD W
Kowconn

Oruer no keanuduxaumy ycranooxn (IQ): Konconn Idylla ' HaxoAUTCA B YNaKoBKe KoHconn
Oruer no kBanudmrauun ycranosuu {1Q): Avaawaarop Idylla  Haxoaurca B ynakoske AHaNU3aTopa

Orver no xsanndunauun yHrumonnposanmnn (0Q): Cucrema  BuinoaHseTcn oTaenom no pabore ¢
. Wiylla KAMEHTAMM COMNACHO YKAZAHWAM

Cneunduuecxwe ann Tecra MHCTRYKMK NO npumenenmio (IFU)  www.biocartis.com/ifu, ans aocryna

Ann kawaoro Tecra idylla TpebyeTtca cneunduueckvin gas Tecta
KAKYRBOH KOA

idylla .
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1.4 YacTo ncnonb3yembie CMMBO/IbI

CUMBOIJI XAPAKTEPUCTUKA

R E F ISO 15223-1:2012*

WpeHtugmkarop cumeona: 5.1.6

L OT ISO 15223-1:2012*

WaeHtudmkarop cuveona: 5.1.5

ISO 15223-1:2012*
peHTudmkarop cumeona: 5.1.3

ISO 15223-1:2012*

« J WpeHtudmkarop cumsona: 5.1.1

ISO 15223-1:2012*
WpeHtndukarop cumsona: 5.1.7

ISO 15223-1:2012*
peHTndmkartop cumeona: 5.1.4

ISO 15223-1:2012*
VioeHtndmkarop cumveorna: 5.4.3

V ISO 15223-1:2012*
WpeHtudumkarop cuvsona: 5.5.5

ISO 15223-1:2012*
WpeHtndmkarop cuvieona: 5.4.2

ISO 15223-1:2012*
VipeHudmkarop cumsona: 5.2.8
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OrNMMCAHVE

KaTanoxHblii Homep
YKa3bIBaeT HOMEP M0 Katasiory Mpov3BOAMTENS, HTOObI
MOXHO 6bU10 MAEHTU(MLMPOBATL MEAMLIMHCKOE
v3enve.

Kog, naptumn
YKa3bIBaeT KO, NapTn U3roTOBUTENS, YTOObI MOXHO
ObU10 UAESHTUPULMPOBATL CEPUIO WX NMAPTUIO.

[Jara npov3soacTea
YKasbIBaeT AaTy U3roTOB/IEHNA MEOVLIMHCKOrO
v3genvs.

lNpoussoguTenb
YKa3blBaeT NPOV3BOAUTENS MEANLHCKOrO U3AENNA B
cootBetcTBUM ¢ Oupektveamm EC 90/385/EEC,
93/42/EEC 1 98/79/EC.

OrpaHuyeHve Temneparyp
YKka3blBaeT npeaesbl Temneparypbl, BO3AEACTBME

KOTOPOI SIBNSiETCS 6e30MacHbIM /19 MEAVLIHCKOTO
V3Oenms.

cnonb3oBarb Ao
Yka3blBaeT fjary, nocsie KoTopoli He criegyet
WCMO/b30BaTHL MeaMLMHCKoe m3gemve (OtHocures
TOMBKO K TecTy 1 KapTpumky}.
CM. VHCTPYKLMIO MO MPUMEHEHMIIO
YKa3bIBaeT He0OX0AVIMOCTbO3HAKOM/TIEH IS
MO/IL30BATESA C MHCTPYKLMAIMA 10 MPUMEHEHNIO.

Cofiep>xuT 40CTaTOMHO Matepuana Anis <r> TecToB
YKasblBaeT 00LLee KOMMUecTBO TeCTOB in vitro (IVD),
KOTOpOEe MOXHO NPOBECTU C peareHTaMy Habopa IVD
(OtHocuTCs TOMBKO K TecTy 1 KapTpumky).

He vicnonb3oBath NMoBTOPHO
YKa3blBaeT MeAMLIMHCKOE 13Aene, NpeaHasHaueHHoe
[/191 OAHOPA30BOr0 NPUMEHEHVS WK NPUMEHEHA L1
O/HOrO NaLieHTa B Te4eHMEe OaHON NpoLIEAypb!
(OtHocKTCA TOMBKO K TecTy 1 KapTprmky).

He 1cnonb3oBath, ECM YNakoBKa NOBPEXKAEHa
YKa3blBaeT MeaMLVHCKOe M3aenne, KOoTopoe
3anpeLLaeTcs MCro/b30BaTh, EC/M Er0 YNakoBKabbla
rnoBpexaeHa Wim Bekpbima (OTHOCKTCS TOMBKO K TecTy
1 KapTpumky).



IVD

SN

CE

ISO 15223-1:2012*
VipeHudmkartop cumeona: 5.7.1

ISO 15223-1:2012*
NaeHtndmkaTop cumBona: 5.5.6

ISO 15223-1:2012*
WpeHtndukarop cuvisona: 5.5.1

ISO 15223-1.2012*
WpeHtndmkarop cuveona: 5.1.7

H/L

ISO 7010:2010**
VioeHtndmkarop cmeona: WO01

IEC 60417:2002***
VipeHtndmkarop cumeona: 5032

IEC 60417:2002***
VioeHtndmkarop cumeora: 5031

H/L

[Oupektviea 2012/19/EU ot 4 wiong

2012 ropa 06 oTpaboTaHHOM
3NEKTPUYECKOM W 3/1EKTPOHHOM
06opyaosaHun (WEEE)

Ovpextnea 98/79/EC 0
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Homep naweHTta
YKa3bIBaeT YHUKa/bHbIA HOMEp, CBA3aHHBIN C
OTAENbHLIM naLyieHToM (OTHOCUTCA TO/BKO K TecTy 1
Kaptprmky).

TornbKo A/151 OLEHKN Xapaktepuctuk IVD
YKa3bIBa€eT YCTPOICTBO 4718 AnarHOCTMKY in vitro (IVD),
npesHasHa4eHHoe VICKIHUMTENbHO
L1 OLIEHKW €ro xapakTepucTUK paboTbl, Npexxae yYem
OHO

MOCTYNUT B NPOAAXY 11 UCMO/b30BaHUS! B LIENSIX
MEVLIMHCKO AYarHOCTVK,

MeauUmMHCKoe usaenve oA AUarHoCTUKN in vitro.
YKasbIBaeT MeULIMHCKOE U3aenue, NpegHasHaueHHoe
L9 UCMNOMb30BaHMA Kak MeAyLIHCKOE YCTPOICTBO A

ANarHOCTUKK in vitro.

CepuiHbIin HoMep
YKasbIBaeT CEPUIHbIA HOMEP NPOV3BOAMTENS, MO
KOTOPOMY MOXHO UAEHT(MLVPOBATL KOHKPETHOE
MeAVLVHCKOe U3aenme.

TOMbKO [1151 aBTOPU3ALYAV MPY aBapUAHOM
VCTO/b30BaHIM.

3HaK npeaynpeXxaeHns 06LLEro xapakrepa

[ns 0603HaueHVs NpesynpexaeHns 06Lero
Xapakrepa.
MepemeHHbIin TOK
HaHeceH Ha G1pKy 4719 0603Ha4EHSi BO3MOXHOCTY
MOAKMO4EHNSA 0B0PYA0BaHMA TOMBKO K CETU
rnepemMeHHOro TOKa; UCrob3yeTca A1d

VAEHTU(MKALMM COOTBETCTBYHOLLWX Pa3beMOB.

MOCTOSIHHb I TOK
HaHeceH Ha BUpKy A1 0603Ha4YeHUsA BO3MOXHOCTU
MOAKMHO4EHNS 060PYA0BaHA TOMIbKO K CETU
MOCTOSIHHOO TOKA; VCMOMb3YETCA A1 UAEHTU(MKaLWN
COOTBETCTBYHOLLMX Pa3bEMOB.

YKa3bIBaeT Ha TO, YTO M3AEee NPOLLIO NMPOBEPKY W
COOTBETCTBYET TPeOGOBaHUAM CEPTUDMKALIN
KOMIM/IEKTYHOLLMX W3AEMNIA.

CrpaHa: KaHaga, CLUA
OtpaboTaHHOe AMIEKTPUYECKOE W ANIEKTPOHHOE
060pynoBaHVE.

CrmBON 0603HaYaeT HEOBXOAMMOCTb Pa3aebHOro

cbopa OTX0A0B 3MEKTPUYECKOrO W 3MEKTPOHHOTO
060pyA0BaHMS.

Mapkuposka CE



MEOVLIMHCKNX U3AeNMsIX /i
[VarHoCTUKM in vitro

HA,

W o] WA
(Wrpmx-kom) H/Q
HA

HA,

D g

3HauoK K/Io4eBOro Koga {kntodeBoii ko). Kog,
HaHECEHHbIV PSAOM C 3TVIM 3HAYKOM, HE06X0AMMO
WCTO/b30BaTb, EC/IM HYXHO MO/y4MTh
MO/b30BATE/ILCKYH IOKYMEHTALIVIHO.

TorbKO [191 VcCnieoBaTenbekux Leneli. He
NnpeHa3Ha4YeHo A/1s1 AMArHOCTVIKWA.

Vcnonb3yeTes Kak YHUKa/bHbIA MAEHTU(MKATOP
13aenms.

KHomKa OTKpbIBaHMs/3aKpbIBaHWs Ha IOTKe Mprbopa

1 YKa3bIBA€ET, YTO BbIK/MOHATESb MUTAHNA an6opa
HaxouTCA B MOMOXKEHNM «BKMHOUEH.

O ykasbIBageT, YTo BbIK/KOHaTE/Tb NMUTaHKA np|/|6opa
HaxoauTCA B NMONOXEHUN «BbIK/HOUeH.

YKa3bIBaET KHOMKY MUTaHMS, PaCcro/OXKEHHYH B
BEPXHeli MpaBoiA YacTy KOHCOMN

XpaHeHve 1 TpaHcnopTMpoBKal

ISO 15223-1:2012*
f VioeHtndmkarop cumeorna: 5.3.1

ISO 15223-1:2012*
VioeHTvdmkarop cumeona: 5.3.4

K ISO 15223-1:2012*
WpeHTndmkarop cuveona: 5.3.2
It ISO 7000:2014%****

VpeHtndmkarop cumeoria: 0623

Xpynkuii mpesMeT; 06paLLaTbCs C OCTOPOXHOCTBHO.

YKa3bIBaeT MeAULIVIHCKOE V3AENIe, Y KOTOPOroMoryT

BO3HWKHYTbL MOSTOMKN WA NOBPEXAEHNA B Cllydae
HEOCTOPOXXHOIO MUCMO/b30BaHUA.

XpaHUTb B CyXOM MECTe.

YKa3bIBaeT MeyLIMHCKOE 13enne, KoTopoe
TpebyeTcs 3apLLaThL OT Braru.

He nonyckarb nonaiaHiis CoNHeYHOro caeta.

YKasblBaeT MeULIMHCKOe U3Ae/ve, KOTopoe
H606XOAVIMO 6epeqb OT UCTOYHKOB CBETa.

Bepx.

YKasbIBaeT NpaBUIbHOE BEPTUKA/TbHOE MOJOKEHVE
TPaHCMOPTHOIA YMaKOBKUA.

*15223-1 Pemakuys Bropasi ot 01.07.2012 r. YcTpoiicTBa MeanLMHCKE — CYMBO/IbI, UCMOMb3YeMble Ha
ApMbIKaX MeANLMHCKIX YCTPOCTB MpK MapKVPOBKeE 1 B NPeOoCTaBNSEMO MHopMaLym —Yactb 1 Obye

TpeboBaHMA
OnosHagare/bHbIi Homep FDA: 5-90

«*1SO 7010:2011 padmueckvie cMMBO/bI — LIBETa 1 3HaKM 6e30MacHOCT — 3apervicTppPOBaHHbIE 3HAKN

6e30mMacHoCTU

**x |EC 60417:2002 padhmueckme CMMBO/IbI, HAHOCKIMbIE Ha 060pPYA0BaHMe

Ono3Hasate/bHbIA Homep FDA: 5-102
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O6Cny>XvBaHKe MTEXHUYECKas NOALIEPKKA PykoBoACTBO nonb3osarens Idylla

O6CnyXnBaHve 1 TeXHUYECKAs NoAAePKKa

3a noaaepkKoli Mo npoAyKumn Idylla obpalLaiiTec B MECTHbIV OTAEN Mo paboTe ¢ KMeHTaMu Mo

TenetoHy, yepe3 BeO-CaliT WM M0 3MIEKTPOHHOI novTe. Mpy 0BpaLLieHnn Mo TenieoHy Wik 31eKTPOHHOM

royTe crieflyeT NpesocTaBuTb CeAYHOLLYHO MH(OPMALVID:
| cepuiiHble HOMepa CucTeMbl (HaneyaTtaHbl Ha ATUKETKax Ha 3afHeli naHenm AHanmsaropa u KoHconm);
| Homep KapTpumka (yKasaH Ha HWXXHER CTOpoHe camoro Kaptpumpka).

A CoBbl

CrvCoK AVCTPUGLIOTOPOB B PErvioHe MOXHO HaliTi Ha caiite www.biocartis.com/distributors.
KoHTaKTHble AaHHbIe OTAea no paboTe ¢ KYeHTaMy KoMnaHumn Biocartis (MpoussoauTens)

| HassaHwue: oTaen no pabote ¢ KAveHTaMn KoMnaHun Biocartis.

| TenehoH: +32 15 632 888

| ALpec aNeKTPOHHOI nouTkl: customerservice@biocartis.com

| Beb-cait: www.biocartis.com.

YNO/IHOMOYEHHbIA npeAcTaBuTenb B Poccuitickon ®efepaunu:
000 «buo/lariH» (Poccuiickaa ®egepaumns, 197046, r. CaHkT-MeTepbypr, MUHCKWIA nepeynok, 3, nutep A)
3n. noyta; main@bioline.ru
«opsayast MHUS» cnyK6bl TEXHMYEeCKoW noaaepxku; 8-800-333-00-49
Ten.: (812) 320-49-49 dakc: (812) 320-49-40
Be6-caii: viAvw.bioline.ru

[apaHTnA
FapaHTUA  pacrpocTpaHseTcs Ha MeOULMHCKVE W3AenVs, W3roTOBMeHHble KoMnaHuel Biocartis NV. Biocartis NV
rapaHTUpyeT, 4to MocTaB/seMas MpofyKums Oblia MofBeprHyTa BCECTOPOHHEMY KOHTPO/IO KayecTBa Ha OCHOBE
MEXAyHapoaHbIX CTaHAAPTOB, a Talkke, YTO NPOAYKUMA He WMEeT Ae(eKTOB W COOTBETCTBYET BCEM TEXHWYECKUM
TPeGOoBaHMAM.
lapaHTUIAHbIA CPOK COCTaBMSET 12 MECALIEB.
[JaHHas rapaHTVs TepsieT cwly B C/lydae HEMpPaBWILHOTO OO6paLLeHVsi, MOBPEXAEHUA N HEOPEXHOCTW, B Cryyae
MCMO/Mb30BaHNS1  HECOOTBETCTBYHOLLMX  3anacHbIX YacTell Ww  NpYHaZ/IeXHOCTE WM HECAHKLWIOHMPOBAHHOM
MOA(MKaLMIM YCTPOIACTBA.
Cpok cryxGbl Nprbopa CoCTaBNAET 7 fieT.

[lonb3oBartesibCkasd AOKyMeHTaLns

Monb30BaTENLCKYHO OKYMEHTALIMIO, TaKYHO KaK PYKOBOZCTBA U MHCTPYKLMM 10 MPUMEHEHWIO, MOXHO
Noy4nTh Yepes Beb-caiiT www.biocartis.com/ifu.

HeKoTOpyt0 JOKYMEHTALIWIKO, TaKytO Kak PyKOBOACTBO MO MOAroToBKe paboyero MecTa 1 pyKoBOACTBO

Mo mHTerpauvm ldylla B naboparopuio, MOXHO NosyumTh B 6e30MacHol 30He BeG-caitra Biocartis.

[ns nomyyeHst onpeaeneHHoro AOKyMeHTa NMoHaa00bmTCs KOUEBOI KOf, Pacnio3HaBaeMBbIiA MO CUMBOTY
OH yKa3aH B MapKVPOBKe NPOoAYyKTa 1A UHCTPYKLMSAX Mo NpuMeHeHuto (1RU) win Ha akpaHe CBefieHnsi 0
npoaykre KoHconm ans PyKoBOACTBA MOMb30BaTENA.

Mpy HEOBXOAVMOCTY NOMTYYEHNS NEYATHOM BEPCUM 3BOHUTE MO TeNedoHy (3BOHOK GeCriaTHbIN,

€C/M He YKa3aHo VHOe):
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Homep Tenepona

+800 135 79 135

0800 59 11055
+1855 805 8539
0800 804 804
0800 0100567
00800 161 2205 7799
800 8996
+31 20 796 5692
8800 30728

Homep TEJIEGOHA
+31 20 796 5693
0800 895 084
0800 606 287
00800 142 064 866
+1 855236 0910
+31 20 794 7071

Q MWudpopmauuns

13BOHKM JOCTYMHbI B C/EAYIOLLVE aPAHbI

{EBPOMENCKWE CTPAHbI: ABcTpus, benbrug, bonrapusa, Kunp, Yeluckas
Pecny6nuka, faHuns, duHnsHams, dpaHums, FepmaHus, BeHrpus,
WpnaHgus, Utanus, Nateus, Nllokcembypr, HugepnaHabl, Hopserus,
Monbuwa, Moptyranus, Cnosexus, Vicnaxus, LWeeyus, LWseliuapus,

BenvkobputaHus
HE EBPOTMEMCKWE CTPAHbI; ApreHTuHa, AscTpanus, Konym6us, Hosas
3enaHgus, Pocecus, Ypyreaii

Bpasunua

KaHaga

Xopsarus

3cToHMA

peuus

WcnaHans

JINXTEHLWTENH (3BOHOK MaTHbIIA)

NntBa

3BOHKY [JOCTYMHbI B CIEAYHOLLWE CTPAHbI (MPOAQ/DKEHVE)
MaribTa (3BOHOK MaTHbIIA)

PyMbIHMS

Cnosakus

Typuws

CLLA

OcTasibHble CTpaHbl Mupa

Moxanyiicta, He 3BOHMTE MO 3TV M HOMEPaM B C/TyXOY TEXHUUECKOI NOAAEPKKN WK CyOY NOAAEKKMA

KNMEHTOB.

1.6.1 Be3onacHas 30Ha

B 6e30nacHoli 30He Beb-caiiTa Biocartis MOXHO HaiAT OMNOHATENBHYHO M0/1b30BaTe/bCKYH0 IOKYMEHTaLMIO,
HanpuMep PYKOBOACTBO MO MOAFOTOBKe paboyero MecTa. besonacHas 30Ha Takke MMEETCA B XpPaHWINLLE
[TIT (nakeTb! TMNa Tecta — cneuygryeckoe NPorpamMmMHoe 0becredeHme, UCro/b3yemoe A/151 BbINO/IHEHWS
creuvdryeckoro Tecta) WK NnakeToB 0OHOBMEHUIA A1 AHanm3aTopa.

[1ns nocTosiHHOro 06HOBMEHMS CucteMbl Idylla pekomeHayeTcs, YToObl AOCTYN K 6e30MacHoi 30He MMEN o
MEHbLLE Mepe NoJb30BaTe b C PO/ibio AOMUHMCTPATOPA.

Urobb! cO34aTb YUETHYHO 3anKCh 19 AOCTyNa K 6e30MacHOl 30He, BbIMOMHUTE CIeAyHoLLme Luark:

1 3aiiaure Ha BeG-caiAT www.biocartis.com.
OTKpoeTcs Be6-caiiT Biocartis.

2. Haxavwmre Ha nyHKT MeHto Order & Support (3aKas 1 Noaaepxka).
MossuTcs MeHto Order & Support (3aka3 1 MoAaepKKa).
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1.6.1 BesonacHan 30Ha PyxosoacTeo noab3osarenn Idylla

3. Hamnire Ha nyHxT menio Create Account (Co3anaTts yueTHyio 3anmnch).
Noasuvca cTpannua Create User Account (Co3aaTth yNeTHYIO 3aNHCh NONBLIOBATENR).

4, Baeante CBOM AaHHbe 8 GOpmy.

S. Hawmute Submit (OTnpasmte),
®OpmMa, COALCPHKALIA BAWK AAHHLIC, OTNIPABARETCA ¥ NepeaaaTca oTaeny no paboTe ¢ KANeHTaMu
KOMNaHum Biocartis Ann nposepxu.

6. Nocne NPoOBEPKK BIUMX JINHBIX OTACAOM NO PaboTe C KAMSHTaMI KOMNAHWKK BiOCartis Bw
NOAYUHTE INEKTPOHHOE NHCHMO, OTKPOIATE INEKTPOHHOE NUCHMO.

o

£Cnu B HE NOAYUHAK INEKTPOHHOE NHCLMO B TEMEHUE 5 AHeNl, NpoeepbTe nanky «Cnam»
CBOLTO AMKA INSKTPOHHON NOUTLI. ECAK IAEKTPOHHOR NUCLMO OTCYTCTBYET, 00paTuTecs
oraen no pabore ¢ KAMEHTaMN KOMNAKWK Biocartis.

7. HOKMUTE HA CCLINKY B INSKTPOHHOM NUCOME,
OTKPOETCA HOBOE OKHO.

. 8. Buibepute u noaTeepanTe CBOH NAPOND,
Bawa YUYETHAA 3aNUCL TeNnepb 1O0TOBA K NCNOAL3IOB8AHMND,

&'ﬂ -15-
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2 3HakomMmcTBO c AHannsaTtopom ldylla

Ha3HaueHune
AHanmzatop ldylla gna  nposegenns  MUP ¢ peructpauyeli pesy/ibTaloB B peaslbHOM BpEMEHW, B COCTaBe ¢
MPVHALIEKHOCTAMM  SBNSIETC  MEOMUMHCKUM — annapatoM  A4ns  guarHocTvkv  invitro  (IVD).  AHarmsatop ¢
MPYHALIEXHOCTAMM MpeaHa3HaueH A1 0OHapY)KEHNS! MULLEHEA HYKMEMHOBbLIX KMC/IOT B PasHOrO TuMa GrOoorMyecKmx
obpasLiax YenoBeka ¢ NOMOLLB 0AHOPA30BbIX creumdmiecknx ans Tecta Kaptpumkeli Idylla. Idylla oxsatbiBaeT Bech
mpouecc: OT obpasua [0 pesy/bTara, BKIKYas PadkKeHVe o0pasua, /IM3UC KIeToK, akcTpakumo AHK/PHK,
amMNIMMKaLMIIO/ AETEKLMIO B PEXVIME PeasTbHOTO BPEMEHM, a Talkoke aHa/v3 AaHHbIX M COCTaB/IEHVE OTHETOB.

[NokasaHus

AHanmzatop Idylla ana  nposegeHus TMUP ¢ perucTpaumein pesynbtatoB B pealbHOM BPEMEHW, B COCTaBe C
NPUHaO/IEXHOCTAMM  NpeaHa3HadYeH A1 OMarHOCTVKM in Vitro A1s BbISBMEHWA Y MAUMEHTOB C YCTaHOB/IEHHbLIM
OHKO/IOrMYECKMM AMiarHO30M ONpPeAeNieHHbIX MyTaLyniA, MpU KOTOPbIX MOXKET ObITb NOKa3aHa TapreTHas Tepanisi.

[MPOTMBOMOKa3aHUs (OrpPaHNYEHUS)CTO/b30BAHNS;
e [inA AparHocTviKK in vitro.
e TOMbKO 4719 NPUMEHEHNS crieumaicTamMu. TPOAYKT MOXET MCMO/b30BaTLCA TO/IbKO 00YHEHHBIM MEPCOHASIOM.
e [ina obecrieveHnst HafexXHbIX Pe3y/bTatos, CriedyeT OCYyLEeCTBNATb 06CnykmBaHne Cuctembl Idylla B
COOTBETCTBUW C MHCTPYKLWMAMU 10 NMPUMEHEHNIHO.
= TonbKO 4151 1cnosb3oBaHus ¢ Tectamu Idylla.
e OrpaHuyeHna Tectos Idylla pacnpoctpaHstotcs Ha aHanmsarop Idylla

LleneBoii nonb3oBaresb

AHanmzatop Idylla npegHasHadeH 1S NPOQEcCUOHaIbHOrOe  MCMo/b30BaHWA.  [10/1b30BaTeNIIMU  MOTYT  SAB/ISATHCA
COTPYAHVIKN NlabopaTopuy C OrpaHnYeHHbIM OMNbITOM  MOJIEKY/IIPHOMO TECTUPOBaHMA U OMbITHbIE Bpauu-riabopaHTbl,
paboTatoLLme B KIIMHNYECKMX NIabopaTopuisx.

CneupanbHas MOAroToBKa B 00M1ACTU MOJEKYNSPHOrO TECTUPOBaHMS He TpebyeTtcs. YpOBeHb MNpodeccrMoHam3Ma
JOMKEH BbITb HE HIDKE, YeM NIab0PaTOPHbIA TEXHWK (MabopaHT).

KOMMOHEHTHI

AHanuzarop Idylla coctout m3 KoHconn, oAHOrO WM HeCcKoNbkMX AHanm3atopoB W Tecta Idylla, Cocras:
1.AHanmzarop Idylla - o 8 um (npu HeobxoaMmocTK); 2. YNpaBnstollaa paboyast cTaHUMs  (KOHCOMb) € CEHCOPHbIM
9KPaHOM W CuMTbIBATENIEM LUTPUX-KOAOB - 1 LT, (Mpr HeobxoammocT); 3.KOMMEKT Kabenell NuTaHns 1 CoeavHUTESTbHbIX
Kabeneli - 1o 10 wr (npy He0OX0AMMOCTL); 4.VIHCTPYKUMA MO 3KCIUTyaTaLyy, BK/HOHYas KpPaTK1e VHCTPYKLMM MO YCTaHOBKE;
5. Macnopt 6e30MacHOCTY;

MpuHagnexHocTy: 1.YcTaHOBOUHbIN KapTpumk 0Q (Idylla 0Q Cartrige), 6 wr/ yn. - 1yn.
AHanM3atopbl MOTYT UCMO/b30BaThCA MO TPeboBaHMIO A1s 06paboTku TecTos Idylla.

1. BO3MOXHbIl BUA cnepean CMOHTUPOBaHHOW CucTembl Idylla c TpemMs ycTaHOBNEHHbIMU O4WH Ha
npyroit AHannsaTopamu (A), KapTpugxem (B) n Konconbto (C)
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2.2.1 KoHcosnb

KOHCO/Ib MCrOsb3yeTcs /151 COCTaB/IeHUS rpadivika 1 ynpasieHns BbINo/IHeHeM TecToB Ha AHanmsarope.
KOHConb BbICTYrNaeT B KauecTBe UHTepdelica A5 MHDPACTPYKTYPbl MECTHOV laboparopum:

| npuHTep;

| nabopatopHas uHpopmMaumoHHas cuctema (NIVC);

| MK nonb3oBarens.

KoHCOrb TakKe BbICTyNaeT B KAYECTBE MHTepelica A1 OKpy»KaroLLero Mmpa yepes Idylla Connect (npu
NOAKMOYEHNMN K VIHTEPHETY).
KoHCOb COAEPXAT AVCTNEN Y CUATLIBATESTb LLUTPMX-KOOB.

Buiknioqarens mvrars O pacrosioxeH B MPaBoiA BEPXHen YacTy KoHcornw.

2. Bug KoHconu cnepeam, ¢ BbiknoyaTenem nuTaHua (A), akpaHom (B) n cunToiBaTenem wTpux-kogos (C).

KOHCO/1b NMO3BO/AET M0/1b30BATESHO:

| ynpaBnsiTh BbINOMHEHWEM TeCTOB;

| ynpasnfTe pabounmM NpoLeccoM A9 Co34aHNs 3anpocoB TecTa:

| KOHTPONMPOBATb XOZ BbINOMHEHUS TecTa:

| npocmaTpuBartb, M3BMEKaTb W AKCNOPTMPOBaThL pe3y/bTarkl TecTa.

Kpome Toro, nosb3oBaresib ¢ posibio ADMUHMCTPATOPa MOXKET CMO/b30BaTh KOHCOb 47151 HACTPOIK
CucTemMbl (HanpUMEp, YYETHbIX 3aMMCeli Nonb3oBaressi, KOHpUrypaLmm CucTeMbI) 1 BbINOHEHNS1 6a30BbIX
33734 o yxoZy v 06Cyu1BaHWO (Hanpumep, 06HOB/EHWE MPOrpaMMHOro obecreyeHns. TecTbl
camoauarHoCTUKK).

CEHCOprIVI 3KpaH KOHCO/MM paccumTaH Ha TakTUbHOE YnpaB/ieHe.

9 Coser
CEHCOprIVI 3KpaH ONTMMM3NPOBaH Ha KacaHWe MaslbLiaMKn B NepyaTtkax n 6e3 nepyarok; He
pekomMeHayeTCA 1UCMno/b30BaTb CTUYC.

KOHCO/b MOXHO MOAKMHOUMATE:

| K cetn nabopatopum yepes pasbeM MHTepdeica LAN ¢ MapKMpoBKoii LAN;
| KyeTblpem AHasim3aTopam Yepes pasbembl /IOKa/IbHON CeTU AHam3aTopa ¢ MapKMpoBKOiA INS.

idylla -17-
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3. MopknioueHue AHannsaTopos (A) yepes Ethernet-kommyTaTop (C) kK KoHconu (8).

C NOMOLLHO BHELLHETO Ethernet®-KOMMyTaTOpa K OAHOV KOHCOMM MOXHO NOAK/IKOUMTL [0 BOCHMI
AHaIM3aTOPOB: TPW HEMocpeacTBeHHO K KoHcom v nAaTb Yepes Elbernel®-kommyTtarop.

4. PasmeweHne AHannszaTopa n USB nopTOB Ha ThiNbHOW CTOpPOHe KoHcoNu

Kpome Toro, Ha 3aHein NaHenn KoHComm npurcyTeTByeT YeTbipe nopta USB. 3TV NopThl MOMHO MCMO/b30BaTh
[/151 NOAKMHOYEHS BHELLHEN KrMaBMaTypbl, MbILLM i USB-yCTpoIiCTBa MACCOBOTO XPaHEHMS.

2.2.1.1Monb30BaTenbCKnin MHTEPGelic KoHconm

KOHCO/b MeET rpadmyecknii Nosb30BaTe/bCKUin MHTEPQENC. Ha pUCyHKe HbKe NoKasaH 3ToT
Mo/b30BaTE/LCKUIA MHTEPENC, NOCpeaCTBOM 3KpaHa O630p COCTOSHMS.
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2.2.1.1 Monu3oBatenuckuil nrrepdelic Konconn PyxoeoacTeo noAv3oeatens ldylla
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CTpoKa 3aro/ioBKa COAEPXKUT UMt TEKYLLIETO 9KpaHa W NIoKasibHbIe ATy W BpeMs.
3aro/oBKM YKa3bIBakOT, Kakasi MH(hOpPMALWsi OTOBPAXKAETCS B CTPOKAX COCTOSHIIA AHanmM3aropa.

3HauKM COCTOsAHVA AN,

3710T 3HAYOK OTOBPaKAETCA TONLKO TOrAa, Korga Aara v Bpems KoHconm He
npuBeSeHb! B COOTBETCTBYE C HacTpoiikamy NTP-cepepa. OH vcue3aert, ecrm oCTyn K
NTP-cepBepy nossnseTcs CHOBa, 1 BPeMsi CUHXPOHM3VPOBaHO.

O  YcraHOBKa OGHOB/EHMIA; HOBOE MPOrPaMMHOe 0becrieyeHre Win apyrie
06GHOBNEHUNS TOTOBbLI KYCTaHOBKE.

x|
us*Ol' fi1c; noaxntoueHme akTusHOe.

, JINC: nopgknoyeHne HeaKTUBHOE.
MoaknoueHme Idylla; nogxntoYeHneakTBHOE.

MoakntoveHmne Idylla; noaknoUYeHne HeaKTUBHOE.

CosBbl

Ecrm Ha KoHconm He HacTpoeHo paspeleHe Ha cBAsb ¢ JINC, 3Hauok casasm ¢ JIAC
He OTOGpaXKaeTCs.

Ecrv Ha KOHCOMM He HacTpOeHO paspelLieHvie Ha noaxodeHye ldylla, 3Hauok
noakodeHns Idylla He oTobpakaeTtcsi.

Ecnm nvieeTcs OXOAI0LLMIA 3anpoc Ha 0BCTy»KMBaHIE, 3HAYOK NoAKoHeHs idylla
MUraer.

CTpoKa MeH0 COAEPXKUT KHOMKM L1 OCHOBHbIX 33a4. OCHOBHbIE AEVCTBUS, KOTOPbIE MOXHO
BbIMO/HATH C MOMOLLHO CTPOKW MEHHO:
| Status Overview - O630pCOCTOAHUS: A/I0TCNIEXMBAHUSABBINOMHAIOLLMXCATECTOBU
MPOCMOTPACOCTOAHNS AHAIN3ATOPOB.
| New Test - HoBeblii TecT: A5 co3gaHns HOBOrO 3anpoca TecTa.
I Test List - Cnncok TecToB: g NpocMOTpa 3ar/iaH1POBaHHbIX TECTOB, BbINO/HEHHbIX
TecTtoB, pe3ynbTatoB TecToB.

| Menu - MeHt0: ansd HacTPOliK1 napameTpoB CUCTEMBI, YNpaBneHns
nonb30BaTeNs MU 1

BbINO/THEHWA 3334 MO OGCY>KVBAHWHO.

|About - OnpoayKTe: 4515 NPOCMOTPa CTPaHULbI ¢ MHopMaLmei 0 KoHconm
naboparopun. Ha laHHOM CTpaHULEe Takke yKasaH kKnroueBoli kog (Key Code) ans
3arpysku PykoBogcTBa Nnosb3oBatess.

KHorka /15 BXxofa B CUCTEMY (EC/I BXOA, He BbINOHEH) M BbIXOA M3 CUCTEMBI (EC/M BXOL,
BbIMNOSTHEH).

CTpoka coctosHus AHanmsaTopa. Kaxkaas CTpoka COCTOAHMS NPEACTaBSET OAVH NMOAKMOHEHHbINA
AHanmsarop.

Vima AHanmzaropa.

CocrosHve AHanumsartopa.
O WNudpopmaumsn
Cm. rnasy 4.9: OTcnexuBaHne CoCTOAHWA AHanM3aTopoB M TECTOB
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KapTpnax

KapTpumkn — KOHTEIHEPbI 47151 0AHOPa30BOro NPUMEHEHWS, COAEPXALLME HEOOXOAMMbIE PEAreHTbI s
BbINOSTHEHWA creLwmgnueckux TecTo. [1s ucronb3oBaHUsA Kaprpumka B AHanmsarope Idylla Ha KoHconm
[O/DKeH ObITb YCTAHOB/EH TeCT-CrieumhMIecKuin NakeT NporpamMmHOro obecrieveHs (nakeT Tvna Tecta, ).

C

6. Bug KapTpungka ceepxy, ¢ Hpbiwmnoii KapTpugxa (A), oreepcTunem KapTpugxka (B), 20-Hogom (C) 1 3aKnumom
KapTpugxa (D).

O6pa3seL, noMeLaeTca B KapTprmk noc/e OTKpbIBaHUS KPbILLK Kaptpumka. Mocre CHATUA 3axuima v
3aKpbIBaHWA KPbILKY KapTpimka 3arpyxaetca B AHanmsatop 4 06paboTku. Mocne BBeaeHns 06pasua B
Kaprpumk 1 3anycka Tecta Bce noc/ieaytoLLye starbl NPUroToB/eHs 1 06paboTk 06pasLia NPOTEKAKT B
repMeTUYHO 3aKPbITOM KapTpumke.

Mocrie MCronb30BaHMA KapTpuapk CUMTaETCs KOHTEMHEPOM A1 OTX0Z0B. O6paLLaTHCs C 3TUM KOHTEHEPOM
CcneayeT B COOTBETCTBME C MECTHBIMM NMpaBWIaMy M0 YTWIM3ALMM OnacHbIX OTX0A0B (MoAPo6Hee C\.
VHCTPYKLMX NO NPUMEHEHWIO KapTpumkeld).

[v3aiiH 0AHOPa30BbIX KapTprmkeli MOXXET HEMHOIO pas/inyaThCs, B 3aBMCMMOCTM OT crocoba nepeHoca
obpasLia 1 Tecta. Bee KapTprmki ynakoBaHb! B HAVBULYabHbIE TepMETUUHbIE MaKeTbI.

2.2.2.1MapkupoBka Kaptpumpkeii

KapTpumk nvieet cneaytoLmii BHELLHWIA BL, CBEPXY:

A lNpownssoaunTenb

B: Wtpux-kog Kaptpumka
C: HassaHve Tecta

D;CnpaBoyHbIi HOmep
(KaTanoxHblin HOMep)

E Homep naptun

F [laTa OKOHYaHWA CpoKa
rogHocTu (spems UTC)
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7. Bua KapTpuaxa ceepxy

8. Bug KapTpugxa cHusy

* G: TecT-cneumdguryeckas
Mapku1poBska, Hanpumvep CE, IVD,

| H: TonbKo Ana 04HOPa3oBoro
MPUMEHeHKA

| I None ana VH {naeHTnpnKaLnoHHOro
Homepa)obpasua

Ha HvbKHeln cTopoHe KapTpumpka HaxOAMTCA LLTPMX-KOA, M CEPUIAHBIA HOMEp, (A) Ha PYCYHKE BbllLe. 3ToT
HOMep MoTpebyeTcs Npy 0BpaLLLEHN B MECTHBIV OTZEN MO paboTe C KMEHTaMU B Crydae
BO3HUKHOBEHMS NpoGieM ¢ KapTpumikeM. (B) AeHTUGMLMPYET NPOKMaAKY Kamepb SA3ICa.

A BHUMAHUI!
He KacalATecb NMPOK/MaaKV Kamepbl fivauvca NasbLamu.
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O BHUMaHwMe!

Pa3MelLaiTe HaKMeky TONbKO Ha BEpXHEl YacT KapTprmka, B nore A/ HoMepa 06pasLia.

HenpasuibHoe NnonoxeHne Hakneliku. CTpeskin Ha pricyHKe MoKasbIBatoT, YTO G/I0KVpOBaHa BaXkHas
yactb Kaptpnmua.

MpaBUbHOE MO/OYXKEHNE HAKMENKN.

2.2.3 AHanunsarop

AHanuzatop 0bpabarbiBaeT TecT-crieLguyieckvie Kaptpuopku cornacHo cooTBeTcTBytoLemy M. [
Kaxkaoro TecTa CylLecTByeT COOGCTBEHHbIN creLmtmyieckuin Kaptpumk v M. TecT-cneumdmyeckimia T
onpesenseT aenctena AHanmsaropa 419 BbinonHeHus TecTa. lMocne 06paboTku pesysbTar Tecta

oTobpaxkaetcst Ha KoHconw.
Kaxkapii AHannsarop 060pyaoBaH NOTKOM [1/15 3arpy3ki 0IHOro KapTpumxa.
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9.AHanV|3aTop cnoTkKom AHanusaTopa (A) M KHONKOW OT KpbiBaHMsA/3akpbiBaHus (B)

[pyr Ha apyra MOXHO YCTaHOBUTB 10 YeTbIpex AHann3aTtopos. KoaHol KOHCOMM MOXXHO NOACOeANHUTD A0
BOCbMM AHa/13aTOPOB.

Urobbl NOACOEAMHUTL GOEe YeTbIPEX AHANM3ATOPOB, HEOOXOAMMO MCMO/bL30BaTb BHELLHWIA Ethernet-
KOMMyTaTop.

O Wnupopmauus

BHELLHUIA Ethernet*-KOMMyTaTOp He NOCTaB/seTcst ¢ AHanmsaropami Idylla mpu 3akase.
B

10. AHanusaTopbl (A), nogcoeanHeHHble K KoHconu (B) uepes Ethernet-kommyTaTop (C).

Mpv noacoeanHeHUN AHan3aTopa K KOHCoMm v ero 3arycke (MuratoLas KpacHas/6enas rnofCcBeTka rog,
notkom, Cm. rnasy 2.2.3.1), Tpebyetcs nprbnmsnTeNbHO 0Ha MUHYTA [0 3aBepLUEHUS 3arycKa AHasm3aropa
W €ro roToBHOCTW K paboTe. BbIk/iouare/ib NuTaHuA PacrorioxeH Ha 3afHein naHenm AHanmsaropa.
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11. Bug AHanusaTopa c3ajm ¢ BblkaoyaTeneMm nuTaHua (A)

2.2.3.1 MNonb3oBatenbCKMiA MHTEpeic AHanmnsaropa

MepeaHss naHenb AHanmM3aTopa BbICTYMNaeT B KAYECTBE M0/b30BaTe/NbCKOro MHTEpMelica. MoacBeTKa Ha
nepenHeli naHenv NpefocTasnseT MHPOPMaLMKO O COCTOSIHMM AHanM3aTopa.

t ? 12. CBeTOAMOLHbIE UHAMKAT OPbI AHannsaTopa:

| A: 6enoe KoMbLO MOACBETKM BOKPYT /IOTKA

| B: 6enias 1 kpacHaa noAcBeTka noaneTkom
GK" iC: 6enblii HAMKaTop NpucyTCTBUS Kaptpumka no
w LIeHTpY /10TKa

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



lNoBeaeHVe MHAVKATOPOB;
Tun CBETA  loseaeHne

Muratolmii - benoe konbLo NOACBETKM (A) BOKPYT /T0TKA MUraeT:
cBeT IKorganons3osarens co3gasn 3anpocTecta. Cuctema npes/iaraet Uenosb308arb
AHanm3aTop C MUratoLLIMM KOJbLIOM NMoAEe BETKWN A1 BbINONHEHUS TecTa.
| Korga nonb3oBatenb BbIGUpaeT MeHto KoHconn aeHTugunumpoBsarb
AHanuzatop, KosbLO CBETOANOAHON NOACBETKY COOTBETCTBYHOLLETO AHasM3aropa

Ha4MHaeT Muratb.

Muratowast  Besble/KpacHble UHAMKATOPbI MO, IOTKOM (B) MUFrataT: BbINO/HSIETCS VHUL/3aLMS
noaceeTka  AHanmsatopa. VHMUpanm3aums NpoaoMHKaeTes 0 OAHON MUHYTHI,
1oz, IOTKOM

MOCTOSHHbI (BOKpyr TOTKA rOPUT KObLIO MOACBETKY (A):AHANM3aTOP B HACTOSILLIEE BPEMS

ceert BbINO/IHAETTECT.
| KpacHasi noaceeTka nogn0TKoMm (B) roput: BO3HMK/A OLWMGKa AHanm3aropa. Cv.

3KpaH KoHconm, 4tobbl MOJy4MTb AOMOHUTESbHYHO MHOPMALIMEO O TOM, KakK
YCTpaHUThL 3Ty OLLMOKY {oTOBpaXKaeTCs coobLLEeHMe 06 OLLIMOKE).
| Benas nofcBeTKa NoA/10TKOM (B) roput: AHanM3aTop BK/IKOUYEH, HO HE BbIMOSHAET

06pabOTKYy.
| Benbivi HavkaTop Kaptpumk (C) No LeHTPY NI0TKA ropuT: KapTprpk HaxoamTes B
AHanunsaTtope.

Nupopmaynsa

Cm. rnasy 6.4.2: VoeHTMdmKaLwma AHanmsaropa 4/19 NoydeHns MHpopMaLm 0 TOM, Kak
NOEHTUOLIPOBATL NpeaaraeMblii KOHCOMbO AHanM3aTop A1 BbINOMHeHNs TecTa.

CMm. rnaBy 4.2: Bk/to4eHMe 1 BbIKMKoUeHWe AHasmsatopa A1 nosyyYeHns HhopmaLmm o
TOM, KaK BK/IHOUYaTb M BbIKMOHATL AHaNM3aTop.

MpuHUMMbl PaboThbl

CnepyroLpe aTarbl OnpeaensitoT TUMUHBIA PaBOUNIA LK.

| Cospaiite 3anpoc Tecta (Test request) Ha KoHconw.
| MpockaHMpyiiTe WTpUX-Kog 0b6pasua (Unm BBeanTe AaHHbIE BPYYHYHO Yepe3 CEHCOPHbIN 3KpaH KoHcosn)

N Coser
J11060¥ CKaHWMPOBaHHBIA LLTPYX-KOZ, He ABNSIOLLMIACA LLTPUX-KOAOM KapTprmia, MHTepnpeTupyeTcs
KaK LLTPUX-KOZ, 06pasLia.
| MpockaHupyiiTe WTpunx-kog Tecta n 3aBepmte (complete) 3anpoc Tecta.

| 3aTem BBeAuTE GUONOrMYecknii obpasel, B Kaptpumx.

| BctaBbTe KapTpupk B COOTBETCTBYIOLLMIA AHanM3aTop Ans 06paboTKu.

|AHanm3aTop NPUHUMAET TECT Y BbINOHAET NPeaBapuTe/IbHO 3amporpaMMPOBaHHbI NPOTOKON TecTa B
COOTBETCTBUW C BblOpaHHbIM [TTT. Srarnb! npovecca tecta |dylla MoryT BKoyaTh BCebs pasxumkeHvie
obpasua, NM3nC KNeTkK, akcTpakumo AHK/PHK, amnamdukaumio, AETEKUMIO, aHaM3 AaHHbIX 1
coCTaB/ieHne oTyeTa.

| Fo OKOHYaHWM BbINOHEHWSA NPOTOKO/1a AHANIM3ATOP 06pabaTbIBAET NO/yYeHHbIE JaHHbIE MOTMNPABNAET
pe3ynbTatbl Ha KOHCOMb Ans npocmoTpa.
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TexHNYecKne xapakTepucTUKu
Tpe6oBaHMs K OKpY>XXatoLLen cpeae

Tun XAPAKTEPUCTUK

TemnepaTypa Npu aKcnayaTauum

,q manasoH XapakKTepncTuk

OT1+15“C o +30 x

TemnepaTypa Npv TPaHCMOPTUPOBKE N XpaHeHUN MakcymasibHble Be/inumHbI 0T-45 “C oo +70 'C
OTHOCUTENbHAsA BNaXXHOCTb NPU aKcMNayaTaLum Ot 10% g0 80 % OTH. BnaxkHoCTY {6€3
KOHZEeHcaLmm)

OTHOCUTENbHAsA BNaXXHOCTb NPV TPAHCMOPTUPOBKE U MeHee 95 % OTH. BNaXKHOCTM (6e3 KOHAEHcaLmK)

XpaHeHnn

ATMOC(epHOe faBneHne Npu aKcnayatayun

Or 80 a0 106 Kia (MakcMarbHas BbIcoTa Haf,
ypoBHeM mops: 2000 M)

ATMOCthepHOe faBfeHne Npu TPaHCNOPTUPOBKE U Or 70 go 106 Kl'a

XpaHeHnn

YpoBeHb 3arpa3HeHus

2 (cooTBETCTBYET TPEOOBaHMAM /14
COBMECTVMOCTW 3arpsi3HeHUs C /labopatopHbIMU
YC/IOBUAMM)

TexHnyeckne xapakTepuctnkn AHanmsaTopa

Twun xapaktepncTtuk

Fabaputhbl

Bec

Cnoco6HOCTb K WTabennpoBaHuto
JnekTponuTaHue
JHepronoTpebneHue
MepeHanpsxeHne

YpoBeHb WyMa npu akcnayaTaynm

LonycTUMbIiA yron HaknoHa

idylld
& 000 LMPMU €] INFO@CIRMI.RU € WWW.GOSZDRAVNADZOR.RU

Cneuundukayns

BbicOTa XLUMpKHa X ry6uHa:
190 mm X 305 mm X 505 MM

Makc. 20 kr

Makc. 4 AHanusaropa B BEPTUKa/IbHOM LLTabene
100-240 B; 50/60 Iy,

Makc. 200 Br

Kareropus |I

Makc. 54 b (A

o



TexHn4yeckne xapakTepuctukn KoHconu

TV XAPAKTEPUCTUK

rabapuTbl

Bec
AneKTponuraHue
SHeprornoTpebneHve
YpoBeHb Lyma
MepeHanpsbkeHve

CoeanHeHus

Cneundukaymun

Bbicota X LwpmHa X riybuHa:
| 506 MM X 254 MM X 254 MM

Makc. 5,2 kr
100-240 B; 50/60 I'y,
Makc. 80 Br

Makc. 49 ab (A)
Kareropus Il

Makc. 8 AHanM3aTopoB MOXKHO MOACOEANHUTL K 1 KoHconw.

4 nopra Ethernet* ¢ mapkumposkoii INS {ucrnonb3yiite
Ethernet*-KOMMYTaTOp 4151 yCTaHOBKW 6071ee 4 AHann3aTopos)
4 nopra USB ¢ mapkmpoBkoii USB

1 nopt LAN ¢ mapkupoBkoii LAN

TexHUYecKne XxapakTepucTuKM KommyTatopa

MuvHMarbHble TpeboBaHUS K KOMMYyTaTopy: Heyrnpas/nsieMblii KommyTatop Fast Ethernet® wm Gigabit
Ethernet® (npeanout1TenbHO 8-NOPTOBLII), COOTBETCTBYHOLL,WIA Kraccy B craHgapTa FCC.
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CReUNPUKAUNY CUNTHIBATENR WTPHX-KOAD

PykoBoaCTS0 NoAb3oBatenn ldylla

2.4.5 Cneundukaymmn cuUTLIBATENA WITPUX-KOAA

Cneayrowme cneyuduraupu onpeaennot TpeGoBIHUA K WTPHX-KOAAM KOHTEHHePOB ana 05paauos wan
APYTMM WITPUX-KOAIM, HE CBA3aHHLIM C Idylla, KOTOPBIE MOMHO CKAHNPOBATL € NOMOWBLID CHNTHIBATENA
WTPUX-KOA2 KoHCONN:

CunTLIBaTeNb WTPHX-KOAS: ANHEHHDIE
WITPHX-KOAL!

Damna/wnpnna

MosepxHocTy

Yposenb xauecTsa

idYta
& 000 LUPMK @] INFO@CIRMI.RU €5 WWW.GOSZDRAVNADZOR.RU

YenosHbte 0603HaUEHWA;

1Kog 128 (cranpaprol ISOAIEC 15417:2007, CLSI AUTO2-
A2 u CLS) AUTO7-A)

1 GS1 DataBar (cvanpaptol ISO/IEC 24724:2011)

» EAN/UPC (cTangapTol ISO/IEC 15420:2009)

» Data matrix (ctanpaptel ISO/IEC 16022)

» PDF417 {cvangapre) ISO/IEC 15438)

» QR-xopa, (cranpapTyl ISO/IEC 18004)

s 2D wrpmx-kon:
+ Bokosar qauHa S 20 mm (0,79 arolima)
1 pasmep mogyna 2 0,339 mm (0,013 awiima)
1 AVHEWHDIN WYPUX-KOA:
1 AMKHa S 50 mm {2 groiima)
' WHpUHaysKkorowTpuxa20,127 mm
{0,005 A0itma)

Sluneiinbie WTPUX-KOAB Ha NOBEPXHOCTAX C PAANYCOM
KpHBHU3HDI 2 6,5 mm {0,26 alolima)

¢ 2D wrpux-kog: 2 2 {cranaapTol ISO/IEC 15415)
+ Mnnelinbit wrpux-koa: 2 2 (cranaaproISO/IEC15416)

4



3 YcTaHOBKa W HacTpoWKa
CBA3aHHasa AOKyMeHTaLns

VIHCTPYKUMM 10 NOATOTOBKE K YCTAHOBKE M YCTaHOBKE KOHCOMM 1 AHanm3aropa CM. B CIeAYHOLLMX AOKYMEHTaX;
| PykoBOACTBO MO NoAroToske paboyero mecra ldylla
| PykoBoacTBo no uHterpauun Idylla B nabopartoputo
| Otyet no ksaymdukauun (1Q) yctaHosku: KoHcosb Idylla
| Otyet no kBanmgumkaumm yctaHoBku {IQ): AHanmzatop ldylla

PacnakoBbiBaHMe K noacoennHeHne AHanmsaTopa N KoHconm

AHanuzatop v KOHCco/Mb MOCTaBNSIHOTCS B OTAE/bHbIX KAPTOHHbIX KOPOOKaX.

BrHumatne!
| PykOoBOACTBO MO NOATOTOBKE paboyero Mecta COAEPXKAT, MOMMO NPoYero, 0630p TpeboBaHuin K
MPOCTPAHCTBY W 3MIEKTPOMNUTAHWIO L1 YCTAHOBKM AHanm3atopa. BHUMarTebHO npoumTaiire ero,
MpexXae 4eM BbIMNO/HATL PacrakoBbIBaHVe Y NoAcoeanHeHne AHanmsaropa v KoHCosu.
IHe BCKpbIBaiiTe ynakoBky AHanm3aropa wiv KOHConm npu Hamumm nospexaeHnin. Obpatutecs B
oTAen o QaﬁoTe C K/MeHTaM1 KomMaHum Biocartis win K Ballemy pervioHasi.HoOMy NpeacTaBuTesio
33 Ja/TbHEMLLMMWN HCTPYKLAMM.

OCTOPOXHO OTKPbIBaiATE KApPTOHHbIE KOPOOKM M pacnakoBbIBaliTe KX PsAOM C MECTOM, rae OyAeT BbINOMHATLCA
yCTaHOBKa AHanm3aropa.
N Wudopmaums
|CBeaeHMs 06ycTaHOBKe AHa/M3aTopa v KOHCO/M CM. BOTYETaXOKBaIM(NKALMNYCTAHOBKM

AHanusartopa 1 KoHconu.
| YTobblycTaHOBUTLOO0/1EE YETLIPEX AHANIM3ATOPOB, NOTPebyeTcs Ethernet®-KOMMyTaTop.Ethernet®-
KOMMYTAaTOP He NOCTaB/IsieTca BMeCTe ¢ AHanm3atopamm Idylla.
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[epBoHavasibHasa KoHpurypauma AHanusaropa ldylia

Mocne pacrakoBKV 1 KabenbHOM pa3BoaK/ CHavana BKKoUMTE KOHCOMb 1 3aTeM NOAK/OHEHHbIA AHanmn3atop
WM AHam3aTopbl.

Mpy NEpBOM BK/THOHEHMM KOHCOMM YYETHbIE 3amicy Nosib30Bareneil HeIoCTYMHbI, 33 UCKIIKOYEHNEM YHETHOI
3anvey AQMUHKCTpaTopa. HyHO MCMo/b30BaTh 3Ty YUETHYHO 3amiCh 19 CO30aHNS YHETHOMN 3arm1cu
AnMUHUCTPaTOpa labopatopuu, C NMOMOLLBH KOTOPO MOXHO CO3aTb HOBbIE YUETHbIE 3ariicyi Y MOXET ObiTb
BbINO/IHEHA HACTPOWKA.

YueTHble faHHble /15 YHETHOM 3anvcy AIMUHUCTpATOopA /15 NepBOro BXOAA B CUCTEMY:

| ma nonb3oBatens; administrator
| Maponbiadministrator

Coset

VI3MeHuMTE Maposib YUYETHO 3anmcy AOMUHICTPATOPA W XPaHUTe 3TOT Maporb B 6e30MacHOM MecTe. Cw.
rnasy 5.1.5: 3amMeHa napons, CBA3aHHOIO C YYETHON 3amnmCbiO NMOMb30BATESS.

Ecrm Bbl 3a6yAeTe YUETHbIE AaHHbIE YYETHON 3anmcy AQMUHICTpaTOopa CBOe nabopaTtopun, BCeraa
MOXHO BOWTV C MOMOLLbHO NEPBUYHOI YYETHOI 3anmncy AMUHUCTPATOpa.
locne co3aaHMs HOBOW YYETHOM 3amimc AMUHCTPATOPA BbIAOMTE U3 NEPBIYHON YYETHON 3armcu
AOMUHYCTpaTOpa. 3aTem BOMAMTE CHOBA C MOMOLLILHO CBOEV HOBOIA YUETHON 3arvci AOMUHICTPpATOpa.
AOMVHMCTPATOP NPUCTYMAET K Ha4a/bHON HacTpoiike CucTeMbI. BbINOHUTE NEPeUnCieHHbIE HIDKE LLuaru.

1. Hactpolika foMo/HUTEbHBIX MO/b30BaTeNeN.

2. Mpw HEOBXOAMMOCTY HACTPOIATE CETb.

3. Mpn HeobxoaAMMOCTM HacTpoliTe ¢Bs3b ¢ JIAC.

4. Tlpy HEOBXOAMMOCTY HaCTPOATe AaTy Y BpeMs.

5. Mpr HeOBXOAMMOCTM HACTPOIATE MapameTpbl NoAKIKoYeHns Idvila.

¢ Cos.
I0ns noBceAHEBHOIO MCNO/Mb30BAHNA PEKOMEHYETCHA CO34aBaTb CBOKO YYETHYIO 3anuch A4/19 POn
«[onb3oBaresb labopaTopui A1 KXKO0ro YeNoBeKa, MEOLLEro OTHOLLEHE K BbIMNO/IHEHUIO
TecTos.
| PekomeHAyeTCs U3MEHUTb Naposib MOC/e NepBOro BXo4a B CUCTEMY.

O Wudbopmaums
Cm. rnasy 5.1; Ynpas/neHve nosL308aresisivm.

YcTaHOBKa nakeTa tuna Tecta

AHanmsarop cnocobeH NoAAepKVBaTb 6OBLLON Ayana3oH TecTos. [115 BbINOSHEHUS KOHKPETHOO TecTa
CHauasta Hy)>HO MoJlyumnTb COOTBETCTBYHOLLEE CrieumiryecKkoe /1a Tecta NporpamMMHOe OGecrieyeHve,
HasblBaemoe naket Tvna Tecta (TTT). MTT Heo6X0ANUMO YCTaHOBUTb Ha KOHCO/b.

[T MOXHO NPUOGPECTM y NocTaBLLyKa TecTa, yepes Idylia Connect wm nytem 3arpy3ku ¢ Be6-caiita
Biocartis. B nocniegHem cnydae IMTT MOYHO YCTaHOBUTL Ha KOHCO/b € NOMOLLLH0 USB-Hakonmtens.
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O Nugpopmauns

| ToNbKO NO/Ib30BaTE/IbC NPaBaMu HaY CTRHOBKY 0OGHOBIEHWIA MOXKEeTyCTaHaBMBaTbTTUA K
[Apyrne 06HoBMeHMs. CM. rnasy 5.1.1; 3HAKOMaBO C YHETHBIMM 3anMCAMIA NOMb30BATENS 1 PONSIMM
rosb3osaresns

| IHCTpYKUMK NO yCTaHOBKE WM 0GHOBIEHMIO NMPOrpaMmMHOro obecneyveHns: Cm. rnasy 7.2:
YcTaHoBKa NPOrpaMMHOr0 06ecrneyeHms 1 0GHOBMEHWI

| OBGHOB/IEHMAMOXHOOTIMPABUTL Ha KOHCO/b Yepes3 dyHKLo Idylla Connect. Cw. riasy 5.7:
Hacrpoiika Idylla Connect

3.4.1 ABTOMAaTMyecKkasa ycTaHOBKa naketa Tuna Tecta

ABTOMATMYECKaS YCTAHOBKA MaKeTOB TUMa TecTa NoAAepK1BaeTcs 419 KoHconei ¢
nogknodeHvem Idylla Connect. Mpepyiararorca Aga BapyaHTa:
| MpurckaHnposaHMKapTpuaykaHa KOHCO/W, KOTOPYHOHE b3ACBA3aTLCYCTAHOBMEHHLIMITT,
6yaet 3anyLeHa aeToMaruieckasyctaHoska MTT,ecnv nogkodeHo Idylla Connect. 45
3anycka aBToMaTnyecKoro npoLeccaycTaHoBKM cnefyiite NprBeAeHHbIM Ha aKpaHe
VHCTPYKUMAM.

| Mpwn HaMumm 06HOBNEHWA ANa onpegeneHHoro MTT u nogkntoydeHun Idylla Connect Biocartis
06ecreunT AOCTYMHOCTL 0BHOBEHWA A/1A TTTT [/19 YCTaHOBKM Ha KOHCO/Tb MOC/Ie ero BbIXoza.

N WNudbopmaumsn

|YctaHaBnwmBarth [MTT MOXETTO/bKO NOJb30BaTE b CCOOTBETCTBYHOLLMMM Npasamut. CM. r1aBy
5.1.1: 3HaKOMCTBO C y4ETHLIMU 3anMCcAMU MONb30BATENSA Y PONAMU MO/L30BATENS

| ABTOMaTyeckoe 06HOB/ eHue MTTBO3MOXHOTONLKO NPY paspeLleH HOM NOAK/IYEHNN
Idylla. Cw. rnaBy 5.7: Hactpoiika Idylla Connect
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4 Hauyano paboThbl

CoBbl

lNepen nocnefosaresisHbIM BKIOYEHVEM MOACOEAVHEHHDIX aHa/IM3aTOPOB PEKOMEHAYETCH CHavasa
MOTHOCTLHO 3arnyCTUTb KOHCO/1b.

BkntoyeHne 1 BbikNtoyeHne KoHconm

Uro6b! BKMKOUUTH KOHCO/b, HAXKMITE BbIK/KOHATE b MATaHWA Os BEpXHel NpaBoii YacTy KoHcosu.

13. KHonka nuTaHus (A), pacnonoXeHHas B BepxHell npaBoil yacTu KoHconu.

rocne HEeCKOMBbKUX MUHYT 6e3AeCTBIA (OTCYTCTBME CUTHASIOB OT CEHCOPHOTO 3KpaHa, BHELLHEN KaBuaTypbl Win
MbILLIV) MOHUTOP KOHCOMM NepexoauT B PEXKMM 3HEProcoepeXkeHms, ¢ yMeHbLLIEHEM APKOCTI MOACBETKU.
UTo6b! NMOBTOPHO aKTMBMPOBATb 3KPaH M BbIBECTN €70 U3 PEXVIMA SHEPTOCOEPEXKEHIS, KOCHUTECH 3KpaHa Wik
NOABMHBLTE MbiLLb (EC/IM MblLLb MOAKMOHEHA).

Ecnv He naeT BbINo/iHeHWe TeCTOB Y B TEUEHMEe HECKOMbKMX MUHYT CucTeMa Ge3aelicTyeT, KOHCOMb Takoke
NEPEXONT B PEXUM 3HEProcoepexxeHus.

UroBb! BbIKMHOUUTb KOHCO/b, BbINOSHUTE CReAytoLLME Luark:

1 B cTpOKe KHOMOK HaxxmmTe BbixoA 13 cucTembl I Log Off. OTkpoeTcs skpaH O630p COCTOsIHUSA - Status
Overview.

2. Haxxwvimre 3aBeplLueHre pabotb! - Shut down.
OTKpOoeTCs BCr/IbIBatOLLIEE OKHO 3aBepLUeHVie paboTs! - Shut down.

3. Bo BcrnbiBaroLLem okHe Haxxmmte OK - OK and noarsepyaeHys. KOHCO/b OTK/IHOUATCS.
-Nnn-
Haxxmure OTmeHa - Cancel.
CHoBa OTKpoeTca akpaH O630p COCTOSHUA - Status Overview.

N Buumanup!

Bo 136exkaH1e NoTepy AaHHbIX He OTKkoYaiTe KOHCO/b, MoKa BbIMOHAKITCA TeCTbl.
Henb3st oTKMKo4aTb KOHCOMb BO BPEMS BbINOSHEHNSt 06HOBAEHWIA (CSW, ISW 1 apyrux).

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



BkntoueHne 1 BbiK/OUYeHne AHanm3artopa

Uro6b! BKMKOUMTL AHANIM3aTOp, NEPEBEAVTE BbIKMKMATENb MTAHWS, PACTIONOXEHHbI Ha 33Hel NaHem
AHanvzaropa, B NosioxeHwe |. AHanm3aTop 3aryCKaeTcs, BOKPYr 0TKa NonepeMeHHO 3aropaeTcs KpacHas 1
Genast nofceeTka. Jna 3anycka Tpedyetcs NprbamMsnTesisHO oaHa MyHyTa. 1o 3aBepLUeHun 3anycka 6enast
MOZCBETKA MOA, /IOTKOM YKa3bIBa€eT, YTO AHa/IM3aToOp BKOHEH 1 Be3aeiicTByeT.

14. 3agHAa naHenb AHanusaTopa, NOHA30H BbIKNOYaTeNb NuTanna (A).

[na BKMKo4eHUs AHanmsatopa nepeseauTe BbIKoUaresb MUTaHus B nosoxeHne O.
N Coel
PexomeHAyeTCs He BbIK/KoYaTh AHanmM3atop. B Takom criyydae 411 KOMMOHEHTOB AHa/im3aropa
NOAAEPKVBAKOTCS MPaBW/IbHbIE W ONTUMa/IbHbIE YCI0BUS paboTbl.

Bxop B cuctemy KoHconum v BbiXo4 U3 CUCTEMBI

UroBb! Mcnonb3oBarb CucTemMy, Monb30BaTelb A0/DKEH BbINOMHWTL BXoZ, B CvicteMy KoHconw. [1Ba nosb3osaresis
He MOryT OAHOBPEMEHHO BbIMO/HUTL BXOZ, B ccTeMy KoHconm. Ecrm BTOpOMy Mosb30Baresto Tpebyetcs
BbIMO/HUTL BXOZ, B CUCTEMY, NEPBbIV NO/b30BATE b AO/DKEH BbIATU U3 CUCTEMBI. He 3abbiBaliTe 06 3TOM Mo

3aBepLLEHNV Paboyero NpoLecca.
[Ona Bxofia B CvicTeMy KOHCOMM BbINO/HUTE CIEAYHOLLME LUAruA:

1. Ha akpaHe O630p cocTosiHmA - Status Overview Haxxviite BoiiTui - Log on. OTKpoeTcs akpaH Boiimn - Log
on.

2. BBeyre cBOM MMS NMONb30BaTeS1A U Naposb.

Nudopmaums
Bbl TakKe MOXeTe BbIGPaTh VIMS M0/b30BATENS 13 PACKPbIBAOLLIETOCS CrICKA.

3. Haxaviire OK.
OrtkpoeTtcst akpaH O630p COCTOsHUSA - Status Overview ¢ KHOMKaMK AeCTBUIA B CTPOKE MEHHO BHU3Y U
1MeHeM Mo/b30BaTeNsl, BbINOHMBLUVM BXOA, B CUCTEMY, B BEPXHEV SIEBOVA YaCTV CTPOKY MEHIO.

Tenepb Mo/b30Baresb BbIMOMHI BXOA, I MOXET NpUCTyNaTh K paboTe.
L%
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Haxkmurte Otmena - Cancel.
CHOBa OTKPOETCA OKHO O630p cocTosiHMS - Status Overview.

lNocre BxoAa B CMCTEMy MOJb30BaTe b NOJTyUUT A0CTYN K MEHI0 KOoHconu. B 3aB1cMMOCTI OT porn
NO/b30BaTESA, HA3HAYEHHON YYETHON 3anicy NO/b30BaTESS, OMPeAEseHb! Npasa /1 BbINOHEHNS
cneupmasibHbIX 3a034.

~"COBL?

| O6paTUTECh KAOMUHUCTPATOPY 8Clydae, eC/iv 3abbU1 UM MO/b30BaTeNs U (A1) Naposib A71s BXoaa
B CUCTEMY, aTakxKe BC/ydyae, ecnv TpebyeTcs U3MeHWUTL Npasa A0CTyna.

| MocneycTaHOBNEHHOTO NEPUOAA OTCYTCTBIS aKTUBHOCTY Ha KOHCOMM (He UCTIO/b3YHOTCS CEHCOPHINA
3KpaH, BHELLHSS KNaBvaTypa Wil Mbillb) Gy/IET BbINOSHEH BbIXOZ, aKTUBHOIO NO/b30BATeNs V3

cvicTeMbI. [epuog OXAAHIS MO YMOHaHMEO COCTaBNSET 10 M HYT (AGMUHICTPATOP MOXET
V3MEHWTb 3Ty HACTPOIKY).

I Bbl MOXXETE M3MEHUTb A3bIK BBOAA KaBMaTypbl. HXXMUTE KHOMKY knasuatypa W Bblbepute
npeanoYnTaeMblii S3bIK M3 PaCKPbIBAKOLLLErocs Crivcka. BbibpaHHbIN A3bIK MPUMEHNM Kak K
CEHCOPHOM 3KPaHHOI KraBuaType, Tak 1 K BHeLLHel USB-kiasumarype.

AMUNHOOPMALNA

1 CM. rnaBy 5.1.5: 3ameHa naposns, CBA3aHHOIO C YYETHOM 3amnucblo No/b30BaTesNs
1 Cm. rnasy 4.3.1: HacTpoiika aBTOMaT14ecKoro BbIXoAa M3 CUCTEMbI
1 Cm. rnasy 4.4.1: fI3bIK 1 packnafka CEHCOPHOW 3KpaHHOW KnaBuaTypbl

[ns sbixoga U3 CUCTEMbI NPOCTO HEXXMUTE KHOMKY Bbixog 13 cucTembl ®Log Off B CTPOKE KHOTMOK.

43.1 HaCTDOVIKa dBTOMaTnyecKoro Bbixogaa M3 CUCTEMbI

MoxkHO 3adTb aBTOMATVYECKWIA BbIXOA, NMo/b30BaTes1Aa U3 Cuctembl Mpn OTCYTCTBUM aKTUBHOIO
MCronb3oBaHMsA KoHcomm. 10 yMONYaHMo BbIXO, YHETHOV 3arMcu 113 CUCTEMbI OCYLLLECTBASETCA Yepes 10
MWHYT OTCYTCTBIA aKTWUBHOCTW. [0oMb30BaTesb, VIMe}OLLLI/II‘/JI npaBo AOCTYMa KHacTtpoikam cuctembl, MOXET
HacTpamBaTb (pyHKLLVI}O aBTOMaTM4yeckoro BbIxoda 13 CUCTEMBI.

UTo06b! 3MEHWTb HACT| pOI7IKI/I aBTOMaTM4eCcKoro Bbixoda 13 CUCTEMBI, BbINO/IHUATE Criedyolne Larv:

1. Haxxmute Menio - Menu
OTKpoetcs 3KpaH MeHio - Menu.

2. Bpasgene Hactpoiiku Cuctemsl - System Settings HaxxMuTelonoAHUTENLHO - More. OTKpoeTcs
9KpaH [,ononHMUTeNbHblE HACTPOMKK - More Settings.

3. KocHuTech pasaena Boixog U3 cucTembl - Log off, YTOObI U3MEHUTb HaCTpOVIKVI. OTKpoeTca 3kpaH
HacTpoiikn Bbixoga us cucrtemsol - Log off settings.

4, YctaHoBuTE (hﬂa)KOKABTomaTquCKMVl BbIX0[ M3 cucTembl Yepes - Auto log off after U
BblﬁepI/ITe Heob6Xxo4MMoe BpeMs OTCYTCTBUS aKTUBHOCTU - required inactive time 3
PacKpbIBarOLLIErOCA CrncKa, eC/in TpeﬁyeTCﬂ BbIMO/HATL BbIXO4 YHETHBIX 3anvceii NonbL30Barens
M3 CUCTEMbI MPWN OTCYTCTBUN aKTMBHOCTW.

5. Haxvmte Coxpanunts - Save.
HoBble HaCTpOI7|KI/| BCTYMNakoT B ,Cl,el\/llCTBI/Ie He3aMe/TUTENBHO.

OTKpoeTCFI 9KPaH JlononHuTeNbHbIE HACTPOKKU - More Settings.
-nn-

CHOBa OTKPOETCA 3KPaH [lononHuTeNbHbIe HACTPOViKM - More Settings 6e3 COXpaHeHunA V3MEHEHWI.
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[Monb3oBartenibCckas HacTpoika KoHconm

MOXHO BbINOHUTL NOJL30BAaTE/bCKYHO HaCTDOVIKy KoHconm ansa nydlliero COOTBETCTBUA BalLMM Tp66OBaHVIFIM B
OTHOLLEHWWM CIEOYHOLLL X NapaMETPOB:

| A3bIK;

| packnagka Knasuatypbl;

| TPOMKOCTb 3BYK&;

| ApKOCTb NOACBETKM AuUcnes;

| ocBelLeHMe cunTLIBATENSA LUTPUX-KOAA.

A3bIK 1 packnafka CEHCOPHOW 3KpPaHHOW KnaBuatypbl

MOXXHO BbIOpaTh 513bIK, MCMOMb3YeMbIA Ha KOHCOmMN.
KoHconb noaaepx1BaeT HECKOMbKO PackafoK CEHCOPHOM 3KpaHHOM KnaBumatypbl (QWERTY, AZERTY ...).
MOXXHO YaaHOBUTb MPeAnouMTaeMyto packniaaKy v Boioparb S3bIK /19 KiaBuaTypbl.

NHdopmauus

| YT06bI HACT POUTL A3bIK A5 KOHCO/N M KNaBmaTtypbl, HEO6X0AMMO UMETb NMpaso A0CTyna K
HacTpolikam Nonb30BaTenbLCKOro MHTepdelica - User interface settings.. CM. rasy 5.1.1.

| HacTpoiiku si3bIKa 1 KnaBrarypbl ABNSIOTCA OTAE/bHLIMM HACTPOVKaMK. [1151 A3blka 1
KnaBuaTypbl HACTPOWKM HYXXHO 3a4aBaTb OTAE/bHO.

| HacTpolikun Knasmatypbl NPYMEHMMbI Kak KCEHCOPHOM 3KPaHHOM KiaBuaType, Tak U K BHELLHEA

USB-knasmarype.

UroBbl HAaCTPOUTL NapaMeTpbl Si3bIKa 1 PACK/MAIKV CEHCOPHOM 3KPaHHOI KaBuarypbl, BbINO/HATE
cneaytoLye Luary;

1 Haxkmute Mento - Menu.. OTKPOETCH 3KpaH MeHto - Menu..

2. Bpasgene Hactpoiiku Cuctembl - System Settings HOKMUTE MHTepdeiic nonb3osaTens - User

Interface. OTKpoeTCf-I 9KPaH Hactpoiiku nHTepdeica nonb3osatens - User Interface Settings.
3. KocHutech pasaena Aseik ®Language. OTKpoeTCFI 9KPaH HacTpoliku a3bika - Language Settings.
4. BblbepuTe Hy>XHbIV S3bIK 13 PACKPbIBAKOLLIErOCA CrMCKa A3bik ®Language.
5. BbibepuTe Hy)KHYHO KaBuatypy 13 packpbIBaroLLErocs Crmeka Knasmatypa - Keyboard.

6. Haxxmute CoxpannTs - Save.
HacTpoliku si3blka 11 KnaBmatypbl OGHOB/IEHBI.
OTKpOETCFI 9KpaH Hactpolikn nHtepdelica nonb3osartens - User Interface Settings.

-W‘“/]-
Haxkmute OtmeHa - Cancel.
CHOBa OTKPOETCA 3KpaH HacTpoiikv nHTepdeiica nonb3osarens 6e3 3MeHEHSt HACTPOEK S3bIKa.

COBEI
[ HacTpoiiky A3bIKa KnaBmaTypbl TakKe MOXHO U3MEHUTb HanpsMy'o nepes, BXOA0M. Haxwvimnre
KHOMKy KnaBuatypa - keyboard Ha akpaHe BoiiTui - Log On 1 BbibepuTe 13 pacKpbIBaroLLErocs
cnmcky Tpebyemyto packiazky Knasmarypbl.
IMpy MCNob30BaHUN CUMBO/IOB WM BYKB C ANAKPUTUYECKMMM 3HAKaMU MOXHO BEPHYTLCA K
CNO/b30BaHNKD 00bIMHON KraBMaTypbl, HAXAB HA KHOMKY C MOACBEYEHHOW GYKBOIA C
[VIaKPUTUYECKUM 3HAKOM W CUMBOJIOM BTOPOIA pas.
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3BYK

N

WNnpopmauus
3ByK M0 YMO/1HaHMIO OTK/THOHEH, 3a UCKMIOYEHNEM CUTHaUTa CHATLIBATESIA LUTPUX-KOAa. CvrHan
cUnTbIBaTENA LUTPUX-KOAa HE HAacTpanmBaETCA U BCETAa BK/HOYEH.

UToBbl HACTPOMTL 3BYK Ha KOHCOMM, HEOBX0AMMO MMETb NPaBo AOCTyNa K HacTpoiikam
Mo/b30BaTeNbCKOro MHTepeiica - User interface settings. Cm. rnasy 5.1.1.

Ha KoHcosnm ucnosb3ytotes pasHble 3ByKY;

| Ha)XaTne KMaBMLLW: 3BYK, KOTOPbIN BYAET C/bILEH NPU KXKAOM KacaHWM 3KpaHa;
| TecT 3aBepLLEH: 3BYK, KOTOPbI1 ByAEeT CMbILEH MO 3aBepLLEHNN aHanm3a TecTa;

InpeaynpeauTenbHble CUrHaMbI: 3BYK, KOTOPbIA OyAET CrbILLEH NpY MOSBMEHN NPeaynpeXaeHiA
Cuctemsil.

UT06bI HACTPOUTL 3BYKW, UCMOMb3yeMble Ha KOHCOMM, BbIMO/HUTE CiefytoLLLMe LLarvt:
1 Haxkvmre MeHto - Menu. OTKpoeTcs akpaH MeHto - Menu.

2. B pazaene Hactpoiiku Cuctembl I System Settings Haxavmte VHTEpdeic nonb3osarens - User
Interface. OTKpoeTcs akpaH HacTpolikn nHTepdelica nonb3osarens - User Interface Settings.

3. Kochurech pasaena 3Byk *Sound. OTkpoeTcs akpaH Hactpolikm 3Byka - Sound Settings.

4. YcTaHoBWTE (W1XKOK /151 TOTO 3BYKa, KOTOPbIVi HEOBXOAVIMO BK/THOMUTD.
-WW-
CHUMET (h1aXKOK 1151 TOTO 3BYKa, KOTOPbI/i HEOBXOAMMO OTK/HOHUTD.

5. BblGepuTe rpOMKOCTb A/151 BK/IOUYEHHOTO(bIX) 3ByKa(0B). epeTaLLymTe CTPEnKy A0 Hy>KHOrOyPOBHSI.

WNudopmaums
3ByK Oy/€eT pa3aaBaThbCcs Kadkabii pas npy OTIYyCKaHWM CTPeKI. Takuv 06pa3oM, MOXHO
cpasy yoeauTsCs, YTO BblopaHHas IPOMKOCTb SIBSETCH MOAXOLALLEN.
6. Haxawwre CoxpaHnTb - Save. HacTpoiiki 38yKa OGHOB/EHB.
OrkpoeTtcs akpaH Hactpoliku nHTepdeiica nonb3osarens - User Interface Settings.
_W'll/l_

Haxkmure OTmeHa - Cancel.

CHoBa OTKpOETCA 3KpaH HacTpoiikv nHTeptheiica nonb3osaress - User Interface Settings 6e3
VBMEHEHUS1 HACTPOEK 3ByKa.
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ApPKOCTb 3KpaHa

O NHpopmaums
UTo6bl HACTPOMTB SIPKOCTL SKPaHA Ha KOHCOMM, HEOBX0AMMO UMETH NPAaBO [0CTYNA K Hactpoiikam
No/b30BaTeIbCKOro nHTepdeiica - - User Interface Settings. CM. raBy 5.1.1: 3HaKOMCTBO C
YYETHBbIMA 3arnmncaMM NOJL30BaTENA U POIAMA NOJE30BATESA.

Urobbl HaCTPOUTL APKOCTb 3KPaHa KOHCOMK, BbINOHUTE CriefytoLLpe LLaryt:

1. HaxxmmTe Mento - Menu. OTKPOETCA 3KpaH Mento - Menu.

2. Bpasfene Hactpoiikn Cuctemsl - System Settings HOKMUTE MHTepdelic nonb3osartens - User
Interface. OTKpoeTCFI 9KpaH HacTpoiikn nHtepdeiica nonb3osatens - User Interface Settings.

3. KocHutech pasfena 3kpaH - Screen. OTKpoeTCH 9KPaH Hactpoiiku akpaHa - Screen Settings.
4. YcTaHoBUTE YPOBEHb APKOCTA 3KpaHa. I'IepeTaUJ,MTe cTpenky A0 HYXXHOIO YPOBHA.

5. Haxxmmre Tect -Test /19 NPeaBapuUTENIbHOTO NMPOCMOTPA HOBbIX HACTPOEK APKOCTU
3KpaHa. HacTpoVik APKOCTY NPUMEHEHI.
OTKpoetcs BCr/ibIBatOLLIEE OKHO TecT akpaHa - Screen Test.

6. Ecm HoBble HaCTpOVIKM ABNAOTCA NOAXOOALLMMUA, HaXKMUTE CoxpaHuTb - Save B TEYEHNE
yeTbIpex CeKyHA.
HaCTpOIZKM APKOCTU 3KpaHa OGHOB/IEHI.
OTKpoeTCH 9KpaH HacTpoliku nHtepdelica nonb3osatens - User Interface Settings.
-Vu‘"/'-
Hakmute Otmena - Cancel.

CHoBa OTKPOETCA 3KpaH HacTpoiky nonb3oBaTesibCKoro nHtepderica - User Interface Settings
6e3 N3MeHeHus! HaCTPOEK APKOCTU 3KpPaHa.

BcnomoraTtenbHOe OCBeLLlEeHME CUYNTbIBATENS LTPpUX-Koaa

O Wnpopmaums
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A Bernomorare/ibHoe OCBELLEHNE CUMTLIBATENS LLTPUX-KOA BbIK/HOYEHO MO YMOTHAHWIO.
BcriomoraTe/ibHoe OCBELLEHVe NPeHA3HAYEHO /18 YBENMYEHIISI KOHTPACTHOCT 1 MOXET Y/TyULLINTh
(hyHKLIMOHA/IBHOCTb CUMTLIBATENS LLTPUX-KOMA B HEKOTOPbIX YC/IOBUSIX (HANPUMEp, B TEMHOM
MOMELLIEHUW WA NPV T/IOX0I KOHTPACTHOCTY LLTPMXOBOrO-Kozg). OfiHaKo B GOMBLUVMHCTBE C/lyyasix B
06bIYHbIX YCMOBUSX (IYHKLIOHA/TBHOCTb CUMTLIBATESS LLTPMX-KOAA ONTVMAsIbHa MK OTK/HOUEHHOM
BCMOMOraTe/lbHOM OCBELLEHNN.

UroBbl HACTPOMTL BCTIOMOTaTe/lbHOE OCBELLEHE CUMTLIBATENS LUTPUX-KOAA HEOBXOAMMO UMETH MPaBo
[ocTyna K Hactpoiikam nosib30BaTesnbekoro MHTepdelica. Cm. rnasy 5.1.1: 3HAKOMCTBO € y4YETHbIMM
3anvcAMM Nonb30BaTe s U PonsMy Monb3oBaTess.

[N cunTbIBaTENs LTPUX-KOAA KOHCOMM MOXHO HacTPOMTb UCTONb30BaHWE BCMIOMOTaTe/IbHOrO OCBELLIEHIS
NP1 CKaHVPOBaHUM KOfa.
Uro6bl HACTPOMTb MCMO/b30BAHME BCTIOMOTaTE/IbHOrO OCBELLIEHWS, BbINOHUTE CrIEYHOLLME LLAMW:

1 Haxavmre MeHto - Menu. OTkpoetcs akpaH MeHio - Menu.

2. B paspene Hactpolikn CucteMsl - System Settings HaxxmvuTe ViHTepebeiic nonb3osarens - User
Interface. OTkpoeTca akpaH HacTpoiiku nHTepdeiica nonb3osarens - User Interface Settings.

3. KocHutech pasaena CuntbiBatesb LWTpKX-Koda - Barcode reader. OTKpoeTcs akpaH HacTpoviku
cunTbIBaTENS LUTPUX-KOAA - Barcode Reader Settings.

4. YcraHoBUTe (V1axoK /cnonb3oBarb BCromorare/ibHoe OcBeLLieHwe - Use supporting
light, 4TOBbI BK/MHOYMTL OCBELLIEHME.

NNn-

CHUMUTE (IaXKOK, UTOBbI OTK/THOUMTL OCBELLEHVE.

5. Haxxwvire CoxpaHunTh - Save.
/icnonb3oBaHme OCBELLIEHNA CUMTbIBATENS LUTPUX-KOAA 06HOBEHO. OTKPOETCA akpaH HacTpoiiku
nHTepeiica nonb3osarens - User Interface Settings.
_W'"/l_
Haxavinre OtmveHa - Cancel.

CHoBa OTKpOeTCs 3KpaH HacTpoiiku nHTeptherica nonb3oBatens - User Interface Settings 6e3
VBMEHEHWS MCMO/b30BaHVA BCIOMOTATE/TbHOMO OCBELLIEHNS.

N3meHuTe ceBoe IMsa nonb3oBaTens

Monb30Batesb ¢ NPaBoM AOCTyNa K YUYETHbIM 3anmcam nosb3osareseid - User Accounts (06bIMHO
AOMVHMCTPATOP) CO3MACT BaLLly YYETHYHO 3arnmchb Mo/b30BarTes M 334aCT NepBoHajasisHoe UMA Mosib30Barens v
naporib.

UToBb! M3MEHUTL MM IMS MO/b30BATENSA - USEr Name, BbINOSHWTE CrefyroLLme Lark:

1 Haxavwmre Mento - Menu. OtkpoeTtcs 3kpaH MeHto - Menu.

2. B pazgene MepcoHanbHble HACTPOIiKK - Personal Settings, HaxxkmvmTe Vims 1 naposib - Name and
Password. Otkpoetca akpaH vs 1 naporss - Name and Password.

3. Bnorne Vimsa - Name ykaxkuTe HOBOE MMS M0/1b30Bare/s.

O Nudopmaumsa
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A VMeHa nosnb3oBareseli He YyBCTBUTE/bHbI U PErUCTPY.
TaroKe MOXHO M3MEHUTb CBOI Naposib. CM. rasy 4.6: V3meHuTe cBoii Maporb.

4. Haxaviire CoxpaHuTb.
HoBOe MVt NMO/b30BATESA COXPAHSAETCS Y MOXKET MCMO/L30BATLCA /19 BXOAA B CUCTEMY.

OrkpoeTcs akpaH va 1 napons <Name and Password.

-

Haxvumre Otvena - Cansel

CHoBa OTKpoeTcs aKpaH ViMsa 1 naposib «Name and Password 6e3 M3MeHEHVS IMEHW.

5. Haxawwmre 3akpbITh - Close.
CHoBa OTKpoeTcs 3kpaH MeHto - Menu.

N3meHuTe cBol [Maposb

Mo/b30BaTE b C PO AQMUHUCTPATOPA CO3AACT BalLly YYETHYHO 3anKCh UYCTAaHOBUT HaUa/bHbI NMApo/ib.
Uro6b! M3MEHUTb CBOIA Maposib, BbINO/HUTE CreAyHOLLYE Larmt:

1 Haxxavmre MeHio - Menu. OTkpoetcs akpaH MeHio - Menu.

2. B paspene MNepcoHanbHble HacTPoiKK - Personal Settings Haxkmute VM 1 napons - Name and
Password. Otkpoetcst akpaH Vims 1 naposs - Name and Password.

3. Haxavmre i3mMeHnTb Naposs - Change Password. OTKPOETCS HOBbINA SKpaH.
4. Beeayire MpexxHuiA naponb - Old Password..

5. B none Hosblin naponb - New Password BBeayTe HOBb I Naposib.

Wupopmaumsa
Maponn UyBCTBUATENbHBI K PETVICTPY.

6. B none MoateepauTb Naposib - Confirm Password, NOBTOPHO BBEAUTE HOBbIV Maporib.

7. Haxxvmre CoxpaHuTb *Save.
HoBbIi NapOsib COXPAHSAETCS M MOXET UCMO/b30BaTLCA /1A BXOAA B ccTeMy. CHOBA OTKPOETCA 3KpaH

vt 1 napornb - Name and Password.

-NNA- Haxkvimte OTmeHa - Cansel.
CHoBa OTKpOeTCA 3KpaH Vvist 1 napons - Name and Password 6e3 13MeHeHrs napossi.

8. Haxmmre 3akpbITh - Close.
CHoBa OTKpoeTcA 3kpaH MeHto - Menu.
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HacTpoiika NoNmMTUKM B OTHOLLEHWUW Naponei

npaBu/ia B OTHOLLEHWN CWTbl W AEVCTBUATENBHOCTI Naposs MOXHO HACTPOMUTL B COOTBETCTBUM

NOTPEGHOCTAMM BalLeli nlabopaTopui.

Monb3oBaTesib, MMEOLLL WV NPaBo A0CTyrna K Hactpolikam Cuctembl - System settings, MoXeT

VBMEHSITb MOUTUKY B OTHOLLIEHUN Naposiei.

A CoBd
Ha naponn, co3gaHHbIe A0 V3MEHEHMA NOMUTUKA, U3MEHEHNSA He pacnpocTpaHsAtoTca. Hosas nonmtvka
MPUMEHSETCA, KOrJa 1CTEKAET CPOK AEVCTBYA CTpOoro Naposis, Win Moy U3MeHeHUN naposs
Mo/b30BaTENEM.

Yro6bl HACTPOWTL MOMMTVKY B OTHOLLEHWW MapOo/iel, BbINO/HUTE CriefytoLL, Ve LWaru:

1 Haxkmmte MeHto - Menu. OTkpoetcs akpaH MeHto - Menu.

2. B pasgene Hactpolikm Crictembl - System settings HaxmuteJononHuTenbHO «More. OTKpoeTcs
3KpaH JononHMTeNbHLI0 HAaCTPOIKK - More Settings.

3. Kochutech paszaena MNapornb - Password, YTo0bl M3MEHUTbL HACTPOVKA.

| Cpok paeiicTBMA BCex naponei nctekaet yepes - AH passwords expire after:;

onpefenseT CPOK AeiCTBIA Napons.

MakcMarbHbIA CPOK AEVCTBYS COCTABNSAET OAWH O,

IMpeaynpeauntb3a - Warn In advance:onpegenset,TpebyetcanMm3akakoeBpemMs
TpebyeTcs NpefynpeanTb Nob3oBaTeNs 0 6/IM3KOM OKOHUYaHUM CpoKa AecTBIMA
rnaporns.

IPaspeLumTb Takoi xe naposb - Allow same password: onpeAensier, paspeLLeHo /i1

No/b30BaTe/No UCMO/Mb30BaTh CTapbiii Naposb.

| MuHuManbHas gnuHa napons - Minimum length password:: onpepgenset

MWUHMUMa/IbHOE YMC/I0 CUMBOJIOB Naposisi.

MuHUMabHOE 3HaueHVe CoCTaBNAET 4 CYMBO/1a, MakcMMaibHoe — 10 CYMBOJIOB.

| MUHMMaNbHOE KOMMYECTBO He GYKBEHHO-LMKPOBbLIX CUMBOJIOB - Minimum
number special character(s): onpegenser MUHUMa/IbHOE KOMMYECTBO He BYKBEHHO-
LhpOBbIX CUMBO/IOB, KOTOPOE AOMKEH MMETL Naposb. Hanpumep, '$#&*(}

4. Haxavmre CoxpaHuTh - Save.
HoBble HaCTPOIKY BCTYMAKOT B AEICTBIE HE3aME/UTENBHO.
OTKpOEeTCA 3kpaH [ononHMTeNbHbIE HACTPOIKK - More Settings.
-WNA- Haxxmmte Cancel.

CHoBa OTKpOeTcA akpaH JononHuTenbHbIe HaCcTPOKY - More Settings 6e3 coxpaHeHs
WN3MEHEHWIA.

\3mMeHeHWe cBefleHMin 0 nabopaTopuu

Nudhopmaumsn
3 CBEAEHMS OTOOPAXKAOTCA B JOKYMEHTAX, CO3/aHHbIX CuctemMoid. Cm. rmasy 5.1.1; 3HaKOMCTBO C
YYETHbIMM 3aNMCAMI NOSL30BATENA M PONAMM M0/30BaTENA
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MNonb30Baress ¢ NpaBaMu AOCTYNa K Hactpolikam CrcTtembl MOXET U3MEHUTb CBEAEHMS O S1ab0paTopum. Yro6bl
V3MEHUTL CBEZIEHNS 01a00paTopuUK, BbINO/HUTE CrieAyHOLLME LLaru:

1. Haxawmre Menio - Menn. OTKPOETCA 3KPaH MeHio - Menu.

2B pasgene MepcoHanbHble HACTPOMKK - System settings HOKMUTE CeegeHuna o nabopatopuu - Lab
Information. OTKpoeTCFI 9KpaH CeepgeHusa o nabopatopuu - Lab Information.

3. KocHuTech pasfaena Ceegermsa o na6opatopum - Lab Information, YTOBbI NOyYNTL BO3MOXHOCTb
pefaKTpoBaHms. OTKPOETCA HOBbIV 3KpaH C AOCTYMHLIMMN /151 U3MEHEHWS CBEAEHVSIMI.

4. V3meHuTe criefyroLLvie cBeieHNs, ecrm TpebyeTcs:

| Bnageney - Owner; UMA Bnagensua Cuctemol.

| MecTononoxenue - Site: Ha3BaHWe paboyero Mecta, rae ycraHosneHa Cucrema.
| Anpec - Address; afjpec paboyero Mecra, rae ycraHosneHa Cucrema.

| CTpana - Country: CTpaHa paboyero Mecra, rae ycraHos/eHa Cucrema.

5. Haxxvire OK.
CeefieHus COXpPaHeHbI. CHoBa OTKPOETCA 3KPaH CeefeHna o nabopatopuu - - Lab Information.

6. KocHuTeCh pasfesia KonTakTHble ceefeHus - Contact Details, YUTOObI MO/TYUYMTb BOSMOXHOCTb
pPeaaKTVpoBaHMA. OTKPOETCS HOBbIM 3KPaH C [OCTYMHLIMI /18 U3MEHEHMS CBEAEHVAMN.

7. Vi3MeHuTe criefiytoLLye CBEAEHMS, C/in TpeGyeTcs::

| ma - Name: MMSI KOHTaKTHOrO fiMua 419 BOMPOCOB OTHOCUTENBHO CUCTEMBI.
| 3n. Nouta - Email; agpec SI'IeKTpOHHOI7I MouTbl KOHTAKTHOIO finLa.

| Homep TenepoHa —Phone Number: HOMeEp Teﬂe(*)OHa KOHTaKTHOTO Jinua.

| A3bIK - Language: npeAnoyTUTENbHbIN A3bIK KOHTAKTHOTO /ML,

8. Haxawwmre OK
CBefeHVst coxpaHeHbl. CHOBa OTKPOETCH 3KpaH Ceefermns o na6opaTtopuu - Lab Information.
-WA- Haxkmmre OtmeHa - Cancel
CHOBa OTKPOETCA 3KPaH CeeseHuns o naéopaTtopuu - Lab Information 6€3 COXpaHeHWs VBMEHEHWIA.

~ COBE

HaszsaHue nioLgaky, aapec nioLLaaKA, MMA KOHTaKTHOMO /IMLA 1 er0 HoMep TeniedpoHa 0TOBpadKaroTcs B
oTyetax Idylla.

4.9 OTcnexmnsaHne coctoaHUSA AHaNnM3aTopoB 1 TecToB

[Mpr BKAKO4EHN KOHCOMM oTobpaxkaeTcss okHO OB30p cocTosHMS - Status Overview. OaHUM B3rsA0M
MOXHO OrpeaenmTb A0CTYNMHOCTb Y COCTOAHME AHa/IM3aTOPOB Y COCTOAHYE BCex TecToB. OKHO
MOCTOSHHO OBGHOB/ISETCS.
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4.9 OrcaemmBanne COCTORHWA AHaNK3aToposwu TecTos PyxosoacTBO NoaAb3oBaTena Idylla
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15. NMpumep 3%pora «0630p COCMORHURR € PUIHBIMU BOIMOXHEMU COCIMOANUAMY

Kamaoii pnanuecknii AHanusatop orobpanaerca 8 CNMCKe CO CTPOKOM COCTORHWA AHanu3aTopa:

1mA AHanu3aTopa — Instrument Name: yWWKanbHoE UMA, NPUCBOEHHOE AHAAW3ATOPY. ITOT
HAEHTHPUKATOPCOCTONTHE Gonee uem U3 Tpex cMMBOA0B. CMm. rnasy 5.10: HacTpoitka wumeH
AHannsaropa.

s Tun Tecra - Test Type: Tun TecTa, BLINOAHREMOrO AHaAU3ATOPOM.

1aerTndunaTop obpasua — Sample 1D: naeHtudukaTop 06pasLa, cBa3aHNbIN ¢ TECTOM, KOTOPLIH BLINDAHAETCR
AH3AN3ATOPOM.

v Cocronnne - Status: coctonHne AHaAN33TOPa nKu TeCTa, KOTOPLIA BLINOAHACTCA AHaNN3ATOPOM. BOZMOXHBIE
COCTORHNA:

Bvu - .
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3Hauok CocTosHue

Vv

\Y

o o o E

0(09)

CsobopeH - Free

3apesepBrpoBaH -
Reserved

BbinonHsercs -
Running

PesynbTarb! - Results

OTKMOYEH *
Disconnected

BbINosH. 3anyck -
Starting up
BrokupoBaH -
Blocked

He pa6oTaeT-Out
of Order

OwmbKa NnoTKa -
Tray Error

MpepsaH - Aborted

BbinonHseTcs
npepbIBaHe

- Aborting
OwwmbKa - Error

C6oi1 npw 3amycke -
Start Failed

e
VCMO/b30BaHHbIN -
Already Used

3anpockl OTCYTCT. -
No Request

Hen3BecTHbIN -
Unknown

[NpeaynpexkaeHue -
Warning
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AHanm3arop [OCTYrNeH 4/19 BbINOSHEHVs TecTos.

AHa3aTOp 3ape3epBYPOBaH 1A BbIMOMHEHWA OnpeaerieHHoro TecTa.
Coser

310 YKasbIBaeTCs Ha akpaHe 0630p cocTosHMS - Status Overview
MEPLIAIOLLIEN CTPOKOIA COCTOAHMA AHanm3aropa. CocTosHue
3apesepBunpoBaH - Reserved GyfeT Takke ykasaHO Ha akpaHe CBefeHUs
06 AHanmzarope - Instrument Details.

B HacTosLLee Bpems UOET BbinosiHeHWe Tecta AHanmsaropa. OcTasLueecs
Bpemsi BbINO/IHEHUS TecTa OTOOPAXKAETCA B Yacax Y MUHyTax.

HaxxmuTe 3Hau0K A1 Nepexopa Ha akpaH CeefieHus o TecTe.

TecT, KOTOpPbIiA BbINO/MHSCS Ha AHaNM3aTope, 3aBepLLEH.
HaxxmmTe 3HauoK 419 nepexoa Ha akpaH Pesyrbtarkl TecTa.

MNoTepsaHa cBa3b Mexay KOHCO/bH0 1 AHaNM3aTopoM.
BbINoMHAETCH MHULMaNM3aLUmMA AHanmsaropa.
AHanm3aTop BPEMEHHO G/10KVPOBaH M He MOXKET UCMO/b30BaThCS.

AHann3aTop BPeMEHHO He p8.60T8.eT N HE MOXET UCMO/b30BaThCA. BO3MOXHbIe
MPUYNHBIL

1 06HapyxeHa npo6nema Ha AHanIM3aTope;
1 YCTaHaB/IMBAETCA HOBas BEpCKs NMPOrpamMmMHOro o6ecneyeHus.

JloToK AHanm3aropa He paboTaeT Hay/IeXaLLIM 0OPa30M 1 He OTBEYaET.
TecT npepsaH NnossL30BaTesiem.

BbInonHseTca npepbiaHue TecTa.

TecT npepsaH CrCTEMOIA.
AHanm3aTop He MOXXET 3aryCTuTb TecT.

KapTpumpk, 3arpy»keHHbIi B IOTOK AHa/M3aTopa, HEAECTBTENEH, TaK Kak OH
Y>Ke CBSI3aH C MMEIOLLMMCA pesy/ibTaToM TecTa.

Hvikakoii 3anpoc TecTa He CBi3aH C AeCTBUTEbHBIM KapTprmkem,
3arpy>XeHHbIM B /IOTOK AHasm3aTtopa.

Kaptpumk, 3arpy<eHHbii B AHa/M3aTop, HeMb3d UAEHTU(MLMPOBATD,
HarpymMep o NprUKHe Toro, YTO OH He BblT MPOCKaHMPOBaH 419 3anpoca
Tecra.

MpefynpeauTenbHbIA 3HaK OTOGPaXKAETCH, €C/IN HE YAAI0Ch
NAEHTUMLMPOBATL KapTprimk, 3arpy>KeHHbI B IOTOK AHanm3aropa. Ecimn
nonb3oBaTeNb KOCHETCH AHanu3atopa Ans NoyYeHuns CBefeHnii 06
AHanmsatope, 0T06pasuTCs LOMONHMTE/bHAS MHPOPMaLWS.



0 AKKnMMaTU3aUms  YcnoBust cpeapl BHYTPM AHanmM3aropa He COOTBETCTBYHOT TEXHUYECKM
Acclimatizing YCIIOBUAM /15 3arycka TecToB. M0/b30BaTe s MOXET CO3/jaTh TECT 1 3arpy3nTh
Kaptpumk B 3TOT AHa/m3aTop, nocre Yero AHam3atop aBToMaTyeckin HauHeT
BbINO/MHeHwe TecTa, ecnm (koraa) GyayT cobnoaeHs! yenoBms cpeapl. Ha
aKpaHe «CBe/IeHs 06 aHaNM3aTope» NOSBUTCS MH(OPMALIVS O TOM, Kakie
MapamMeTpbl BHELLHVIX YC/IOBUIA BbIXOASAT 3a NPe/ENbl YCTaHOBEHHOTO

[vianasoHa.
Bpewst 3TOT 3HA4OK MOSB/IAETCA BIEBOV YacTW CTPOK COCTOAHMS AHaNM3aTopa.
TEXHUYECKOrO YCTaHOB/IEHHbII CPOK TEXHUYECKOTO 0BC/y»XMBaHUSA VCTeK. OBCy>XMBaHME B
06CyKVBaHNS MECTHOM OTZle/1e Mo paboTe ¢ KveHTaMy npy HeobxoammocTu. Ecam Tect
MPOCPOYEHO - BbINO/HSETCA Ha AHa/IM3aTope € NPOCPOUEHHBIM TEXHUYECKVIM
Maintenance 06CNy)X1BaHVEM, B OTYET Mo pe3y/ibTaram TecTa Oy et 106aB1eHo
Overdue COOTBETCTBYHOLLIEE MprMeyaHme. COCTosIHME AHanM3aTopa OTOOPaKaeTCs Kak

«CBOGOAHbIVA», HO MOSBNSETCS NPEAYNPEX AL TPEYTONbHUK.

oQ 3T0T 3HAYOK MOSABNAETCA B /IEBOI YACTI CTPOK COCTOSIHWA AHam3aTopa.
AHanmsatop Tpebyet BbinonHeHus Tecta OQ (¢ Kaptpymkem OQ). Ecrm
Monb30BaTesb KOCHETCA AHanm3atopa A/ NoyyeHrs ceeeHnii 06
AHanmsarope, 0T06pa3uTCA AOMO/HUTE/bHAA MHKOPMALA.

A Tonbko RUO TecT Ha 3TOM AHanM3aTope MOXKHO MPOBOAWTBL TO/LKO C KapTpumkem ¢
MapkupoBkoi RUO (TOMbKO A1 UCCeA0BaTe/bCKUX Lienei).

NHdopmauns
Cm. rnaBy 7.7: VI3MeHeH1e HacTpoeK MeproavHHOCTY Tex. 06CH..

Bpems He CUH- KOHCO/b KOHTPONMPYET CUHXPOHM3ALWIKO AaTbl 1 BpeMeHn AHanmsaropa. Ecrm
OHW He CYHXPOHM3MPOBaHBI, HA 3KpaHe 0630pa cTaryca MosB/ISETCH 3HA4OK, a
Ha 3KpaHe COCTOsHMA AHam3aTopa Mose/sSeTCH COOBLLEHMe (/15 3Toro
Time out of sync AHanmsaropa 06Hapy)<eHa OLLMOKa CUHXPOHU3ALIMM BPEMEHN).
310 Cco0bLUEHVE He ByaeT 6/I0KMPOoBaTL WK NPepbIBaThb BbIMO/HSAHOLLYHOCS Ha
[JaHHOM AHasim3arope onepaLpto. 310 NPOCTO YKasaHWe TOro, YTo Bpems
YKa3aHHOr0 Ha AHa/IM3aTOpe He CUHXPOHI3VPOBAHO C TEKYLLIVIM BPEMeHeM
KoHcosm.
Bo Bcex crydasix Mpy NOBTOPHOM NOACOeAMHEHN AHanm3aropa ¢ KOHCobo
BPEMS aBTOMATNUECKM CUHXPOHM3UPYETCA.

XPOHN3MPOBaHO -

0O Wuhpopmauyus
ECc/v AHa/IM3aTop YKasbIBaeT COCTOSHME OLLMGKM. CM. r1aBy 9: MOMCK 1 YCTpaHEeHUe HeyCnpaBHOCTEY

UT0Bb! QUUCTUTL COCTOSIHME OLLMOKY B Crlyuae He (hatasibHOM oLmoKy. Cv. rnasy 6.15: OunCTKa OLLmMOKM
AHanmzaropa.

llcnonb3oBaHme cunTbiBaTeNs LUTPUX-KOOda

CumTbIBaTE/b LLTPWX-KOAR MPEACTaBNSET COBO0I 3N1EMEHT KOHCOMM 1 pacrionoxeH nog aucrieem. Ox
obecreymBaeT BbICTPbIV M MPaBTbHBIA BBO, LLUTPUX-KOAOB B CucTeMy. MOAAEMKMBAIOTCS KaK IMHENHbIE LLTPYIX-
Kogpl, Tak 1 20-Kogbl. CunTbIBaTeNb LLTPMX-KOAA MCMOMb3YETCs /19 CKAHUPOBaHWA LLTPUX-KOA0B Kaptpumkeli n
LUTPMX-KOZ0B 06pa3LIoB.
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CunTbIBaTE b LLTPYX-KOAA aBTOMATUHECKW MPEANPUHUMAET MOMbITKY CKaHUPOBaHMS YAEPKMBAEMbIX NEPeS, HAM
LTpUX-Kof0B. MpoBeauTe KapTprmK Wi KOHTEHEp ¢ 06pa3LioM Haj, 0cHOBaHWEM KOHCom nog,
Harpas/ieHHbIM /Ty4OM 3€/IEHOrO CBETA, NMOKA He YC/bILLMTE CUMHaN, YKa3bIBaOLWIA, YTO CKaHVpOBaHyie

Kaprprmka BbIMOSHEHO.

Yéepure KapTpumk ¢ ocHoBaHWA KOHCOMM nocre curHasa.

N WNnudopmauusn

[Ha KOHCOMM MOXHO HaCTPOUTL OCBELLIEHME, KOTOPOE Y/TyULLAeT CUMTbIBaHNE LLTPKX-KOA0B B
YCIOBYSX HA3KOTO YPOBHSA OCBELLIEHWA B flabopatopun. Cm. rnasy 4.4.4: BcriomoraresisHoe
OCBeLLEHVIe CUUTLIBATENSA LLITPUX-KOAA.

(CurHan He HacTpamBaeTcs.

(dononHuTenbHas MHopMaLIMA O NoAAeKMBaEMbIX LUTPKX-Kodax. CM. rnasy 2.4.5: CneuptmkaLmm
CUMTLIBATENS LLITPUX-KOAA.

4.11 lcnonb30BaHne BHELLHEN KnaBuarypbl Y MbiLLIv

MOXXHO MOAKMOUMTL BHELLHIOW USB-knasmatypy wiv USB-Mbitb K KoHCoMW. MofcoeamHmTe BHeLLHee
YCTPOIACTBO K OAHOMY 13 NopTOB USB, pacnonoxeHHbIX Ha 3aaHei naHem KoHconm.

16. KnaBnaTypy M Mblllb MOXHO NOAKAUYNT b K nopTam USB KoHconu.
N Undopmayus

FA3bIK packnaaKm KnaBuaTypbl MOXHO M3MEHUTb Nepes, BXOAOM B CHCTEMY.
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HenonL3oBanve BHEWHeH KNABHATYPB! U MbiLLtW PyxosoacTeo noav3oearena idylla

o Brananue!

Y6eaurecs, uto nogumouaerte USB-pa3vem K nopTty USB, ofosHayenHomy «USB». He nogrmodaiite ero K
nopty Ethernet®, o6o3nauenHomy «INS»,

é\ﬁla -47-
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5 HacTponka napameTpoB Cuctemsbl ldylla

Coser

38,anV|, nepevncneHHble B aToM rNase, [OO/DKHbl  BbIMOHATLCA A,EI,MI/IHVICTpaTOpOM nwin
none3oearesieM C COOTBETCTBYHOLLMMU  MpaBaMA. B Havane KaXKOoro pasaena 3TON  [NaBbl
YKa3blBAETCS, KakMMK MpaBaMy [0/MKeH 06/afaTh MoMb30Bateslb [/ HACTPOMKNA KOHKPETHOMO
napamveTpa.

5.1 YnpaeneHvne nonb3oBarensamm

Urobb! 1Cnonb30BaTh CucTeMy, HEOOXOAMMO UMETL YUETHYHO 3anCh NO/b30BATENS. YUeTHbIe 3ammcy
nonb30BaTe/s MOryT MMETb pasHble YPOBHM A0CTyra K Cucteme, B 3aBYCMMOCTM OT PO/ NO/b30BATENS,
Ha3HaYeHHOM y4YeTHON 3anmcu. 3a co3aaHMe Y M3MEHEHVIE YUETHBIX 3amuceil Nonb3oBaTeneli oTBeqaeT
AnmvaHvicTparop. IMpounTaiiTe 3TOT paszen, YTobbl y3HaTb, Kak CO3AaBATb YUETHbIE 3armcy
nonb3oBateseld, 1 NoMy4nTb NpeaCTaBNeHVe O NpaBaX, CBA3aHHLIX C BaLLEV YYETHOV 3armcho.

N

WNupopmaumns
MepeyricieHHble B 3TO INaBe AeCTBIS MOTYT BbIMO/HATLCS TO/bKO MO/b30BaTe/1eM C POSibio
AOMUHWCTpATOP.

5.1.1 3HaKOMCTBO C Y4eTHbIMM 3anncAMn NoAb30BaTENA U PONAMU

nosib3oBarersnd

YueTHast 3anmch yKasbIBaeT 1VISi NO/b30BATENS M Naposib A1 BXoAa B CUCTEMY. YueTHas 3aniicb Mosb3oBaress
TaloKe ONpeensieT YpoBeHb 0CTyna No/b3oBaTens K Cucteme. IMpu co3aaHnmn YUeTHO 3anicy Nosb3oBaresist
HEeOBXOAMMO Ha3HAYNTL PO/Ib NOJL30BATES 3TOW YUETHON 3anmck. Porb No/b30BaTe s ONpeaenseT npasa
nosb3oBatenst. Kaaoii yUeTHO 3anmncy Nosb30BaTesist MOXKHO Ha3HaUUTh TOSbKO OfIHY POfb.

\  Right

A Right

Supervisor Nancv Supervisor role

17. 3HaKOMCTBO C y4Ye THbIMU 3aNUCAMMN U PONAMMN NONb30BaATENA

locrie co3aaHNs YHETHYIO 3aMiiCh NOMb30BATENA HEMb3A YANTL, HO MOXHO AeakTMBMPOBaThb. Hemb3a
BbIMO/HWTL BXOZ, B CUCTEMY, UCMO/L3YA AeaKTUBUPOBaHHYHO YUETHYIO 3ankCh MOJIb30BaTes.
ViveeTcs iBe NpefyCcTaHOB/IEHHbIX PO/ MO/b30BATENA € HAOOPOM MpPaB M0 YMOYaHMIO:
I[PonbAgMuHKCTpaTopa: AGMUHUCTPATOP MMeeTnpaBa, HE06Xo4MMble A HacTPOViKM CrcTeMbl IdyllaB
COOTBETCTBUM C NPEANOoYTEHAMM labopaTopum. ALMUHUCTPATOP Takke MOXET CO3/1aBaTb PO/
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5.1.1 3HAKOMCTOO € YNETHLIMMH 3ANUCAMK NONLIOBATENA N

PONAMK NOAB3OBATENA PYXOBOACLTBO Nnow3osatenn Idylla

«ALMUHNCTPATOP» K «TToNb3OBaTEAL NaGOPATOPUNS M MOMET HIMEHATL HICTPOHKK CHCTEMBI.

1Ponb Nonbaosatenn nabopatopun: NoGok NOCTOAHHLIA NOAb3oBaTeAL. NOCTOAKNLIA NOAB3OBATEND He
MMEEeT, BOMHOMNX CAYHAAX, NPABAAMUHUCTPATOPA, HO MOKETBLINOAHATL BCe HEOBXOAWMBIE 3a434MHA
Cucreme.

3apanee GnpeaeneHHbIe POAU UMBIOT CACAYIOUME NPaBa:

Zaaa_
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3HAKOMCTBO € YHETHLIMM 3ANHCAMM

Pyxoe0AcTB0 NoAb3osatenn Idylla
NONLIOBATENA W PONAMK NOAL3OBATENR

ADMNHNCTPATOP + Co3panne 3anpoca Tecra
NameNeHne WMENW NONLIOBATENA N naponn

]

1 UamerneHue ceepneHnin o naboparopum

1 Cospamme nau geakTusauua nonviosatenn (Cnucok noavsosartenedi)
s HacTpoiika cetw

» Hactpo#ka Nonvsoearesbcroro Unvepdenca

+ Hactpoitka napamertpos Plug and Play

+ HacTpoika noaHomounii Monvsosarenn nabopatopun

s Hacrpoiika napameTpos NNUC

» HacTpoiika a3t u spemenu

» HacTpoitka noaxnionernus Idylla

1 Hactpoiika umeH AHanu3aTopa

1 HacTpoiika NnapameTpos NPMKHTEPa ¥ NEYATH AOKYMEHTOB

1 HacTpoiika aBTOMATUHECKOrO H3BARYEHNA pe3ynbTaTos Tecta

+ HacTpoiKa NnOANTUKN 8 OTHOWEHMN NapoAaen

« HacTpONKa NapameTpos aBTOMATUHMECKOTO BHIXOAA UX CHCTEMb!
¢+ Hacrpoiika obwei nanku

+ Hactpoiika xypranoe o6paboTkm Avannsatopa

+ Usmenenne HacTpoeK NepuoauIHOCTH TEXHUHECROTO 0GCAYIKHBaHKA
s BAOKUPOBKA IKPAHA ANS ONUCTKIN

+ IkcnopT TECTOB U CTATUCTIKK

+ C6op nudopmauun 06 oThagke

¢+ Kannbpoeka ceHcOpHOro 3xpaHa
¢+ YCTaHOBKS OOHOBACHUIA
¢« O6pawenne ¢ 3anpocamm Ha obcaymsarne
» Yaanenwe Tectos
+ Nposepkra cnucka AHanU3aTopoOs
1 Npoeepka cnucka tunos Tecta
1 N3eneuenne nam OTKAOHEHE pe3ynbTaTa

flonszosarens Aabo- MNpasa no ymoaauuw:

paTopmm 1 Cospanne 3anpoca Tecra
1 NameHeHne nmeHr N0AL3OBATENA U NAPONR
1 BAOKMPOBKA IKPAHA ANA CUNCTKU

. 1 C60p nHPpopmauwn 06 otnaake
1+ KanubpoBsKa CeHCOPHOro aKpamHa
1 MpoBepka cnucka AHann3aropos
s NposepkacnuckaTunos Tecta |
1 A3Bnevenne nan OTKAOHEHNE pe3yAabTaTa
1 Ikcnopr Tectos
1 Nevarb AOKYMEMTOB (NPU HACTPOIKe NPUHTEPa)

BO3MOMHbBIE AONOANUTENLMBIE NPaBd (A0MKHBI BLITh NpeaocTaBAeHb!
AAMUHUCTPATOROM):

s Yoanenune Tecros

1 IKCNOPYT CTITUCTUKN

s YeraHoska 0GHOBACHMIA NpOrpammHOro obecnevemmnn

s Ycranoexa tuna Tecra

» Hacrpotika napamerpos Cnucremol

s HacTpoika napameTpos NOALIOBATEALCKOFO MHTEepdeiica.
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Co3flaHune y4yeTHOI 3anucy nonb3oBatens
Urobbl €C0O34aTb HOBYH) YYETHYIO 3arnicCb Mo/1b30Bare/id, BbINOIHUTE CliEAYHOLLME Lar:

1 Haxavire MeHtio - Menu.
Orkpoetca akpaH MeHio
- Menu.

2. B paszgene Hactpoiiku Cuctembl - System Settings Haxavimte Cvcok nosb3osareneit - User List.
OTKpoeTes 3KpaH Y4yeTHble 3anucy nonb3osaresnein  User Accounts.

3. Haxxavwmre Co3patb - Create New.
OrkpoeTca akpaH CBeAeHUs 06 y4eTHO 3anmev - Account Detalils.

4. HazHaubTe porib Mo/b30BaTest 3Toi YUeTHOI 3anicu. BeibepuTe porib 113 PacKPbIBaHOLLIETOCs
CrmcKa.

5. Onpegenute naposb B none Hosbii naponb ~ New Password.
O Wudopmauusn
MPOVHCTPYKTMPYVATE NO/b30BATE/A CMEHWTL NapOosib NOC/e NEPBOrO BXOZA B CUCTEMY.

6. B none Mopreepants naposb - Confirm Password NOBTOPHO BBEAMTE HOBbIA Maposib.

7. Haxxviire CoxpaHuTb - Save.
HoBast yueTHasi 3anmch Nosb3oBares co3haHa 1 BCTYMNaeT B AENCTBYE He3aMeL/UTENbHO.
OTKpOETCA 3KpaH Y4eTHble 3anucun nonb3osarenein  User Accounts.

_W'||/|_

Haxxvinte OTmeHa - Cancel.
CHOBa OTKPOETCA 3KpaH YUeTHble 3anmncK nonb3osareneli - User accounts 6e3 co3aaHns y4eTHol
3anvcy Nnosb3oBaress.

N Coser

| MoymoyaHuioCyLLeCTBYyOTABE3apaHee onpenenieHHsIe ponv sCucteme: MNosb3oBartesb
nabopaTopMNMAAMUHNCTPATOP. ITUABEYYETHLIE3ANNCY NO/L30BATENEN NPeA0CTaBNAOT
pasfinyHble NpaBagoCTyna Nonb30BaTesIAM, KOTOPbIM Ha3HAYEHbIATU PO/N.

| MIMs nonb3oBaTtenis MOXET cofilepXaTb He 60/ee ABaAuaty YeTbipex CMMBOJIOB.

| Mapornb fJomkKeH COOTBETCTBOBATL KPUTEPUAM Maposid, 0TOOpaKaeMbIM Ha 3KpaHe.

| Maponu 4yBCTBUTENbHLI K PETUCTPY.

| YyeTHble 3anucu nonb3oBaTtenell Henb3sa yaauTb.

Q MWHpopmayusa
Kpurepiv napons MoryT GbiTb M3MEHEHbI MOMb30BATENEM C NpaBaMy Ha U3MEHEHME YUYETHbIX 3anucei
rnosnb3oBaresniell. Cm. rnasy 4.7: HacTpoiika nouTvKA B OTHOLLEHWW Maporiei

3mMeHeHne NONHOMOYMNIA UMK NpaB Ans Pou

«Monb3oBartens naboparopum» - Lab User Role

UroBbl U3MEHWTb MOJIHOMOYMS WK NpaBa JOCTYMa, CBA3aHHbIE C PO/bH «T10/130BaTE b 1AB0OPATOPUN»,
BbINO/HWTE CMEAYHOLLME LLArMA:
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HasHaueHm1e Apyroi posiv YYETHOW 3anmncy noJib-

30Barens

1. Haxxavmre MeHtio - Menu. OtkpoeTtes 3kpaH MeHio - Menu.

2. B paspene Hactpolikm Crctembl - System Settings HaxxmuTe MoHOMOUMS
MNonb3oBarens naboparopum - Lab User Permissions. OTKpoeTcs 3kpaH MoHoMOouMS
Monb3oBarens naboparopum - Lab User Permissions.

3. KocHuTech 0HOro 13 pasaenos, 4TOObI Nnoy4nTb BOSMOXXHOCTb YCTaHaB/IMBaTb 1 CHUMATb (H'Ia)KKI/I.

4. /3meHVITe NMpaga Wik MOIHOMOUMS, KOTOPbIE A0/MKHbI ObITb Ha3HaueHbI poriv «[Monb3oBaTte/lb
NabopaTopUI», MyTEM YCTAHOBKY WM CHATUS! COOTBETCTBYHOLLMXGIAKKOB.

5. Haxxwvimre CoxpaHuTs - Save.
OG6HOBNEHHbIE NpaBa BCTYMNatoT B C/ly HeMe/ieHHO A5 Monb3oBatens nadoparopmn. OTKpoeTcst
3kpaH MonHoMouws Monb3oBarens naboparopum - Lab User Permissions.
_W'u/l_
Haxkmute OtmeHa - Cancel

CHoBa OTKpoeTcs akpaH MonHomouus Monb3osaress naboparopum - Lab User Permissions 6e3
COXPaHEHWS VBMEHEHNIA.

HasHauyeHWe ApPYroi Ponmn yYeTHON 3anmcK nosb3oBatesns

EC/v No/b30BaTesto HY)KHO (/I MEHBLLIE) MpaB, OH MOXET MOJy4Tb APYryto porib — Monb3oBaTeslb
N1aGopaTopPUN, HarpPUMEp, MOXET MOMyYaTb Posib AGMUHCTPaTOpA.

Uro6bl U3MEHUTB POSib, HA3HAUYEHHYHO CYLLIECTBYHOLLLEN YUETHOI 3anicy MOMb30BATENS, BbINOHUTE
CriefytoLLye Larm:

1 Haxxmvire MeHto - Menu. OTkpoetca 3kpaH MeHto - Menu.

2. B pazpgene Hactpoiiku Cuctembl - System Settings Haxavite Cncok nonb3osaresiel - User
List. OTKpoeTCs aKkpaH YueTHble 3anuncy nosb3osaresneli - User Accounts.

3. Ha akpaHe YueTHble 3anucy nonb3osareneli - User Accounts HKMUTE Ha UMt NOb30BaTes
YYETHOI 3arnm1cK, KOTOPOMY Hy)XHO HasHauMUTb APYryo posib.
OtkpoeTca akpaH CBeaeHMs 06 y4eTHol 3anmev - Account Details.

4. B packpbiBatoLLemcs cnmcke Ponb - Role Bbibepute NOAXOASALLYHO Porib.

5. Haxxvmre CoxpaHuTs - Save.
HoBas porb BCTYNWT B AeNCTBME HE3AME/IMTENBHO. Bbl OCTaHETECH Ha 3KpaHe CBeAeHMs 06
y4yeTHoM 3anucu - Account Details.
_l/”'“/l_
Haxxmure OtmeHa - Cancel

Bbl ocTaHeTech Ha akpaHe CeaeHust 06 yueTHON 3anmen - Account Details 6e3 coxpaHeHus
VBMEHEHWIIA.

3ameHa naposns” CBA3aHHOMO C YYETHOW 3anuncbio Nonb3oBaTens

Ecnm nonb3oBartesib NoTepsi Win 3a6bU1 Naposib, HOBbIA Maposib MOXET YCTaHOBUTL MOJIb30BATESTb C PO/IbHO
AOMUHKCTPaTOopA.
UYTo6b! M3MEHUTL Maposib CyLLECTBYHOLLEH YYETHO 3anmcu Nosb30BaTes1s, BbIMOHUTE CreytoLLme Lwark:
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1. Haxavmre MeHtio - Menu
Orkpoetcsa akpaH MeHtio - Menu.

2 B pasgene Hactpolikn Cuctembl - System Settings Haxxvite CnMcok nonb3osareneii - User List.
OTKpOETCS 3KpaH YueTHble 3anucv nosb3osaresneid - User Accounts.

3. BbibepuTe YHeTHYH 3anich Mosb3oBaressi, KOTopyto TpebyeTcs OOHOBUTb.
OtkpoeTcs akpaH CeesieHrs 06 yyeTHo 3anmev - Account Detalils.

4. Haxavmre 13meHnTb naponb-Change Password.
OTKpOeTCA 3KpaH, e MOXHO OyeT BbioparTb HOBbIV Mapo/ib.

5. Onpeaenute naposb B nose HoebIi naposb - New Password.
6. B none Moareepamts Naposs - Confirm PasswordnoBTOpHO BBeawTe HOBLIV Naposib.

7. Haxavre CoxpaHuTs - Save. [Maporb n3meHeH.
OTKpoeTca 3KpaH CBeAeHMs 06 y4eTHO 3anmem - Account Details.
-
Haxmmte OTmeHa 1 Cancel.
CHoBa OTKpoeTcst 3kpaH CBeaeHMs 06 yueTHol 3anucy - Account Details 6e3 M3MeHeHWs Mapons.

8. Haxkmumre 3akpbITh - Close.
OTKpOETCA 3KpaH YueTHble 3anmcK npb3osareneit - User Accounts.

0 Coser

I'Iaponb [0/mKeH COOTBETCTBOBATL KPUTEPKUAM MaponA, OT06pa)KaeMblM Ha 3KpaHe. I'IaponVl
YyBCTBUTE/IbHbI K PETUCTY.

Nudopmauusn

Kpurepum naponst MOryT GbiTb M3MeEHeHbI NMO/b30BaTENEM C PO/bio AqMUHUCTPaTopa. Cw. rnasy 4.7:
HacTpoiika No/mMTUKW B OTHOLLIEHUW Maporiei.

5.1.6 JeakTmBaLnsi y4eTHONM 3anmncu nosb3oBarens

Uro6bl AEaKTVBMPOBATH CYLLECTBYHOLLYHO YUETHYHO 3anMCh MOMb30BATEs, BbINOHATE CNEAyHOLLME Lark:

1 Haxxvmre MeHio - Menu
Ortkpoertcs 3kpaH MeHto - Menu.

2. B pazaene Hactpolikm Cuctembl - System Settings Haxxavimte Crivicok nonb3osarteneli - User List.
OTKpOETCA 3KpaH YUeTHble 3anm1cy Nosb3oBartesei.

3. CHUMUTE (UTadKOK YueTHas 3anmcb akTmBHa - Account is active.

4. Haxxvmre CoxpaHuTb - Save.
Tenepb HEBO3MOXHO BbINOHUTL BXOZ, C AEaKTVBMPOBaHHON YHETHOI 3anKChHO Mo/b30BaTeSA.
OtKpoeTcs 3kpaH CBeaeHmst 06 yueTHol 3anmey - Account Details.
_W'“/I_
Haxvmte OtmeHa *Cancel.
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CHoBa OTKPOETCS KpaH CBeAEHNIS 06 YYETHOI 3amick 6e3 AeaKTVIBALAV YUETHO 3aricKh
Mosb30BarTess.

Coser

| leakTnB1pOBaHHbIeYYETHbIE3AMNNCH NO/b30BaTE e MOXHOOTOBPA3NTh,YCTaHOBUBH/IAXKOK
Mokasatb [eaKTBMPOBaHHbIE yYeTHble 3anmncuy - Show deactivated accounts Ha sKpaHe
YueTHble 3anucu nonb3osarenei - User account. Mpum yctaHOBKe (hriadkka NnosiBiseTca
CMMCOK CO BCEMM [1€aKTVMBMPOBAHHBIMU YHETHBIMM 3aMMCAMN — aKTUBHbIE YYeTHbIE 3animcu
OylyT OTCYTCTBOBATH B 3TOM CIIVCKE.

([ns NOBTOPHON aKTVBaLWN AeakTMBMPOBAHHON YYETHO 3anucy Nnosb30Baress ycTaHoBUTE
(hnakoK Y4eTHas 3anmcb akTmBHa - Account is active 1 Haxxkmmte CoxpaHuTb - Save.
ALMUHUCTPATOP [OMKEH YCTAHOBUTb HOBbIA HaYauTbHbIV NApOsb.

HacTpoiika nmeHn KoHconwu

Q Bxumanue!

s HacTpolikn UMeHn KoHconm TpeGyeTes nepesanycTiTb KOHComb. ABTOMATYECKMIA NOBTOPHbIIA 3aryck
He B/MSIET Ha BbINO/IHEHME TECTOB.

WNnpopmauums

(YT06bI HacTpouTb UMeHa KoHCoMM, Heo6xoAMMO MMETL NPaBo A0CTyna K HacTpoiikam CucTembl
- System Settings.

Cm. raBy 5.1.1: 3HaKOMCTBO C YYETHBIMA 3annUCAMK NOMb30BATENA U POIAMA NMOJ30BATESIA.

/13MeHeHVe MMeHM KOHCOMM MOXKET NOTpeboBaTLCs 419 YNpaB/eHs akTBaMI, 0COObIMW NpaBu/IaMm
MPMCBOEHYIA MMEeH B BalLIeVi TlabopaTopuy W Mo ApYrM NprUvHaM.

UToBb! 13MEHUTL UMt KOHCO/W, BbINOHUTE CrIEAYHOLLVE LLarWA:
1. Haxxavmte MeHio - Menu. OtkpoeTcs akpaH MeHto - Menu.

2. B paspene Hactpolikn Cuctembl - System Settings Haxxmmte CeTb - Network. OTKpoeTcs akpaH
Hactpoiikn cetn - Network Settings.

3. KocHutecs pasgaena MoeHtrgukaums - Identification, 4tobbl Nosmy4mTs BO3MOXHOCTb USMEHUTb UMK
KoHcomm. OTkpoeTcs akpaH HacTpoiiku ceTeBol naeHt1dwmkaumm - Network Identification Settings.

4. B none v KoHconm - Console Name Beeayite HOBOE Vvt 411 KOHCOMM, Ha KOTOPOIi paboTaere.

© Coser

MakcumvasisHas [ymHa cocTas/seT 63 CYMBO/IA, CreLasbHble CUMBOSbI He AomnyckatoTes. Mone He
MOXET ObITb MyCTbIM.

5. Haxxmute CoxpaHute =Save. Vv KOHCO/M nM3meHeHo.
KOHCO/1b MOBTOPHO 3aryCcKaeTcs aBTOMATUYECKU.
-NNn-
Haxviire OtmveHa - Cansel.
CHoBa OTKpoeTcs akpaH Hactpoiiku cen - Network Settings 6e3 COXpaHeHVst U3MEHEHWIA.

B4 idylla
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HacTpoiika cetu

BHUMAHWI!

| ins HacTpoiikm ceTu TpebyeTca nepesanyctutb KOHCO/b.
|Y6eautech, uto KOHCO/Ib NOAK/IHOUEHa K CETY C MOMOLLBIO kabesns LAN (yepes nopt LAN Ha

ThI/IbHOW CTOpoHe KOHCOI'II/I).
N Wudopmaumsn

| Tpe6oBaHMSA NO MOAKMOYEHNIO K CETU CM. B PYKOBOACTBE MO NOArOTOBKE paboyero Mecra.
| YUtoBbI HACTPOUTL CETb, HEOBX0AMMO MMETL NPaBOAOCTYNa KHacTpolikam CucTembl - System
Settings. Cm. rnaBy 5.1.1: 3HaKOMCTBO CYy4YeTHbIMY 3anmncamu Nosib3oBatesis U posismm

MoaKntoUYeHne K NOKanbHON CeTu
UT0o0bI M3MEHWTbL HACTPOWKM CETU ANA NoaKtoHeHns CictemMbl K LAN, BbINOHWATE CefyroLme Lark:
1. Haxxvwmre MeHtio - Menu. OTkpoeTcs akpaH MeHto - Menu.

2. Bpasgene Hactpoiiku Crctembl - System Settings HaxaviTe CeTb - Network. OTKpoeTcs akpaH
Haapoliku ceti - Network Settings.

3. KocHureck pasaena Hactpoiiku IP 1 DNS - IP and DNS Settings, Uto6bl OH CTan A0CTyrneH
AN pegaktpoBaHys. OTkpoetcs akpaH Hactporikm IP MDNS-IPand DNS Settings.

4. Ytobb! Ha3HauMTbL aBTOMATUYECKIIA IP-aapec, ycTaHoBMTE qUiadkoK ABTOMAaTMYeCcKuit IP-aapec -
Automatic IP address.

_W'll/l_
Uro6bl Ha3HauNTb NO/L30BATE/LCKUI - custom IP-apec, BBeavTe CrieaytoLLye 3HaUEHS:

| IP-agpec

| Macka nogcetu
| LWnto3 no ymonyaHuio

5. Haxxavire CoxpaHuTs - Save.
HacTpoiikn NoKanbHOW CETU U3MEHEHI.

CHoBa OTKpOeTCA aKpaH Hactpoiiku cetn - Network Settings.
-nnn-
Haxkmure OTMeHa.
CHoBa OTKpOeTCA akpaH HacTpoiiku cetn - Network Settings 6e3 coxpaHeH!s U3MEHEHNIA.
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5.3.2 Hactpolikn cepsepa DNS
Uro6bl M3MEHUTL HACTPOViKK cepepa DNS {cuctema MMeH JOMEHOB) BbIMO/HUTE CreAytoLMe Lart:
1 Haxxavwmre MeHto - Menu. OtkpoeTtcs skpaH MeHto - Menu.

2. 8 pazaene Hactpoiikm Cuctembl - System Settings HaxxviTe CeTb - Network. OTKpoeTcst 3kpaH
Hactpoiiku cetn - Network Settings.

3. KocHutech pazaena Hactpoiiku IP 1 DNS - [P and DNS settings, 4utobbl OH CTan AOCTyrneH
s pepakTviposaHus. OTKpoeTes akpaH Hactpoliku IP h DNS- IPand DNS settings.

4. Yrobbl Ha3HaumMTL aBTOMaTndecknii DNS-azipec, yctaHoBuTe quiadkoK ABTOMATUYECKUn DNS-
agpec - Automatic DNS address.

_Vu'"/'_

Uro6bl Ha3Ha4MTb NOMb30BATE/LCKMIA - custom DNS-aapec, BBeauTe CreaytoLme 3HaueHus:

| npeanoutuTenbHbIn DNS-cepeep.
| 3anacHoin DNS-cepsep;

5. Haxxvite CoxpaHuTb - Save. HacTpoiiki DNS 13MeHeHb!.
CHoBa OTKpoeTcs akpaH Hactpoiiku ceTu- Network Settings.
-Nnn-
Haxkmute OtmeHa - Cancel.
CHoBa OTKpoeTCA 3KpaH Hactpoliku cetvi - Network Settings 6e3 COXpaHeHUst U3MEHEHWIA.

Hactpoiika csssu ¢ JINC

N VHOOPMALYA
UTo6b! HacTpouTL CBS3b CJINC, HeOBX0AMMO MMETL NPaBO AoCTyra K Hactpoiikam Cuctembl - -
Network Settings. Cm. rnasy 5.1.1: 3HaKOMCTBO C Y4YeTHbIMM 3ar1csmMm Mosb30BaTeNs U PossMm

UToBb! M3MEHWUTL HACTPOKM CETW A715 cBSi3n CrucTeMbl ¢ Balleli JIC, BbINonHUTE CneaytoLuve Larmi:
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1 Haxkvmre MeHto - Menu. Otkpoetcs akpaH MeHto - Menu.

2. B paszgene Hactpoiiku Cuctembl - Network Settings Haxxviite JINC. Otkpoetcs akpaH Hactpoiiku JIC
- LIS Settings.

3. KocHurech pazaenos JIVC, 4tobbl MOMy4UnTL BO3MOXKHOCTb PEAAKTVPOBAHMSI.
4. Ykaxxute cBot0 JIVIC, BBEAA COOTBETCTBYHOLLME 3HAUEHWS, MEPEUNCIIEHHBIE HIDKE.

I NpeHtndukarop 1 C-LIS ID: ums JINC
[ NINC IP - LIS IP: IP-agpec JINC
| Mopt JINC - LIS port: Homep nopta /INC

5. YKaXKuTE HaCTPOIKI 3aLLMLLIEHHOrO NpoTokona TLS:

</cTaHOBMTE PNIKOKAYTEHTUDMKALMA NOAKIKOYeHUS - Connection authentication (TLS), ecrm
TpebyeTca Ucnob30BaTh 3alMLLEHHbI NPOTOKON TLS.

| YctaHoBuTe hnakok LLingposaHue - Encryption, ecniv nepefasaemble faHHbIe Tpebyetcs
LuM¢poBaTh.

6. Haxkvire CoxpaHuTe - Save.

Vi3MeHeHns GyoyT COXpaHeHb.

CHOBa OTKpOETCS HeAOCTYMNHbIA A1 peaakTMpoBaHKS akpaH Hactpoliku JTC LIS Settings.
-NNn-
Haxxvmre OtveHa «Cancel.

CHoBa oTkpoetcs akpaH Hactpoiiku JINC - LIS Settings 6e3 coxpaHeHUst U3MEHEHWIA.

Coser
Ecrm ans CricteMbl BKKoYeHa ¢B3b ¢ JTVIC, 3Hauok JIC Beeraa ByaeT yKasbiBaTb COCTOSIHME MOAKTOHEHNS
JIC Ha akpaHe O630p cocTosHMA - Status Overview:

I * MoAKNHueHa

t>S0
| He NoAK/oueHa

5.5 HacTpolika aatbl U BpEMEHU

N Buumanwue!

[ns HacTPOIiKN AaThbl 11 BpEMEH TPEBYETCS NepesanyCTTb KOHCOMb.

WNHpopmayus
UTo6bl HACTPOUTL AaTy 1 Bpems Ha KOHCOoMM, He0OX0AMMO MMETb MPaBo AoCTyrna K HacTpoiikam Cuctembl
- System settings. Cm. rnaBy 5.1.1: 3HaKOMCTBO C YHYETHbIMM 3aNMCAMIA M0/1b30BaTe/IA U POSIAMA

N5 HaCTPOViKV NapamMeTPOB AaThbl U BPEMEHU C LIEMbHO TOYHOTO YKa3aHUsi BPEMEHM, HANpUMEp Ha OTyeTax,
HeoBX0AMMO M3MEHWTb HaCTPOVKY YacoBOro Nosica W AaTbl 1 BPEMEHN.

UT06b! 3MEHUTL YACOBOI NOSIC - timezone, BbINOHUTE cneayrwime Larn:
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1. Haxavmre MeHio - Menu
OrkpoeTtcs akpaH MeHto - Menu.

2. B pasgene Hactpoiikv CrcteMbl - System settings HaxxvuTe [lata v Bpems - Date and Time.
OTKpOoeTCA 3KpaH HacTpoek [ata nepems - Date and Time.

3. Ytobb! M3MEHMUTL YacoBOWA MOSAC, KOCHUTECH pa3aesa YacoBoli nosc -Timezone B OKHe HaCTPOoeK
[Hata v Bpems - Date and Time. OTKPOETCA 3KpaH HACTPOeK YacoBsoii nosic -Timezone.

4. BbibepyiTe NpaBWIbHbIA YaCOBOIA MOSIC B PACKPbIBALOLLIEMCS! CrIVCKE.

5. Haxxwvimre CoxpaHuTs - Save,
OTKpOETCA BCI/IbIBAIOLLEE OKHO /19 Nepesarpysku.

6. Haoxmure [la, nepesarpysuts - Yes, restart.
MNpovicxoaumt nepesarpyska KoHconu. lNocrie nepesarpyskui U3MEHEHWS BCTYNAT B CUTTY.
-Nnn-
Haxkmute Het, nosxe - No, later.

CHoBa OTKPOETCS OKHO HacTpolikv aaTbl 1 BpemeHy - Date and Time settings. /13MeHeHms,
CcAenaHHble B OkHe HacTpoliku Aatbl 1 BpemeHu - Date and Time settings, noka He BCTynwn B Ciy.

Urobbl n3MeHnTb [aty v Bpemsi - Date and Time, BbINOMHWTE CriedytoLLme Lwarm;
1 Haxavmre MeHio - Menu. OtkpoeTtcs akpaH MeHio - Menul.

2. B pasgene Hactpoiiku Cuctembl - System Settings Haxavimte [iaTa 1 Bpems - Date and Time.
Otkpoetcs akpaH HacTpoek [ara nepems - Date and Time.

3. Ha akpaHe [jata 1 Bpems - Date and Time kocHWTeCh pasaena dara v Bpems - Date and Time.
OtkpoeTcs akpaH HacTpoek [ara nspems- Date and Time.

4. YcraHoBUTE (hnaxXoK ABTOKOPPEKTUPOBKA AaTthl 1 BpeMeHu - Auto-adjust date and time, ecrm
TpebyeTcst CUHXPOHM3aLW CUCTEMBI MO NPOTOKOSTY CeTeBOro BpeMeHn (NTP), Harprmep ¢ Be6-
cavitom pool.ntp.org, 1 3anonHute nosne NTP.

-

B nonsx [ata v Bpemsi 3aaaiite npaBuibHbIE AaTy U BPEMS.

0 Coser

| Ansa patbl ucnonbayite gopmar 44 MM [TTT.
| Mpw ycTaHoBKe thriaxkka ABTOKOPPEKTMPOBKA AaThl UBPEMEHW MO YMOMUaHWIO OyaeT
BblOpaH Be6-caiiT pool, ntp.org. MoXXHO BbIGpaTh ApYroii BEG-CalAT, UCXOAs 3 CBOMX

npeanouTeHWIA.
[YT06bI NPOBEPUTHL ABTOMATUHECKYHO CUHXPOHM3ALMIO BPEMEHN Ha KOHCOMM, HaxxmumTe

MpoBEPUTL NOAKIHOUEHME.

5. Haxxavmre CoxpaHuTb.
HacTpoiikn gatbl 1 BpemeHy n3MeHeHb!. OTKPOETCS BCT/bIBAOLLEE OKHO A1 nepesarpy3ku.

6. Haxawre [a, nepesarpysuTs.
MpowvicxoaumT nepesarpyska KoHconw. locne nepesarpyskit U3MEHeHUs BCTYNAT B CUTY.
-
Haxkmute HeT, nosxe.

CHoBa OTKpOETCA 3KpaH HacTpoiikv aatbl M BpEMEHW. V3MeHeHus, ciefiaHHble B OkHe Haapoiiku
[Jartbl Y BpEMEHMW, MoKa He BCTYNuu B CWTy.
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HacTtpoiika napameTtpoB Plugand Play

O6bI4HO MOXHO BKMKOUMTL CrcTemy Idylla v cpasy npuctynuTb K pabote. OfHaKo MHOrAa ObIBaeT Tak, yto IP-
aipec TOKa/bHO CETU NabopaTopun KOH(MKTYET C BHYTPEHHUM IP-aapecom AHa/13aTopoB.

3T HACTPOIKI AOCTYMHBI, TONLKO KOFAa AHA/M3aTopbl HE MOAKMHOHEHb! N KOraa BCe AHa/I3aTopbI
BbIK/THO4EHbI.

N Buumanue!

|3 HacTpolikv cneflyeT MeHsTb TONIbKO B TOM C/lydae, ecivi JlokasibHast CeTb slaboparopun
1CNo/b3yeT KOHQIMKTYHOLLWE AvanasoHb! IP-aapeca. IP-ayana3oHoM cetn AHanmsaropa rno
ymosyaHuio asnsetca 169.254.1.x.

| Ans HacTpoiikn napameTpoB Plug and Play Tpebyetcsi nepe3anyctutb KOHCONMb.

Q Wupopmauns
Uro6bl HacTpouTb napametpsl Plug and Play, Heo6xoammo UMeTh MpaBo AocTyna K Hactpolikam Cuctembl.
Cm. rnasy 5.1.1; 3HAKOMCTBO C YYETHLIMW 3an1CAMU NOML30BATESNA 1 POMAMM M0/b30BATESS.

Urobb! HacTpouTb NapameTpbl Plug and Play, BbINonHMTE creaytoLuye warw:

1 Haxxaviite MeHto.
Orkpoetcs sKpaH MeHto.

2. Bpaznene Hactpoiikm Cuctembl Haxxmute Plug and Play.
Ortkpoertcst akpaH Plug and Play.

3. UT06bI M3MEHWTL HACTPOWKM CETU, KOCHUTECH pasaena HacTtpoiiku IP Plug and Play.
Otkpoetcs 3kpaH Hactpoiiku P 1 DNS.

4. 3apaifTe NpeanoyTUTENbHbIA 1P-aapec.

5. Haxaviire CoxpaHnTb.
lNpoucxogut nepesarpyska KoHconw. TNocne nepesarpyskv U3MEHEeHWs BCTYNAT B CUITY.
-UAn-

Haxxmmte OTmveHa.
CHOBa OTKPOETCA 3KpaH HacTpoiiky ceTn 6e3 COXPaHEHS! U3MEHEHNIA.
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Hactpoiika Idylla Connect

[na ldylla Connect TpebyeTcs, Utobbl KOHCOMb Gbiia NoAKo4eHa K CETEBOMY MOAK/IFOHEHNIO C AOCTYMOM K
VHTepHety. Idylla Connect pa3speLueHo ro yMon4aHuio.

N Nudopmauusn
CespkuTECH C OTAENMOM UT BaLLero yupexaeHns. OHU MOryT NpeaocTaBuTb BaM BCHO HEOOXOAMMYHO
VH(hopMaLmto 45151 HacTpoiikm Idylla Connect
Urobb! HacTpouTh Idylla Connect Heo6xoauMo 1METb NPaBo AocTyra K HacTpoiikam CucteMbl. CM. 1/1asy
5.1.1: 3HaKOMCTBO C Y4YETHbLIMW 3arncAMI MosL30BaTENA M POSIAMA MO/L30BATESIA.

Bbl MOXXeTe HacTpouTb CBOKO CHCTEMY L1 MCMO/b30BaHMA (DyHKLMOHa/bHBIX BO3MOXHOCTEN Idylla Connect. B
TakOM C/ly4ae LiEHTP 06Cy»KVBaHNA KOMMaHUM Biocartis CMOXET OCyLUECTBSTb Y/Aa/IeHHbIA MOHUTOPWHI BalLel
Cuctembl. 3ra (hyHKLMS NonesHa 41 NpefocTaseHns NOAAEPKKMA B C/lydae BOMPOCOB, CBA3aHHbIX C CUCTEMOA,
06HOB/IEHMS NpOrpaMMHOro obecriedeHrs 1 ap. Aktreauus Idylla Connect noapasymeBaer, Yto KoMMaHus
Biocartis cMOXeT 3arpy»<artb AaHHbIe MOHUTOPUHIa YCTPOIACTBA M M3MEPEHUIA, a Taloke MHhopMaLmio
MPOrHOCTUYECKOrO TEXHUYECKOrO 0BC/Ty)KMBaHIS.

Mpmn paspetueHHoM Idylla Connect nporcxoauT 06MeH creayoLLyMA AaHHbIMM:

BxogHoe i O6HOBNEHWS W anrpeligbl NPorpaMMHOro 0becrneyeHus
| HoBble naketbl Tecta Tvna (MTT)

BbixogHoe | CueTumnkm nnsmeputennyctpoiictaa ldylla, pesynstarsl TectacaMoamarHOCTUKA 1
pe3ynbTatbl Tecta OQ
| JaHHble Nno ncnosb3oBaHUIO KapTpuaxa
| XypHanbl cBeaeHuii 06 AHanmnzatope (ecnm TecT He NPONAEH)

Ecrm chyHKUwst [dylla Explore Takoke paspelleHa, AaHHble No pesyrbTary Tecta Takke Nepeaarorcs B XpaHWmLe
Idylla Explore.
Q Wupopmauus
Cwm. rnaBy: Hactpoiika Idylla Explore .
Urobb! HacTpouTb NapameTpsb! Idylla Connect, BbINOMHWTE CrieaytoLLme Lark;

1 Haxdavre MeHio.
OrkpoeTcs akpaH MeHto.

2. B pasnene Hactpoiikn Cuctembl HaxxmmTe Idylla Connect
Orkpoetca akpaH Idylla Connect

3. KocHurech pazaena O6Lwipe HacTpoiiku Idylla Connect 4toGbl OH CTan AOCTYrNeH A1

peaKTpOBaHWA.
OtkpoeTcs akpaH ObLwe HacTpolikm Idylla Connect

4. IMpn HeobXoAMMOCTM CHUMITE iaxKoK PaspelunTs Idylla Connect,KoTopbIi yCTaHOB/IEH M0
YMOJTHaHUIO.
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5.7.1 Hactpoiika Idylla Explore PyKoBOACTBO Nonb3ogaress Idylla

5. Haxmure CoxpaHuTb.
/13meHeHns BCTynatoT B AeicTBIE HesameamTenbHO. OTkpoetes akpaH Idylla Connect.

N Wnpopmauus

ICraryc Idylla Connect cBsi3aH ¢ 10r0BOPOM Ha 06C/Y>KMBAHME N ACCOLMMPOBAHHBIMM C MM

cyeTaMmn Ha npefocTaB/ieHNe YCyr.
|45 vicnonb3oBaHNsA [ONOMHUTEBHBIX YCYT, NpegfaraeMbix nocpeacTsom Idylla Explore,
HarpyMep Npy paspeLLeHnn 3arpy3ku JaHHbIX Mo pesynbTary AHasnza, TpebyeTcs paspeLueHre Ha

Idylla Connect

N Coser
Ha KavkjoMakpaHe KOHCOM 3Ha40K COCTOSHMA MOKa3bIBaeTTeKyLLee cocTosHme |dylla

Connect:

I NoAKYEHo W

MOAK/KOYEHNe OTCyTCTBYET
[Yto6b1 OTKMOUUTL Idylla Connect cHummMTenaxkokPaspelwnTs Idylla Connect n

COXPaHUTE HaCTPOVIKM.

HacTpoiika Idylla Explore

Idylla Explore no3sonseT npocMarpysarh AaHHbIe Mo pe3y/ibTaram TecTa OH/alH, T. €. He Ha KoHconu,

HanpyiMep BO3MOXHa B13yanu3auys rpadmkos MLIP.

[JaHHas onupa focTynHa, TonbKo ecn Idylla Connect paspeLLeHo.
WNudbopmaumsa
Mpw paspeLLeHHoi onuwn Idylla Explore, AaHHble, Takvie Kak HeobpaboTaHHbIe AaHHbIe Mo
pe3ynbTatam TecTa, UAeHTU(MKATOPbl 06pasLa M aaHHbIe Mo 3anpocy Tecta, GyayT 3arpy>KeHbl B
xpaHwmLLe Idylla Explore. 311 faHHble He ByayT MCMOML30BATLCA /15 BHYTPEHHWX UCCIeA0BATE/bCKIX
Wn Apyrux Ueneit. JaHHble MOryT UCTO/b30BaTbCA UCKIHOUMTEBHO MOCTaBLLYKOM [aHHbIX /15
COOGCTBEHHbIX MCCIeA0BATENbCKMX 1 O3HAKOMUTESTbHbBIX LiENEN.

UTo6b! NPeaocTaBUTb A0CTYM, BbINOSHUTE CIEAyHOLLVE LLArW:

1 Haxxkmure MeHto.
OrkpoeTcs akpaH MeHto.

2. B pasgene Hactpoiikn Crictembl HaxxvimTe Idylla Connect.
Orkpoertcst akpaH Idylla Connect.

3. KocHutech paspaena O6uupme Hactpoiiku Idylla Connect, 4to6bl OH CTan AOCTyneH A

PEOaKTPOBAHNS.
OtkpoeTca akpaH O6Lume HacTpoiiku Idylla Connect.

4. YcraHosuTe tinaxkok PaspeLumts Idylla Connect (ycTaHOB/EH MO YMOMHaHMIO).

5. YcraHoBuTE (U1aKoK PaspelumnTb 3arpy3ky AaHHbIX Mo pesynbtaram Tecta -* Idylla Explore.
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6. Haxxkvmre CoxpaHunTb.
/13MeHeHu1s BCTYNatoT B AeliCTBIE HesamemrenbHO. OTkpoeTest akpaH Idylla Connect.

7. KocHutech pasgena HacTpoiiku cepeepa, YToObl OH CTan AOCTYNeEH A/19 PeOAKTMPOBaHIS.
OTKpoeTcs 3KpaH HacTpoiiky cepeepa.

8. MpaBwbHO 3ano/HuTe ceefieHns o cepaepe Idylla Connect 1 ykaxuiTe NpaBuibHLIA HOMep ropra.

9. Haxxvmte OK.

V13meHeHus BCTynatoT B elicTBUE He3amemTenbHO. OTkpoetces akpaH Idylla Connect.
-Nnn-
Haxxkvite OTMeHa.

CHoBa 0TKpoeTcs akpaH idla™* Connect 6e3 coxpaHEHWS USMEHEHWIA.

3anpocbl Ha 06¢nyXnBaHme

Korpa Idylla Connect pa3peLueHo, HO He BbiopaH H/ OMH 3 NapaMeTPOB 3arpy3kv AaHHbIX, YA ieHHas
MOLEKKa BCe paBHO BO3MOXHA. B aTOM Cryyae oten ro paboTte ¢ kveHTaMy ByAeT 3anpaLuvBarh y Bac
NOATBEPXKAEHME MO0 KaXKO0MY KOHKPETHOMY cryyato. Idylla Connect otnpaBiseT 3anpoc Ha 06CyKvBaHue.

310 yKa3aHo Ha akpaHe O630p cTaryca MuraoLLyM 3Haukom Idylla Connect I
UTo6bl NpeaocTaBnTL AOCTYN, BbIMNOMHATE CNeAyHOLLME LLaryA;

1 Haxxavmre MeHto.
OtkpoeTtca akpaH MeHio.

2. Haxiavwire 3anpocbl Ha 06¢cny)xmBaHue B paszerie TeXHUYeckoe 00CyvBaHue.
Otkpoetcs akpaH OxuaatoLLme 3anpockl Ha 06CyXMBaHWE CO CMIMCKOM 3arpocoB Ha
06CNyKVBaHMeE.

3. Haxxvimre MpuHATb, YTOObI MPUHSITL 3aMPOC Ha 06CTy)KMBAHVE.
Tenepb KoHconb Idylla MoxeT 3arpy3unts HeoOXoAMMble AaHHbIE A1 UCTPaBeHrs Npobiem.
-nn-
Haxxmute OTKIOHNTb, YTOObI OTKIOHMTL 3arpOC Ha 06CTy>KVBaHUE.
Idylla Connect He CMOXET 3arpy3uTb AaHHbIE.
Haxxviute OTmeHa.
CHoBa OTKPOETCA 3kpaH MeHto 6e3 Bblfaum paspeLLeHns 3anpocy Ha 06CTyKMBaHME.

HacTtpolika obuiel nanky u goctyna K Hei

O6LLas nanka pasmveLLeHa Ha KOHComM 1 A0CTYMHA «TOMbKO A/18 YTeHUs». JoCTyn K Heil MOXHO NOJyUUTb CO
CBOEro KOMMbHOTEPA, Yepes IOKa/IbHYH CeTb. UTOObI 1CNOb30BaTh PYHKLMM OOLLEV nanky, cHavana Tpedyetcs
HaCTpouTb ee. HeoGxoaMmo, YTOObI KOMMLHOTEP U KOHCOMb Obli MOACOEAMHEHDI K NIOKaNbHO CETU BalLiel
naboparopum (4epe3 nopt LAN Ha TbUlbHOI cTOpoHe KoHconw). Tocne BbINoHeHUs Tecta OT4YeTbl COXPaHsIoTea
B OGLLEN narike.
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AN

Nupopmanms

UTo6b! HACTPOMTL O6LLYHO Nanky, HEOBX0AMMO MMETL NPaBo A0CTyMa K Hactpoiikam Cuctembl. CM. rriaBy
5.1.1: 3HaKOMCTBO C YYETHBLIMW 3arCAMI MOMb30BATESS Y POSIAMI NO/IL30BATESA.

O6LLasa Manka UMeEeT CreumpUUecKyro CTPYKTYpY:

HassaHue nanku Onucanue
Biocartis\Debuglnfo\ OTnafioHas MHopMaLws, zip-thaiinbl, 06pasyroLLMeCs Npu coope
0TMaf04HOM MH(opMaLmmn (C60p OTNaa0YHON MH(OPMALIAN).

Biocartis\Instrument OpHa nanka Ha NoaKMoYeHHbI AHanmsatop. [JaHHas Marka coaepyxmT
TEXHUYECKUE (haiinbl XKypHana, Takvie Kak pesynbTtarbl Tecta OQ,
pe3ynbTarbl TecTa caMoaviarHOCTUKW Wi (haiisibl perncTpaLim oLwmMooK

XypHana.
Biocartis\Reports\Instrument  OrueTbl 0 Tecte OQ B hopmare PDF.
O Buumanne!

Kaxxabii yerelwHbii Tect OQ 3ammcbIBaeTcs NoBepX NpeablayLLero
oryeta B hopmare PDF.

Biocartis\Reports\Rundata OtyeTbl 0 BbINoNHeHWN TecTa B (oopmare PDF.

Biocartis\Rundata OfHa narka 19 Kakaoro BbInosiHeHus Tecta. Copepxut
HeobpaboTaHHbIe (hali/ibl XKypHasa A/15 3TOro CreLuuryeckoro
BbINO/HEHWA TecTa.
O Wndhopmauus
C Le/bto 3aLLMTBI AAHHBIX 1 NMEPCOHabHOM MH(opMaLyn K narnkam Reports 1 Rundata y UHXeHepoB o
JKCTyaTaLyiloHHOMY O6C/Ty>KVBaHMIO HET 0CTyrna.

PaspeLleHre Ha UCMONb30BaHKe O6LIEIA Nanku

UT06bI pa3peLLnTb UCMOMb30BaHME O6LLEN Nanky, BbIMOHATE CNEyHOLLIME LMW

1. Haxxvmre MeHto.
Ortkpoetca skpaH MeHto.

2. B pasgene Hactpoiikv CucTeMbl HKMUTEL0NONHUTENBHO.
OtkpoeTcs akpaH J1onoHUTESbHbIE HACTPOMKY .

3. KocHutech pasgena Hactpoliki o6Luel nankm.
OTKpoeTCA 3KpaH HacTpoiiki 06LLel Mankw.

4. YcraHoBWTE (W1aXKOK PaspeLuUnTb O6LLYHO Narky.

5. Haxxwvire CoxpaHuTh.
Ternepb 06LLaA Manka paspeLleHa.
CHoBa OTKpOETCA 3kpaH JononHUTEbHbIE HACTPOMKN.
-
Haxxvite OTMeHa.
CHOBa OTKPOETCS 3KpaH [JONONHUTE bHbIE HACTPONKY 6e3 COXpaHEHNS M3MEHEHWIA.
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N Coser
UTo6bI OTK/OUUTL MCMO/Ib30BaHE 0OLLEV Marku, CHAMMTE (1aXKOK PaspeLunTb OOLLYH nanky v

COXpaHUTe HaCTPOVKN.

[locTyn K obwein nanke

[ns nocTyna K 06LLeli nanke ro CETW HacTpoiiTe CoeayHEHVE MEXMY BalLVM KOMILHOTEPOM 11 KOHCOMbHO,
BbINOMHVB CIEAyHOLLME LLaru:

1 Havigyre IP-agpec KoHconm. HaxvmTe CBeieHMS O MPO/YKTE 1 CBEPLTECH C Pa3ae/ioM
VHhopmaLs o KoHconu.

2. OTKpoiiTe OKHO Gpay3epa Ha KOMMBHOTEPE W HOYTOYKE.

3. BagpecHoii ctpoke 6pay3epe Hanevararite \\[ip address Console]\, rae «(ip address Console]»
03HauaeT IP-aapec, ykazaHHbIN Ha akpaHe «O NpoayKTe».

4. HaxxmuTe BBOZ, Ha KaBvaType KOMIMbHTepa.
OTo6pasunTCa BCI/IbIBAOLLIEE OKHO C 3arPOCOM YHETHBIX AAHHbIX.

5. Bo BCN/ibIBaKOLLEM OKHE BBEAMTE CBOW MUMA MNO/b30BATENA W MaP0/b.

N Wudpopmaums
KO6L|.||e|7| narke MO)HO Moy4nTb TObKO C NMOMOLLBHO aKTUBHbBIX YYETHBIX AaHHbLIX, U3BECTHLIX
KoHcomm.

6. Bbibepute narnky Biocartis.
9ra 061LaA nanka cofepXkuT Katasor Reports (OTuyeTbl) [y XpaHeHUs BCEX CO3AaHHbIX OTYETOB O
Tectax B thopmare PDF (\Biocartis\Reports\). Terepb 311 OT4ETHI MOXHO KOMUPOBaTHL Ha

KOMMbHOTEP.

Coset

| ®aiinbl B O6LIMX Mankax AOCTYMHbI TONLKO A/ YTEHMS.
|O6LLAs NanKa TakKe COAePXKUTIO OAHOMY KaTasiory Ha aHarm3a TecTa. /Ivist KaTasiora 0CHOBaHO

Ha CnNpaBOYHOM HOMepe KapTpumxka.

HaCTpOVIKa aBTOMaTLU4YeCKOro M3B/ievyeHnsa pesynbtatoB Tecta

N Nudopmaumsn
UTo6bl HACTPOMUTL ABTOMATIYECKOE U3B/EYEHIIe pe3ybTatos TecTa, HeOBXOAYMO MMETL NPaBO A0CTyNa K
HaCTpOI?IKaM Cuctembl. Cm. rnaBy 5.1.1: 3HaKOMCTBO C YYETHLIMM 3annNCAMK NOMb30BaTeIA U POIAMA

MNo/1b30Bare/is.
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|_|p|/I 00bMHOM pa6oqu npoLecce pesy/brar Kaxkaoro TecTa aBTOMaTUYECKUN U3BNEKAETCS NOC/E 06pa60TKI/I

Tecta. [lata 1 Bpemsi aBTOMATMYECKOr0 M3B/eUeHMst Gy/1yT 106aB/eHbI B OTHET O TeCTe.

MOXHO M3MEHUTb HaCTpOVIKy Mo YMO/THaHUIO 1 BPY4YHYHO U3BNEYb (VU'II/I OTKI'IOHl/ITb) pes3ynbrarthl TecTa.
BHumanue!

3TOT NapaMeTp Hefb3A HaCTPOUTb A1 KaXKA0ro OTAENBHOrO TecTa. EC/ OH BK/OUEH, pesynbTarbl BCex
TecTOB V3B/IEKAKOTCS aBTOMATMHUECKM.

UToOb! OTK/MHOUMTD aBTOMATMHECKOE U3B/IEYEHME pe3ynbTartoB TecTa, BbINOMHMTE cnepywowpe warn:

1. Hoxkmure MeHto.
OrkpoeTcs akpaH MeHto.

2. Bpasgene Hactpolikn CrcTembl HAXXMUTEOMNONHUTESBHO.
OrkpoeTcs aKpaH [ononHUTe bHbIE HACTPOKM.

3. KocHuTech pazaena HacTpoliki aBTOMATUYECKOrO M3B/eUeHys.
OTKpOETCs 3KpaH HacTpoiikn aBTOMATUYECKOrO U3BNEYEHNS.

4. CHUMVITE (iiadKoK ABTOMATIYECKOE 113B/IeYEHIIe Pe3y/bTaToB TecTa.

5. Haxxvimre CoxpaHuTb.
3TN U3MEHEHWS COXPaHAKOTCA W BCTYMAOT B IEMCTBYE He3aMeL/UTESTbHO.
OTKpoeTca 3kpaH [onoHUTE NbHbIE HACTPOVKM.
-nnwn-
Haxxmure OTveHa.
CHOBa OTKPOETCA OKHO [JONO/HUTEbHbIE HACTPOVKM 6e3 COXPaHEHSt U3MEHEHWIA.

HacTtpolika umeH AHanu3aTtopa

Kavkapiii AHa/IM3aTop M3BECTEH KOHCOMM NOZ, YHUKa/bHBIM MMEHEM. 3TO MSt OTOGpaxKaeTcs Ha akpaHe O630p
COCTOSIHUSA, & TaIOKE Ha IPYTIX JKpaHaX.
MOXXHO M3MeHUTb UMSA 0 YMO/THaHUO, Ha3Ha4eHHOoe AHafII/IBaTOpOM Ha MOMEHT YCTaHOBKW.

N Undopmauusn

UroBbl HaCTPOUTb MMeHa AHanM3aTopa, HEOGXOAVMO UMETH MPaBo AOCTyMa K HacTpoiikam CrcteMbl. CM.
rnaBy : 3HAKOMCTBO C Y4ETHbIMY 3ar1cAMI M0/b30BaTeNS U POV NO/b30BaTES A,

UroBbl M3MEHWTb MMSt AHANIM3aTOPa, BbINOSHUTE CIEAYHOLLME LLary:

1 Haxavmre MeHio.
Orkpoetcs sKpaH MeHto.

2. Bpasgene Hactpoliikm CucteMbl HaxwvivTe ViMeHa AHanmsaropa.
OrkpoeTcs akpaH Cnrcok MeH AHanmsaropa.

3. KocHuTech MMeHV AHanmsaropa, KOTopoe TpebyeTes HacTpouTb
OTKpoeTes sKpaH HacTpoiika nmMeHn AHanm3artopa.

4. YKaxxuTe HOBOE 3HaueHVe A/ UMeHN AHanm3atopa. PaspellieHo 1Crnob3oBaTh He 6onee3
CVIMBO/I0B.
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5. Haxmure CoxpaHuTb.
Vms AHanmsaropa 06HOB/IEHO.
CHoBa oTKpoeTca akpaH Crimcok MmeH AHanm3aropa.
-
Haxxmute OTMeHa.
CHoBa OTKpOeTCs 3kpaH CrMCOK MMeH AHasm3atopa 6e3 COXpaHEHWS! 3MEHEHWIA.

YcTaHOBKA W HaCTpOiika NpuHTEpa

OYHKLMA NevaTy NOALEPKMBAET OAMH CETEBOI NPUHTEP, AOCTYMHbINA Mo MHTEpgeiicy cetn LAN naboparopum.
OHa no3BOsISET BbINOMHATL Mevyarb OT4eToB Idylla.

N Unpopmauymns
UTo6bl HACTPOMTL NapamMeTpbl Nnevary, He0bXoAMMO MMETb MPaBo A0CTyMa K HacTpoiikam Cuctembl. CM.

rnasy 5.1.1: 3HaKOMCTBO C Y4YETHbIMM 3anMCAMM M0/ML30BATENSA U POSAMA NMO/L30BATENS.

YCTaHOBKa CYLL,ECTBYIOLLETO CETEBOrO NPUHTEPA

CORFT

| Y6eautecs, 4to KOHCO/b NOAKMOYeHa KCeTu nabopatopun kabenem Ethernet (1epes nopt LAN
Ha TbIIbHOM CTOpOHe KoHconw).

| Y6eamTech, 4To NPUHTEP, KOTOPbIA TPpeByeTes UCMO/b30BaTh /151 NeYaT 0TYETOB C KOHCO/bIO,
COBMeECTVM C PostScript Bepcum 3.

| Y6eauTechb, YUTO NPUHTEP UMEET CTaTnyeckmnii 1P-aapec.

3TN MHCTPYKLM NOMOTYT NOACOEAVHTL KOHCO/b K CYLLIECTBYHOLLIEMY CETEBOMY MPUHTEPY B flabopartopuv
yepe3 MHTEPEC SIOKATbHO CETH.

UT06bI YCTAHOBUTH U HACTPOUTH CyLLECTBYHOLLMIA MPVHTEP B CyLLECTBYHOLLEV CETU TlabopaTopum, BbINOHMTE
cresytoLLme Lwarm:

1 Haxxmmre MeHto.
OtkpoeTtcs 3kpaH MeHto.

2. Bpasgene Hactpoiiku Cuctembl Haxxvimte Mevarb.
OTKpOETCA 3KpaH HacTpolikv nevaru.

3. KocHutech pasaena MpuHtep.
Pasgen MNpyHTep cTaHeT AOCTYMNEH A9 PefaKTUPOBaHKA.

4. YctaHoBUTe quiaxkoK PaspeLumnTs nevarb, eciv Tpedyetcs pacneyarbiBarb OTyeTb!
HEMOoCPeLCTBEHHO ¢ KoHconu.

5. Bbibepute TN NpyHTEpa: YHMBEPCabHbIA thopmar Postscript.

6. 3aaavite umd y3na um IP.
0 COB!~
Y3HaifTe y CUCTEMHOrO aiMMHICTPATOPa CETV SlabopaTopun NpaBTbHbIA 1P-3apec.

7. Haxmure CoxpaHuTb.
HacTpoiikv neyat BbINO/IHEHb!.
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CHoBa OTKPOETCA 3kpaH HacTpoliku nevarw.
-nnn-
Havxkmmte OTmveHa.

CHoBa OTKpOeTCS 3KpaH HacTpoiiki nevarn 6e3 CoXpaHeH!s U3MEHEHWIA.
A

Coser

3HaueHus «CocTosHVE NpUHTEPa» 1 «OXAOLLIME 3aIaHNs Ha MEeYaTb» aBTOMATVYECKY
OBHOB/IAOTCS, KOT1a COEAVHEHME C MPUHTEPOM HACTPOEHO. 3TV MO He PeaKTUPYHOTCS.

8. Haxwwre Mevarb TECTOBOIN CTPaHWULbI A1 NPOBEPKY CBA3N C NMPYHTEPOM.

BblbepuTte hopmat bymarn 4nsa nevatu

MOXHO BblGpaTb HEOOX0AMMbINA (hopmat ByMark As neyatn. MoxHo Bblbparb crefytoLye opmartb;
| A4
: Legal (21,59 cm x 35,56 cm)
| Letter (21,59 cm x 27,94 cm) (MO YMO/IYaHWI0)

Nudpopmauusn

BbIGOp MOXHO cienaTh MK HaCTPOViKe NpKHTEPa B NepBbivi pas. CHavasia NoHaf06mMTCs MOBTOPHO
3anyctutb KoHcorb.

Uro6bl HACTPOWTL MapameTpbl (hopmMarta Gymary, BoINOSHUTE CeAyHLLye Lari:
1. YcTaHoBYTE NPVHTEP COT/IAacHO PYKOBOZCTBY MO/b30BATENS MPVHTEPA.
2. BbINO/HYTE NOBTOPHbIIA 3amyck KOHCOMM.

3. Hactpoiite napameTpbl neyaty Ha KoHcomm: Haxavinte MeHto.
Orkpoetca akpaH MeHto

4. B pasgene Hactpoiiky CucteMbl HaxxvmTe Meyarts.
OTKpoeTcs akpaH HacTpoiikv nevarn.

5. KocHutech pasgena MpuHTep.
OTKpOEeTCA 3KpaH HacTpoiikn nevarw.

6. BbibepuTe npeanoumntaemblii hopma 6ymari B KOMOMHMPOBAHHOM none Gopmar Gymari.

7. Haxxawwmre CoxpaHuTh.

HacTpoiikn neyat BbINO/HeHbl. CHOBa OTKPOETCA 3KpaH HacTpoiiky neyaru.
-nnn-
Haxxmmte OTMeHa.

CHOBa OTKPOETCS OKHO HaCTpOlik nevaTn 6e3 CoXpaHeHNs USMEHEHMIA.

8. HaxkmuTe MNeyaTb TECTOBOM CTPaHWLIbI, YTOOLI YOEAUTLCA B HAZIEXALLUEM BHECEHWN U3MEHEHWIA.

MpoBepKa TEXHWYECKMX CBeAEeHUI 06 AHanmnsatope

MOXHO BECTVI 3amKICh TEXHUYECKUX CBEIEHWI KaXKIO0ro AHa/IM3aTopa, TakyX Kak YCTaHOB/IEHHOE MPOorpamMMHOe
obecrieyeHyie, 06LLEee Bpems paboTbl 1 KOMMUYECTBO BbINO/IHEHHBIX TECTOB.
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LLII Coser

| MOXHONPOCNNATPUBATLTEXHUYECKNECBE AEHUATOILKOTOrOAHANN3ATOPA, KOTOPbIA HE3aHSAT

06paboTKoli Kaptprmika. Ec/i AHanmaaTop BbINonHsET 06paboTKy KapTpumka, Nnonb3osatesib
YBUUT IaHHbIE MO BbIMNOSHAEMOMYTeCTy.

IKOHCO/b KOHTPOMMPYET, MOXET I AHANIM3ATOP CUHXPOHM3MPOBATL CBOM HACTPOMKIN BPEMEHN 1
[aTbl C HacTpoiikamn KoHconu. ECv 06HapY K BAETCA pasHULA B MOKa3aHMsIX 060MX YacoB, Ha
3KpaHe NosBSETCA NpeaynpeXxaeHme.

[1151 NPOBEPKM TEXHUUECKVIX CBEAEHUI AHANI3ATOPA BbINOSHTE CIEAYHOLLE ATy

1 Haxxvmte MeHio.
Otkpoertcs 3kpaH MeHto.

2. B paspgene lMpouee Haxxvvte CNMcOoK AHaumM3aTopa.
OtkpoeTcst 0630p AHaNM3aToPOB.

3. Haxxmmre nmist AHanmsaropa, CBefIEHS O KOTOPOM TpeGyeTcs MPOCMOTPETb.
OtkpoeTcs akpaH CBeAeHVs 06 AHanm3aTope.

4. Haxaviite TexHUYecKme ceefieHus.
OtkpoeTcs 3kpaH TexHNYecKne ceefieHus.

VTR

1 Haxxmite O630p COCTOSIHUS.
Otkpoertcs akpaH OB30p COCTOAHYA.

2. Haxavte vimst AHanmsatopa, CBefIeHMs 0 KOTOPOM TpebyeTcs NPOCMOTPETb.
OrtkpoeTcst 3kpaH CBeAeHMs 06 AHanm3arope.

3. Haxvmre TexHnyeckme cBefeHus.
OtKpoetcsa aKpaH TexXHNYECKNECBeAEHVS.

Ha 3TOM 3KpaHe 0TOGPAKAKOTCA CIE/IYHOLLME TEXHUYECKME CBEAEHIAS.

| WgeHTnmKaTop aHann3aTopa; YHUKa/bHbIN naeHTugrKaTop AHanusaropa

| HW aHanusatopa: Bepcus annaparHoro obecneyeHms AHanusaropa

| ISW aHanmnsaTtopa: Bepcus NporpamMmmMHOro obecneyeHnss AHanmnsaropa

| OEYYaHanu3aropa; Bepcyst MMKPOMPOrpamMMHOro 06ecrneyeHns AETEKTOPHOM Nnarbl

| CFW aHanmsatopa: Bepcvsi MMKPOMPOrpaMMHOrO 06eCreHeHNs] KOHTPOSBHOW Marbl

| ISPaHanu3aTopa: Bepcus nakeTanporpaMMHOro obecneyeHmst AHanmsartopa

| IP aHanun3aTopa; 1P-agpec, Ha3HaYeHHbI AHanM3aTopy

| aeHTndukatop npomnssoantens; Btocartis

| Obuiee Bpems paboTbl: COBOKYNHOE Bpems paboTbl B Yacax, C OwmMokaMu unm 6e3 owmbok

| KonnyecTBo TecToB: KOMMYeCTBO TeCTOB, BbINOIHEHHbLIX Ha AHasM3aTope

(YctaHOBNeHHas fara TeXHUYECKOro 06CNyXXMBaHWS; Aara, BKOTOPYHO Tpe6yeTcs BbIMOMHUTL
TeXHUYeckoe 06CNyKmBaHe AHanmnsatopa.

HacTpoiika »XypHanoB 06paboTkn AHanm3aTopa

B HOpMa/IbHbIX 06CTOSTENLCTBAX PA0OTHI BEAETCS 3aMiiCh XYPHAIOB 06paboTKV AHa/3aTopa TO/bKO B Cly4ae
OLLMGOK. EC/IM OLLIMGKI OTCYTCTBYHOT, YKypHa/1 aBTOMATUUECKY YANSIETCS, EC/IN HE BbIGPAHO COXpaHeHe

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



BCEX (hainioB XKypHasia 06paboTKM AHanmsaropa.
N Buumanue!l

B/to4eHue 3ToM (hyHKLUW NPYBEAET K 3HAUUTENIbHOMY PacXo0BaHMiO MeCTa Ha [IVICKe, 1 MeHbLLe MecTa
OCTaHeTCs [19 CoXpaHeHns AaHHbIX Mo pesy/ibTaram TecTos.

Nudopmayunn

UroBb! HACTPOWTL BEAiEHME XKypHa/I0B 06paboTkv AHanm3aropa, He06XoAMMO UMETL NPaBo A0CTyra K
Hactpolikam CricTembl. Cm. riaBy 5.1.1: 3HaKOMaBO C YUETHbIMM 3arncaMI NOMb30BaTENS U POMSMIA
Mo/1530BaTESA.

UToOb! HACTPOUTL BEAEHWE XXyPHaUI0B 06paboTKM AHa/IM3aTOPa, BbINO/HATE CeaytoLpe Lwarmi:

1 Haxxkvimre MeHto.
OrtkpoeTcs skpaH MeHto.

2. B pazpgene HacTpoiiku CucteMbl HOOXMUTE0MOTHATENLHO.
OrtkpoeTtcs aKpaH JononHMTE NbHbIE HACTPOK.

3. KocHuTech pasaena BeaeHvie xypHarna, 4toGbl MosyumTb BO3MOXHOCTL PeaKT poBaTk BeaeHuie

XXypHasia.
OrkpoeTcs skpaH BeeHue »ypHana

4. YcTaHoBYTE (UIaXKOK Beerga BKUaTh XKypHai 06paboTkn AHanmsatopa, eciiv TpedyeTcs
COXPaHATb BCE XXypHa/Tbl AHa/IM3aTopa.

5. Haxkvimte CoxpaHnTb.
HoBble HaCTPOIiKI BCTYMNatoT B AECTBME HE3aMemMTe/bHO. OTKPOoeTCs akpaH JonoHUTE NbHbIE
HaCTPOVIK.

_Vu'"/l_

Haximmre OtveHa.
CHoBa OTKpOeTCS 3KpaH [onoHUTE bHbIE HACTPONKY 6e3 COXPaHEHUS 3MEHEHWIA.
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6 MHCTPYKUMUM No npumMeHeHNtO AHanun3saTtopa ldylla

Pabounii npouecc 06paboTkn obpasua

O6paboTka 06pa3LoB crieumhHa [/151 KKAOr0 NOA/IEKALLETO BbINOIHEHMIO TecTa.
N Nnpopmaums
Cwm. cneummyeckme 4na Tecta MHCTPYKLWM MO MPUMEHEHWIO U KPATKVE CrIPaBOYHIIKM.

PacnakoBbiBaHMe KapTpumka

OCTOPOXXHO BCKPOWATE NakeT ¢ Kaptpumkem v 1ssnexkmTe Kaptpumk.
BuymniHub!

| He cnonb3yiite {ocTpble} npeaMeTbl /15 BCKPbITUA NakeTa c Kaptpumkem. Ero nerko MoxHo
pasopBarb.

| Bcerga yaepxumBaitte Kaptpuak 3a Kopnyc.

| He kacaiitecb NpoKnaaxm Kamepbl nnauca (Kpyrioe «OKHO» Ha HKHEN CTopoHe KapTpumka nin
N3HYTPY KapTpumka).

| He oTkpbIBaiiTe KpbilwKy KapTpumpka, noka He 6yfeTe rotoBbl K BBEAEHUIO 06pa3La.

| He ucnonb3yiite Kaptpumk, eCivi OH UIMeeT BUAUMBIE NMOBPEXAEHWUS, WIN €C/IN MPOKOSIOT MakeT, B
KOTOPOM OH HaxoAuW/cs.

| He ncnonb3yitte KapTpuak, KOTOPbIA POHSAN.

| Tpw paboTe cneayTe 3aTeM, YTo6bl pacrnakoBaHHbL(e KapTprmki NoMeLLancb UCKMOUUTENLHO Ha
BM3YyalbHO YKCTOM NOBEPXHOCTY.

Co3pgaHuve 3anpoca TecTa

3ar|pOC Tecta MOXHO €co3aarb AByMA crocobamu:
| BpyuHylto:

I 3aMo/IHMB 3anpoc TecTa, orkpuiruii BJIC.

N Nnudopmauuns
CvicTema [Jo/mKHa BbITh cBsizaHa ¢ JIVIC [/151 UCTIo/b30BaHIis BTOPOTO BapuaHTa. CM. rnasy 5.4: HacTpoiika
ces3u ¢ JINC.

Co3gaHue 3anpoca TecTa BpyUHYo

Jra npoLieaypa Onm1cbIBaEeT, Kak NOAroToBMTbL 3arpoc Tecta BPyYHYHO C MOMOLLbH KOHConM.

Mpn cozpaHmm 3anpoca Tecta NAeHTUMKATOP 06pasLia CBA3LIBAETCA C KOHKPETHLIM KapTpumkem. 3rot
3anpoc TecTa onpefesnseT, kak obpabarbiBaeTca obpaseLl.

O Buumanune!
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|Y6epuTecs, UTo 06ecneumBaeTcs NpasBuIbHOE XpaHeHve Kaptpumka nobpasua 4o MOMeHTa
JocTtynHocty AHanu3aropa {coctosHne AHanmnsatopa CBO604eH).

[Vicnonb3yiiTe Tvn Kaptpumka, npeaHasHayeHHbI ans Tecta, KOTopblil Tpe6yeTes BbIMOMHMUTD.

IKapTpumpK ¢ BBEAEHHLIM 06Pa3LOM MOXET ObITb UCMO/Ib30BaH TO/BKO B TEYeHWe
OrpaHN4YeHHOro BpeMeHW. [11s nosyyeHns NoapoGHbLIX CBEAEHUIA CM. CrieuparibHble
VHCTPYKUMM 1Mo npuMeHeHuto (IFU) TecTa, KOTOPbIA TpebyeTcs BbINONHUTD.

N Cosert

| Ecnvi Bce noAKHOUEHHbIE AHANIN3ATOPbI 3aHATbI BbINOTHEHMEMTECTOB, MOXHO NPOLO/HKUTL
co3faHue 3anpoca TecTa. Mepsbivi 0cBOOOAVIBLLMICS AHanm3aTop GyeT 3ape3epBrpoBaH /11
3T0ro 3anpoca Tecra.

(Ecnm BbINOMHEHO CKaHMPOBaHWE LLTPUX-Kogda Kaptpumka v IMTT 415 BbINONHEHWs 3Toro Tecta
HeA0CTyMeH, Heo6X0AMIMO YCTaHOBWTL COOTBETCTBYHOLLLEE NPOrpamMMHOE ObecrieveHre Win
06HOB/IEHVE NPOrPaMMHOTO obecriedeHmns. CM. raBy 7.2: YCTaHOBKa NPOrpamMMHOro
obecreyeHs 1 06HOB/IEHMIA.

IBblgaeT MMeHa (ialinoB TOIbKO € NevaraeMbIMM CUMBO/TaMK. HeneyaTtaemble CYMBOSIbI
UOEHTU(MKATOPOB 06pa3LoB ByyT 3aMEHSATLCA HYXKHIM MOAYEPKVIBAHVEM «_», €C/IA 3TOT
NOEHTU(MKATOP SBNAETCS YacTblo UMEHM (haiina.

Uro6b! co3aarsk 3anpoc Tecta BpyUHYHO, BbIMOHUTE CIEMyHOLLL e Larmt:

1 Haxawwre Hosbiin TecT.
OrkpoeTcs skpaH CBeaeHWs o 3anpoce Tecta.

2. BbInosHUTE CKaHMpoBaHKie LUTPMX-Koaa obpasLia
-
BBEMTE MAEHTU(MKATOP 06pasLa BPYUHYHO.
LLiTpux-koa/vms obpasLia aBTOMaTUYeCKN 0TOBpaXaeTest B Mosie VaeHTugukarop obpasuga.

3. BbINo/HMTE CKaHMPOBaHME LUTPUX-KOAA Ha BepXHeV CTOPoHe KapTprmka.
CBefieHrs 0 TecTe 0TO6Pa3ATCA B NOSAX UHPOPMALMM O KapTprmke.

CvicTema aBTOMATV4eCKM nepeaact Tun TecTa v Tin obpastia. Ecm Tvin o6pasua He
OTOBPAKAETCS,, MEPEXOAMTE K Lary 4.

O BHumanne!

BpyuHyto BBECTW HOMEP LLTPUX-KOAa KapTpraka HEBO3MOXHO.
4. Ecnv npyiMeHnMO, BbIGepUTE TVM 06pasLia 13 packpbIBarOLLErocs crinecka Tun obpasua.
5. Beeayte KOMMeHTapuiA 4151 aHHOTaLM 3anpoca TecTa Mpe3syrbTaros.

6. Haxavmre MoaTBEPANTL, UTOOLI 3aBEPLLIMTL 3aMPoC TECTA.
3anpoc Tecta co3/iaH.
-Nnn-
Haxxvite OTmMeHa.
CHoBa OTKpoeTcs akpaH O630p COCTOAHMA 6e3 co3aaHMs 3ampoca TecTa.

lNocne 3aBepLUEHMs NOArOTOBKM 3anpoca Tecta CrctemMa pesepBrpyeT AHanmsarop. benoe KombLo
MOACBETKN NPeANOoYTUTENIBHOrO AHanM3aTopa HauMHaeT Murab. Kpome Toro, Ha akpaHe 0630pa COCTOSHUA
KOHCO/MM HauMHaeT Murarb CTPOKA COCTOAHWA 3ape3epB1POBaHHOTO AHam3atopa. AHanmsarop
aBTOMATVYECKM MPOBEPSET YCTaHOB/EHHbI KapTpumpk v 3amyckaeT COOTBETCTBYHOLLMIA TecT. Ec/m Ha ToT
MOMEHT He BYyAeT AOCTYMHbIX AHANM3aTOPOB, 3aMnpoc Ha TecT ByaeT coxpaHeH B o4epen 06paboTK.
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N Coser

| PekomeHayetcs ckaHnposarb KOobpasLia Bo M3bexaHue owmnbok Habopa B3anpoce Tecta nais

obecrneyeHns NpPaBuILHON CBA3W MeXay 06pasLIoM v pe3ynbTatoM TecTa. OfHaKO MOXHO
BBECTU MAEHTU(MKATOP 06pasLia BPyUHYH.

|vst nonb3oBartens, gata v Bpemsi aBTOMATUYECKM 106ABAKOTCA K K&XKAOMY KOMMEHTapHHO,
[106aBIEHHOMY B Mo/ie «KOMMEHTapUI».

| Cuctema npenaraet AHanM3aTop A1 BolMosTHeHUA Tecta. MOXHO BbIGpaTbaTOT AHanmn3aTop
1 NGOV Apyroi cBo6oAHbIN AHanM3aTop Ans 3arpy3ku Kaptpumpka.

N

WMudpopmaumsn

Cm. rnasy 4.10: Vcnonb30BaHme CuUTbIBATENA LUTPUX-KOAA A/19 BbINO/IHEHUA 3Tanos 2 1 3,
lNposepky Cuctembl

Ipn BBOAE 3anpoca TecTa BbINOMHAETCA Psf, MPOBEPOK. ST NPOBEPKN MOTYT MPUBECTU K MOABIEHNIO
npeaynpeXxaatoLLyX A1anoroBbIX OKOH.
| Mpn 3anonHeHnn 3anpoca Tecta Cructema pesepBupyeT AHanmsartop g1s Kaptpumka. Ecim Het
[I0CTYyNHOro AHanm3aropa, npeaynpexgaatoLlee coobLLeHe 0TOOPaXKAET pacyeTHOE BPeMS
OXUaHMA JOCTYMHOCTM AHasm3aropa. Ha 3ToM atane MOXHO BbibpaTk NPOA0/HKEHWE 3ar0/THEHNS
3anpoca TecTta Wi 0TMeHyY 3anpoca TecTta. B c/iyyae Npogo/pkeHns 1 3aBepLueHns 3anpoca TecTta oH
OyLeT coxpaHeH B ouepean 06paboTku.
| Bcnyyae ckaHMpoBaHMsl 06pasLa, KOTOPbI Y>Ke CBSA3aH C CYLLECTBYIOLMM 3anpocom TecTa,
OTOOPAXKAETCS 3KPaH CO CMMCKOM BCEX CBSA3aHHbIX TECTOB. TLLATE/IbHO CBEPLTECH CO CMMCKOM U
BblbepuTe fasbHeliLee aelicTere. Ecm Tpebyetca onpeaenuTb HOBbIM TeCT /18 3TOro e 06pasLia,
HaxxvmTe [106aBUTb HOBbII TECT.

| Bcnyyae ckaHMpoBaHWA KapTpumaka, KOTOpbIA yXKe MCNoNb30BaICs 4J1s ApYroro 3anpoca Tecta, 6yaet
0TOBPaXKEHO MpefynpexatoLLee coobLLeHre. HeBO3MOXHO MCronb30BaTb OAVH KapTpumk A AByx

pasHbIX 3anpocoB TecTa.
Q Wupopmauus

Cm. rnasy 6.13: OtveHa 3anpoca Tecta.

3anonHeHue 3anpoca Tecta us JINC

Jra npoLieAypa On1CbIBAET, Kak 3ano/HWTL 3anpoc TecTa, co3aaHHbIin NIIC. Ecnn CricTema HacTpoeHa Ha
[obaBreHvie 3anpocos TecTa, co3gaHHbIX JIAC, TpebyeTcs cassath Kaxapii 3anpoc Tecta JIC ¢

onpegeneHHbIM Kaptpumpkem. 3anpoc Tecta JIC yyke CoaepxuT MHhopMaLmio 06 obpasLie (MaeHTUgmKaTop
nTVn) 1o Tpedyemom TecTe.

BHUMAHWN! 1

|Y6epuTech, 4To 06ecrneynBaeTcs npasnbHOE XpaHeHre Kaptpumka nobpasua 4o MoOMeHTa
[J0CTYNHOCTV AHanm3atopa (CocTosiHne AHanmsatopa CBO60AEH).

| KapTpn g ¢ BBE4E€HHbIM 06pa3L,0M MOXeT 6bITb UCMONb30BaH TONIbKO 8TeyeHune
OrpaHN4YeHHOr0 BpeMeHW. [115 nosyyeHrs noapo6tHbIX CBEAEHUIA CM. CrieumasibHble
VHCTPYKLMM 1o npumMeHeHnto (IFU) TecTa, KOTOpbIi TPpeByeTcs BbINOMHUTD.

:Vicnonbayiite TN KapTpumka, NpeAHasHauYeHHbIA A5 Tecta, KOTOpbIiA TPEBYETCS BbINOHMUTD.

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU 73



Coset

|Ecnvi Bce NOAK/THOYEHHbIE AHAN3ATOPbI 3aHSATbI BbINOTHEHUEMTECTOB, MOXXHO NPOAOKATL
co3aHve 3anpoca Tecta. Nepsblii 0CBOOOAMBLLMIACA AHaNM3aTOp OyAEeT 3ape3epBrpPOoBaH 1A
3T0ro 3anpoca Tecra.

Ecnm BbINONHEHO CKaHMPOBaHWe LUTPUX-Koaa Kaptpumka n IMTT a5 BbinoHeHUs aToro Tecta
HeAoCTyneH, Heo6X0AVIMO YCTaHOBUTL COOTBETCTBYHOLLIEE MPOrpaMMHOE 06ecreyeHme Wn
06HOB/IEHME NPOrPaMMHOro obecneueHus. CM. rnaBy : YcTaHOBKa NporpaMmHOro
obecneyeHnss NOGHOBEHWIA.

[na 3anonHeHna 3anpoca Tecta JIVC BbINONHMTE Cneaytolpe Lwaru:
1 Co3pavite 3anpoc Tecta B cBoeli JINC.

2. Haxawwite HoBbIi TECT B CTPOKE MeHI0 KOHcomm.
OrkpoeTtcst aKpaH CeeaeHns 0 3anpoce TecTa.

3. BbINOnHUTE CKaHMpOBaHWe LWTPKX-KoAa 06pasua.
-
BBEAWTE MAEHTMGIMKATOP 06pasLia BPYUHY!O.
LLiTpux-koa/vims 06pa3Lia aBTOMATUHYECKM OTOBPaXKaeTCa B none agHTudmkatop oopasLia.

OrkpoeTcst akpaH Crmcok TecTos o6pasLia.
4. Ha akpaHe Cnivcok TecToB 06pasua Bblbepute TecT, co3aaHHbii BJIC.

5. Haxkvmre HoBbIi TeCT A/151 NOATBEPKAEHVS.
Orkpoertca skpaH CefieHW 0 3anpoce TecTa.
Tenepb TecT JINC 1 3anpoc TecTa cBsi3aHbl MeX/y COOON.

6. BbIMnonHWTe CKaHMpoBaHWE LLITPUX-KOAA Ha BEPXHEN CTOpOoHE KapTprmia.
CeepeHya 0 TecTe 0TOBPA3ATCA B MOMSX MHDOPMALMA O KapTpumie.
CucTema aBTOMaTUYeCKM nepeaact Tun Tecta v Tvn obpasua. Ecim Tmn obpasua He
oToBpaxkaeTcs, BblbepuTe ero 13 crmeka.

0~ BHumanue!

BpyuHyto BBECTV HOMEp LLITpUX-Koda KapTprmka HEBO3MOXHO.

7. Ecnm npyMeHr MO, BbIGepmTe TVM 06pasLia 13 PacKpbIBAKOLLIEr0Cs Crivicka Tvn 0bpasLia.
8. Beeayre KomMeHTapuii 415 aHHOTaLMM 3anpoca Teaa v pesyrbTaros.

9. Haxavmre MoarBepaunTh, YTOObI 3aBEPLLMTL 3arpoc TeCTa.
3anpoc Tecta co3gaH.
-nnn-
Haxxkvre OTveHa.
CHoBa OTKpoeTcs aKpaH O630p COCTOAHMA 6e3 co3aaHUA 3anpoca Tecta.

lNocre 3aBepLUeHMs NMOAroToBKK 3anpoca Tecta CricteMa pesepsupyeT AHanmsarop. benoe KomnbLuo
MOACBETKM MPEeANouTUTENBHOMO AHa/M3aTopa HauMHaeT Muratb. Kpome Toro, Ha akpaHe 0630pa COCTOsHIS
KOHCO/MM HauMHaeT MuraTh CTPOKa COCTOSHUA 3ape3epBMpoBaHHOr0 AHanm3aropa. AHam3arop
aBTOMATUHECKV MPOBEPSET YCTAHOB/EHHDI KapTprmK v 3anyckaeT COOTBETCTBYHOLLMIA TecT. Eciv Ha TOT
MOMEHT He ByJeT AOCTYMHbIX AHaNM3aTOPOB, 3anpoc Ha TecT ByAeT coxpaHeH B ovepey 06paboTKu.

i™ila -3
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N Coser

| PekomeHayeTcs ckaHmpoBarh IDobpasLia BO M36exaHwe OLLMOOK Habopa B3anpoceTecTa uans
obecneyeHns NPaBU/ILHON CBA3M Mexay 00pa3LioM U1 pe3ynibTaTom Tecta. OfHaKO MOXHO

BBECTU WMAEHTU(MKATOP 06pa3Lia BPYUHY!H.
|VImst nonb3oBarens, Aata v Bpemsi aBTOMATUUECKU J06ABSIOTCS K KaKAO0MY KOMMEHTapUIO,

[l06aBnieHHOMY B rosie «<KOMMEHTapuiA».
| CucTema npefnaraeTAHaIM3aToOP./15 BbINOMHEHWA TecTa. MOXHO BbIOparb 3TOTAHaIM3aTop

WM NGO APYroii cBo60AHbIV AHaNIM3aTOp AN 3arpy3ki KapTpumka.

N Nndopmayuns
CM. TaroKe BaxKHble NpriMeyaHys 1 npoBepku Cuctembl. Cv. rnasy : CosgaHue 3anpoca Tecta.

BbinosHeHWe TecTa KOHTPOSA KayecTsa

Bce nosb30Bares, KOTopble MOTyT CO3AaBarb 3arnpochl TecTa, MMEHOT BO3MOXHOCTb NMPOBOAMTb TeCTbl
KOHTPONA KayecTBa. Uto6bl BbIMOMHWTL TECT KOHTPO/S KAYECTBa, CrieayliTe CTaHAAPTHON NpoLeaype

co3faHvst 3anpoca TecTa, Ho He 3aby/abTe YCTaHOBUTb (1KoK OTMETUTB Kak TeCT KOHTPO/S KauecTsa.

N Nndopmauusn
Cm. rnasy : CosgaHue 3anpoca TecTa.

BbinonHeHMe TecTa KOHTPO/IA KayecTBa C NOMOLLbI0 yCTaHOBOYHOrokapTpuaxa 0OQ

TeCTbl KOHTPO/IA Ka4ecTBa C MOMOLLLHO YCTaHOBOUYHOTO KapTpumka 0Q NpoBOAATCA TO/MLKO CepBIC-
VIHXEHEPOM MpW MHCT/IALMM Nprbopa, Nocre PEMOHTa, Moc/ie nepeHeceHuns Nprbopa Ha HOBoe

MECTO M Npn eXXerogHOM TEXHNYECKOM OﬁCﬂy)KI/IBaHI/II/I.

[loarotoBKa Kaptpua)ka v ero 3arpyska B AHanmsartop
BBeseHve ob6pasua B Kaptpuax

O Buumanue!

| He BBOAMTE O6paseL, noka He ByfeTe roToBbl K BbINOMHEHUIO TecTa.

| Mocne ano6aBneHns obpasLia B KapTpumk HASTOT KapTpumk, HY BBEAEHHbI 06pasel|
HEBO3MOXHO OyZleT UCMOb30BaTb 415 APYruX TecToB.

| Y6eautech,4T006pa3eLHaxoAMTCs Ha NPOK/IaKe KaMe pbinn3inca HaaHe Kaptpupka, nog

OTBEPCTUEM.
| He kacalitecb MPOKNagKn Kamepbl 13nca HA C HWXKHENA, HW CO BHyTDEHHEVI CTOPOHBI

Kaprpumia. Mpy Cnonb30BaHm MUNETKY HE MOTPy>KaiiTe ee CAIMLLKOM r/ly6oKo B OTBEpPCTVE
Kaptprmka Bo M36eXKaHMe KacaHns NPOK/aaK Kamepbl ivauca. Mpy Meronb30BaHM M HLETa
n3beraiiTe KacaHVs HUKHe CTOPOHbI MPOKNaAKA Kamepbl IN3NCa.

| Ecnn Hapy>kHasi cTopoHa KapTpumpka bblnacyyaiiHo 3arpsisHeHa npuy BBEAEHNM 06pasLia,
3aKpoiiTe KpbILLKy KapTpumka, 3aTeM Ae3MHPULMPYIATE Hapy>KHYH CTOPOHY KapTpumka nepes,

3arpy3koi Tecta B AHanm3arop.
BeeayTe 06paseL, B pacrakoBaHHbI KapTprmK B COOTBETCTBIAM C UHCTPYKLWSIMA MO NPUMEHEHIIO TecTa,

KOTOprVI Tpe6yeTc;| BbINOMHUTB.
Q Wudopmayuns
ICM. rnaBy7.5: O6e33apaxunBaHme CUCTEMbI 118 MOTy4eHs NOAPOBGHOI MHHopMALMNO

npoueaype 06e33apaxnBaHns CUCTEMI.
| CM. rnaBy 2.2.2: KapTpumykas nonyyeH s noapo6Ho MHopMaL/m 0 camom Kaptpuapke.
| IHCTPYKUMM NOTECTY, KOTOPbIN NpeAnonaraeTcs BbINO/HATb, CM. BTECT-CELMBNYECKX
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Q VIHCTPYKUMSX MO mpwieHeHno (IFU).

NpoeHTnpmkauma AHanmsaropa

Kaxkapii AHamsatop 13BecTeH KOHCOMM nog, YHKabHbIM MEHEM. EC/N HEV3BECTHO, KaKOi MMEHHO
AHan3aTop COOTBETCTBYET UMEHM, 0TOOPaYKaeMOMy KOHCO/TbH, MOXHO MAEHTUDMLMPOBATL €50, BbINO/HMB
CreaytoLLpe LLaru:

1 HaakpaHe O630p COCTOAHUSA HaXXMITE UMIA AHANM3aTopa, KOTOPbIV TpebyeTcs
WOEHTU(MUMPOBATD.

Ortkpoetcs akpaH CeeaeHys 06 AHanmsarope.
2. Haxavre VipeHTUMLmpoBaTb AHa/IM3arop.

OTKPOETCS! AMANI0roBOE OKHO C OGBSICHEHVIEM, UTO 6e/oe KO/bLO MOACBETKY (IM3NYECKOTO
AHanm3aTopa, COOTBETCTBYHOLLIEro aHHOMY UMEHW, ByeT MuraTh B TedeHre 10 cekyH,

3. MocMoTpuTE HA AHANM3ATOPbI 1715 0GHAPYXKEHMSI AHASIM3ATOPA C MUTAOLLM GE/TbIM KOSbLIOM
MOACBETKW.

3arpy3ka KapTpumxka v 3anyck TecTa

Korpaa o6pasell BBeieH B KapTpumk 1 co3aaH 3anpoc TecTa, BbINoHWTE 3arpy3ky Kaptpumka B AHanmsatop.
BbinosHuTe crieaytoLve Laru:

1 Bblbepute AHanmsarop, AOCTYMNHbIA 415 06paboTKN. AHanm3aTop, npeaiaraembii CUCTEMONA,
MMeeT MuraroLLee 6e1oe KosbLIO MOACBETKY BOKPYT JIOTKA.
9 Coser

Ecrv 6enoe KombLO MOACBETKN BOKPYT /I0TKA FOPUT HEMPEPbIBHO, 3T0 YKa3bIBAET Ha TO, YTO
AHanm3aTtop BbIMOMHSET 06PabOTKY TECTa. B 3TO Bpemsl Hefb3st OTKPbIBaTb AHA/M3aTOP.

2. HaxxkmviMTe KHONMKY OTKpbIBaHUSA/3aKpbIBaHUSA:  Ha /TOTKE AHanm3aropa.
OrkpoeTcs NoToK AHam3aropa.

3. MomecTute KapTpumk B /IOTOK.
NHavkarop KapTtprmpka Ha fIoTKe 3aropaeTcs, yBeaoMIss O Harvimim KapTpuopka B fIoTke.

4. CHOBa HaXXMUTE KHONMKY OTKPbIBaHMS/3aKpbIBaHS Ha /IOTKE.
AHanm3aTop 3aKpbIBaETCs 1 aBTOMATUHECKN HauMHAEeT 06paboTKy. Bo Bpemsi 06paboTkm 6enoe
KOMbLIO MOACBETKM AHanM3aTopa ropuT NOCTOSHHO. 10 3aBepLLEHNN 06paboTKy Genoe KombLOo
MOZCBETKM racHeT.
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6.5 OTcnexwiBaH1e xofa BbInosiHeHNs Tecta PykoBogaso nosb3osaress Idylla

N Buumanue'

He HaknoHsiTe KapTpumk, 4to6bl He NPONTL BBEAEHHBIA 06paseLl,

N CcoBbl
lMonocTb B N0TKe, NpeAHasHauYeHHas A1a KapTpumka, UMEET crieupmaribHyo aCMMMETPIAIO (OAWH Yron
3aKpyrneH, cneea BHU3Y). Ecin KapTpumk pa3meLLieH HeNPaBWIbHO, SIOTOK He 3aKPOETCS.

OTcnexuaHne xoAa BbiNofHeHMs Tecta

MOXHO OTCNEXMBATb X0, BbINOMHEeHUs TecTa Ha akpaHe 0630p COCTOAHA. MOSBUTCA MHOYKATOP BbINO/HEHWS,
OTOOpaXKAOLLMIA OCTaBLLEECS BpeMs TecTa B Yacax U M1HyTax.

UroBb! noyumnTb NoapobHbIe CBEAEHWS O X04e BbINONHEHUS TecTa, HaXMUTE MMt AHanM3aTopa Ha akpaHe
0630p cocTosHMsA. OTKpOeTCs 3KpaH TecT BbINOMHSAETCA.

Kak Tonbko TecT GyeT 3aBepLLeH, MHAVKATOP BbIMOMHEHVS CMEHUTCA COCTOAHVEM PesynbTatbl. Haxkmure
CTPOKY COCTOSHVSA, UTOObI MOMYYNTL NMOAPOOHbIE CBEAEHNA U Yy3HaTb pesy/bTartbl TecTa.

PaboTa co cnuckom TecToB

Ha akpaHe Cnncok TecToB oTobpaXkatoTcs Bee TecTbl, 3ar/iaH1poBaHHbIe 1 06paboTaHHbIe Ha AHaNM3aTOpe,
MOAKMOHEHHBIX K KOHCOMN. YTOBbI BbICTPO HalTW Hy)KHBI TECT, MOXHO OTqIM/ILTPOBATL CMICOK TECTOB C
MOMOLLbHO packpbisatoLLierocs cnmcka tustpa (Mokasatk), KOTopbIil 0TOOpaXaeTcsi Hag, CriMCKOM TeCTOoB.
MOXHO BbINOHATL (/ILTPALIAKO MO BPEMEHW, TNy TecTa, COCTOSHMIO TecTa, KOHTPOSTHO Ka4YecTBa Wi HaifTh ¢
MOMOLLHO (WbTPA TO/BKO CBOM TECTbI.

MOXHO BbINO/THATL COPTUPOBKY CriCKa TECTOB, KOCHYBLUMCh Ha3BaHUS SH060r0 13 CTONOLIOB.

Crmcok TECTOB COAEPXKMT CreAytoLLME NapameTpb:
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ApTukyn

[ara v spevs

VpeHTvdmkatop
obpasua

Tect

CocTosiHMe

KOHTpO/Ib KavecTsa

mc

cosL’

PykoBoZCTBO Mosis3oBatess Idylla

O6bsAcHeHue
MeTka BpemeHW co3faHua 3anpoca Tecta

VioeHTndmkaTop obpasua, cBs3aHHbIN ¢ TecTom

Tuin TecTa, CBA3aHHbLIN € TecToM

ITOTOB M BbINOMHEHMIO TecTa: 3anpoc TecTa 3anoHeH, HO TecT elle He
3anyLyeH.

| TecT BbInonHsAeTCA; TecT B HACTOALLEE BPEMS BbIMO/HAETCS.

| He n3BneyeH: TecT 06paboTaH, HO pe3ynbTar ele He N3B/IeYEH.

1/13BN1e4eHO BpyYHyto: TecT 06paboTaH, 1 pe3ysbTar U3B/eyeH
no/sib30BaTesIeM.

I13B1€UEHO aBTOMATMYECKW: pe3ysbTar Tecta Obl1 aBTOMATUYECKU U3BIEeUEH
Cuctemoii.

| OTKNIoHeH: TecT 06paboTaH, ¥ pe3ynbTaT OTK/IOHEH NO/b30BATENEM.

| NMpepBaH; TecT GblN OCTAaHOBMNEH NOMb30BaTENEM BO BpeMSI 06paboTKM.

| OTmeHa: 3anpoc Tecta 6bl1 OTMEHEH NOMb30BaTENEM.

'OwwmbKa: TecT bbln ocTaHOB/EH CCTEMOIT BOBPEMSt 06pabOTKIM BCBS3M CO
cboem AHanmsatopa wim Kaptpumpka.

TecT b1 OTHECEH B KaTeropuito TeCToB KOHTPO/IS KavecTsa

YKasbIBaeT, Obln M1 pesynbTar Tecta 3arpyxeH BJ1IC

PekoMeHAyeTcs NeproanyecKi BbINO/HATL PE3ePBHOE KOMMPOBaHWe pesy/bTaTtoB TeCTOB Ha OTAe/bHOe
YCTPOIACTBO XpaHEHMS, YTOObI OCBOOOXAATH MECTO Ha AMCKe KOHCoMM.

| CMm. rnasy 6.11: 3kcnopT TecToB W CTATUCTUKU
| Cm. rnaey 6.12: YpaneHune 3aBepLUeHHbIX TecToB

[lpocMOTp pe3ynbTaTtoB Tecta

MocneHve atarbl NpoLecca BbINoiHEHWs TecTa BKKYatoT B cebs 06paboTKy pesyrbtara Tecta Ha OCHOBaHMM
TECT-CreLmdn4ecKoro nporpaMmMHoro obecreyeHVs. 3atem pesynbrar Tecta CTaHOBUTCA [AOCTYMHLIM Ha
KoHconm. 310 aBTOMATMYECKMIA NMPOLIECC, BMELLATE/BCTBO MNO/b30Baress He TpebyeTcs.

| YTo6bI NPOCMOTpPETL pe3ynbTar Tecta Yepes akpaH O630p COCTOAHUSA, HKMUTE 3HAYOK Pe3ynbTathl

pAaOM C 3aBepLLEHHBLIM TeCTOM.
| YTo6bI NpOCMOTPETL pesynbTaTbl TecTa vepes akpaH CrMcok TecTos, HaxkmuTe CNincok TecToB, a3arem
TecT, 4719 KOTOpOro TpebyeTca NPOCMOTPETL Pe3y/ibTaThbl U3 CIUCKA.

Ha akpaHe PesynbTar TecTa 0ToGpaXatoTcsi OCHOBHas MH(opMaLys o TecTe, pesynbTarbl TecTa.
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OcHoBHast
VH(hopMaLIns O
Tecte

VpeHTudmkatop
obpasua

Tun Tecta
CepuitHblii HoMep
Tun obpasua

CoctosiHme TecTa

Oneparop
3anpoc BbINoHeH
TecT 3aBepLLeH

PesynbTar Tecta

Oryer B (hopmare
PDF

3KcnopTvpoBaTh
JKypHasibl AHanmsa

VneHTugmkatop 06pasLia, cBs3aHHbIA ¢ TecTom

Tun TecTa, cBAi3aHHbII C TecToM
CepuiiHbIi Homep Kaptpumka, 1cnosnb3yemblii ans TecTa.
Tun obpasua

CocrosHue TecTta Ha aary v Bpems:

iHe n3BneyeHHbIli pe3ynbTar: pesy/btar TecTa elle
He V3B/IeYEH M He OTK/IOHEH

| N3BneyeHHbIl pesynbTar: pesynbTar Tecta 6bin
13B/IEYEH MOSb30BATENEM

[13BN1€UEHHDBIN pe3ynbTaT: aBTOMAaTUYECKM, MeTKa
BPEeMeHW: pesynbTar Tecta ObU1 aBTOMaTUYECKU
n3sneyeH Cuctemoli (HactpamBaetcs
Cynepsaiizepom.)

| OTKNOHEHHbIN pe3ynbTar: pesynbTar Tecta Obu
OTK/OHEH M0/1b30BaTEeNIEM

| MpepsaH: TecT 6bl1 NpepBaH Mosb30BaTeIeM

|Ownbka: Cucteme He yaanoch BbINOMHUTL TecT B
CBA3M €0 c6oem CUCTEMDI.

VImMa nonb3oBaresis, co3aasLLero 3anpoc Tecra
[ata v Bpems 3anonHeHus 3anpoca Tecra
[Jara v Bpemsa 3anosiHeHua Tecta

Bo3MoxkHble 3Ha4YeHWs pesy/bTaTta TecTta 3aBUCAT OT TecTa.
CM. NPUMEHUMbIE UHCTPYKLMX No npyMeHeHunto (IFU).

C NOMOLLbHO 3TO KHOMKY Bbl MOXKETE CO34aThb OTHET B
thopmarte PDF ro pe3y/ibTatam NPOCMOTPEHHOTO TecTa.

Mepexop K HacTpolikaM 3KcropTa /15 aKernopTa
npocMaTprBaeMbIX XypHasIoB pesysbTara Tecta (npouecc
Tecra).

Mpy 0GbIMHOM paboyeM MpoLiecce pesynbTaTbl TecTa M3BMEKAOTCS aBTOMATUYECK!. [1OC/e 3TOro MOXHO

BbIOpATb 3KCMOPT Pe3y/bTartoB TecToB.

CospaHue otyeTa B hopmarte PDF no pesysnbTataM OfHOrO TecTa

[Nocne BbINO/HEHMA TeCTa Bbl MOXETE NOCMOTPETL pe3y/ibTaThbl TecTa. [1oc/ie 3Toro Bol MOXETe co34aTb

ot4ert B hopmare PDF o pe3y/braram MpoCMOTPEHHOrO TecTa.

Urobbl co3aarb OT4eT B (hopmate PDF, BbINO/HWTE CefytoLupe AelicTBIS:
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1. Ha aKpaHe oT4eTa, KoTopbIi TpebyeTcs co3aarb, Haxxmure OTyet B hopmate PDF.
KoHconb aBTOMaTYecKM co3aact otyet B oopmare PDF. Otuert B qhopmate PDF xpaHWTCS B O6LLEV
rarke.

N Nugpopmaums
He 3abyapTe HacTpouTb 06LLYyH0 nanky. CM. ray 5.8; HacTpoiika O6LLeV Manky 1 AoCTyna K HeiA.

2. CyLLecTByeT Tpu BapraHTa:
1 Haxxkmvmre Meyarb, YTobbl pacrieyaratb OT4HET C pesy/ibTaramu TecTa.

2. Haxavmre Skcnoptrposarts PDF, YTO6bI COXpaHuTb (haiin PDF Ha BHELLHEM YCTPOIICTBe
XpaHEHMSA.

3. Haxxvinte «OTMEHNTL», YTOBbI BEPHYTLCA Ha 3KpaH PesynbTarTecTa.
N Nndopmaums
Yro6bI BOCMO/1b30BATLCS BAPUAHTOM 1, HEOOXOAVIMO YCTaHOBUTL W HACTPOUTL NMPUHTEP. CM. nasy
5.11; YcTaHOBKa W HacTpOiKa NpUHTepa.
UTo6bl BOCMO/b30BATLCS BAPMAHTOM 2, HEOGXOAMMO MCMO/b30BaTb BHELLHEE YCTPOCTBO
XpaHeHys. Cwv. rnasy 6.10.1: 3kcnopt otueTos B (hopmare PDF Ha USB-Hakonutesb

SKCNOPT XXypHana aHa/In30B 04HOro TecTa

YKypHan aHanm3a COAEPXUT NCXOAHbIE aHHble TecTa. daiin XypHaria MOXET VCrOoMb30BaTLCS 15 M3y4YeHIs
NPO6MEMbI WM 715l PE3EPBHOTO KOMMPOBAHWS COMMAcHO HEOGXOAVIMOCTHA.

Uro6bl SKCMOPTUPOBATL OAYH (haidn XKypHa/ia aHanm3a, BbINO/HATE CrieaytoLLye AeiCTBIS:

1. HaakpaHe oT4eTa, KOTopbIi TpeByeTcs CoXpaHUTb, HXKMMTE JKCMOPTMPOBATL XXypHasTbl aHa/IM30B.
OTKpOETCA 3KpaH HacTpoiikm aKcroprTa.

2. BcraBbTe USB-HakonuTesb B oayH 13 noptoB USB KoHcomnm, pacnonoxeHHbIX Ha 3aHel naHenu.

BVVAMAC!
Y6eayrech, uto noakntovaete USB-pasbeM K nopty USB, 0603HaueHHOMY «USB». He noakntovaiite
€ro K nopry Ethernet®, o603HaueHHOMY «INS».

3. Haxxavmre kenopr.

4. Mpy BbIbope MecTa HazHaueHNst [/19 COXpaHeHMs OTYeTa, nepeinante K USB-HakonuTento.

5. Haxkmite JKcropr.
Ha USB-Hakonutene aiin PDF coxpaHsieTcs B nanke \Biocartis\Export.

/13B11e4eHe in OTK/IOHEHMEe pesy bTaTtoB Tecta
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YTnmsaums 0bpabotaHHbIX KapTpumieli 1 KapTpun mKeii ¢
UCTEKLLM CPOKOM rOHOCTU

N BHumaHwue!
lNo ymonyaHuio B CrcTeMe HacTpOeHO aBTOMATUYECKOE M3B/IEYEHNE PE3Y/ILTATOB TECTOB. 3T0 3HAUUT, UTO
aran «13eneyb/OTKIOHUTE» MPOMYCKAETCA, Y BCEM pesyribTaraM TeCToB aBTOMATUHECKM NPUCBaVBAETCA
cTaryc «ABTOMATUYECKY W3B/IEUeH. 3Ta HACTPOIKa MOXET BbITb V3MeHeHa No/b30BaTesieM C npaBaMy Ha
yrpas/eHre Hactpoiikamm CycTeMbl, YTOObI Pa3peLLTb U3B/IEYEHNE WK OTK/IIOHEHWE pe3yribTara Tecta
BPyuHyto. CM. raBy 5.9: HacTpolika aBTOMaTMyeckoro 3B/eyeHus pesybTaros TecTa.

V13BneyeHvie pesynbTara TecTa 03HauaeT, YTo Y Mo/b30BarTenst HET MPUUMH CumTaTh pesynbtar Tecta
HeOeNCTBUTENbHBIM. VI3BNeUeHne pesynbTata Tecta NpyBOAMT K TOMY, UTO Pe3y/bTar CTaHOBUTCS BIAAVIMbIM /15
APyruX rosb3oBareseit. B cyuae OTKMOHeHs (Hanpumep, BCAeaCTBME OLUMGOK Mpy 0GpaLLEHM) NO/b30BATE b

[JO/MKEH YKa3aTb MPUUNHY.
COCTOSIHNE «M3BMIEYEH» WM «OTKIMOHEH» Oy/1eT A06aBEHO B pe3y/bTar TecTa 1 B OTYET O TecTe.

UroBb! M3B/1EYL WM OTKIOHWTbL pesynbTar Tecta, BbINOMHUTE CNeAyoLLye Luaru:

1 Haxavmre Cnivicok TecTos.
Orkpoertca akpaH CNMcok TecToB.

2. Bcnucke BblbepuTe Hy>XHbIi TECT C COCTOSIHUEM HE M3B/MEYEH.
OTKpoeTcst 3kpaH PesynbTar Tecta.

3. Haxavmre 13Bnedb pesynbTar, Ytodbl NpUHATL pesynbtar TecTa.
PesynbTar TecTa 13B/eYeH.
-
Haxxmute OTKNOHUTL pesy/bTar, YToBbl OTKNOHWUTL pe3yrbTar Tecta.
OTKPOETCA OKHO C 3arpocoM NoATBEPXKAEHMS. MepeinauTe K cneaytoLemy Lwary.

4. Haxavwmre [la 419 NOATBEPXKAEHNS HEOOXOAMMOCTM YAASIEHNSA BbIOPaHHbIX TECTOB.
OTKpoeTCs Apyroe okHO. MepeliauTe K criefyoLemy Lary.
-Nnn-
Haxkmure Het ania nepexofa Ha 3kpaH Pesynbtar Tecta

5. B okHe OTKNOHWTL pe3ynbTar YKaxuTe NpuinHY OTKIOHEHWS pesysibTara Tecta.

6. Haxxmure OK onis noATeepKaeHus.
Pe3ynbtar Tecta oTknoHeH. CHOBa OTKPOEeTCA 3kpaH Cnvcok TecToB.

Ytnnmsauyst 06pabotaHHbIx Kaptpumukein n Kaptpumken ¢
UCTEKLLIMM CPOKOM rOAHOCTU

Mocre 3aBepLLeHIst TeCTa MOBTOPHO OTKPOIATE /IOTOK AHa/M3aTopa 1 yTUMavpyiiTe 06paboTaHHbIi Kaptprmk
KaK marepvian, NpesCTaBNstoLMiA GUOOMYECKYHO OMACHOCTb.
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KapTprmiut ¢ MCTEKLLMM CPOKOM FOZHOCTU CrieayeT YyTUM3MPOBaTb Kak Matepyias, NpeacTaB/IstoLmin
610/10rHECKYHO OMACHOCTb. BbINO/HsATe NpaBwia, NPUHATLIE B BaLLEV /1A60pATOPUN.
O Burmanme!
| HEBO3MOXXHO NMOBTOPHO MCMO/b30BaTh 06paboTaHHbIe KapTpumkn. Kaxkapii KapTpumk MOXHO
MCNONb30BaTh TO/ILKO OAWH pa3 4/19 NPoBeAeHNA 04HOro TecTa.
| HeBO3MOXXHO MOBTOPHO OTKPbITL KPbILLKY KapTpumpka nocne 06paboTku.
rO6paLLaiiTeCh CO BCeMM GM1OOrMYecKUMM Npenapatamii, BKIKOHas KCro/b30BaHHbIE KapTpumku,
KaK C NoTeHLMaIbHO UHPMLMPOBaHHBLIMM.

[NeyaTb 0T4eTOB B (hopmare PDF

KoHconb aBTOMaTUYECKN co3aeT OT4eT B hopmare PDF 1 MOMELLIAET ero B O6LLYHO Nanky A/1s NPOCMOTPa, neyaru
W1 apxvBMpoBaHmKA. Mocne co3gaHns otueta B jopmate PDF MOXHO BbINOMHUTL CieaytoLLee:

| akcnopT (haiina B hopmate PDF Ha USB-HakonmTenb;
| HenocpeacTBeHHas neyatb (haiina u3 KoHconm (nocne NoAKIYEHNs NPUHTEPA).

Cnepyet 3aMeTUTb, YTO MMEHA (halA/IoB BK/THOHAKOT TO/bKO Nevaraemble CUMBO/bI. Henevaraemble CYMBOSbI
naeHTUdmKatopa obpasua GyayT yaansaTbCa 13 UaeHTUMKaTopa 0bpasLia, ecrv 3TOT UAESHTU(MKATOP SBNSETCS
YacTbHo MVieHN thaiirna.

JkcnopT ot4yeToB B (hopmate PDF Ha USB-Hakonutenb
Uro6b! aKcnopTvpoBarb oT4eT B hopmate PDF Ha u$B*HakonuTe b, BbIMNOMHUTE CeaytoLLve LWark:

1. HaakpaHe OT4eTa, KOTopb I TPebyeTCs COXpaHNTb, Haxamte OTyeT.
OTKpOETCA NpeaBapUTe/bHbINA MPOCMOTP NevarTu.

2. BcraBbTe USB-HakonmTenb B oavH 13 noptoB USB KoHCoM, pacronoxeHHbIX Ha 3aHel naHe .
Q BuHumatue!
Y6eaurech, UTo nogktoyaete USB-pasbem K nopty USB, 0603HaueHHOMY «USB». He
noAkntovalite ero K nopty Ethernet, 0603HaueHHOMY «INS».

3. Haxxvire 3kcnopr.
4. Mpu BbIbope MecTa HazHauYeHUs Ana coxpaHeHus oTtyeTa, nepeigute KUSB-HakonuTesto.

5. Haxavwmre 3Kcrnopr.
Ha USB-Hakonutene thaiin PDF coxpaHsieTcs B nanke \Blocartis\Export.
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[MeyaTtb OoTUYETA

MoxkHO pacneyararb HECKO/IbKO TUMOB OTHYETOB:

| 3anpockl TectoB
| pesynbTartel TecToB
| OTueTbl camoaMarHoCTUKK AHanmsaTopa (AOCTYMNHbI ¢ 3KpaHa CBeAeHns 06 AHanusatope)

O NHpopmaumsn
OryeTbl MOXHO Harevararb, TOMbKO eciiv MPUHTEP noakodeH K KoHcomm. Cm. rnasy 5.11: YcraHoBKa v
HaCTPOWKa NpVHTEpA.

Uroob! pacneyararb OTHET, BbINOAHUTE CrieAytoLmne Lari:

1. HaakpaHe oT4eTa, KOTOopbIvi TpebyeTcs pacrneyarars, Haxxviite OTyeT B hopmate PDF.
OTKpoeTCs NpeaBapuUTe/IbHbIA NPOCMOTP Nevary.

2. Haxxvmre lMNevarb.
MoABUTCA BCMN/IbIBAKOLLIEE OKHO.

3. Haxxavmre OK.

4, Haxkvwmre [MNevarb.
JloKymeHT pacneyaraH.

9KenopT TECTOB U CTATUCTUKM

PekoMeHAyeTcs MepUOAMHECKI IKCMOPTUPOBATH [aHHbIE 113 KOHCOMM Ha BHELLIHEE YCTPOICTBO XPaHEH!S B
COOTBETCTBUM C /TaBOPaTOPHOI MOMMTUKON PE3ePBHOTO KOMMpPOBaHKS. C MOMOLLbHO KHOMKI «3KCMOPTUPOBaTb
TECTbI W CTATVCTUKY» Bbl MOXETE OHOBPEMEHHO 3KCTOPTUPOBATb HECKO/IBKO OTYETOB O TECTaX W CTAaTUCTHKY.
~  COBEl
Korza 3anommHatoLLiee yCTpocTBO KOHCOMM NpaKTUYECKM 3aro/THEHO, OTOBPaKaeTCA MpeaynpexaatoLee
COOOLLIEHVE.
YCTPOIACTBO XpaHeHVs1 MOXHO MOACOEAMHUTL K KOHCOMM ¢ MOMOLLBH0 NopToB USB, pacronoxeHHbIX Ha 3aaHel
MaHem. JKCMopTUPOBaHHbIE (haiinbl 3aMMCbIBaKOTCA B Manky nog, veHeM \Biocartis\Reports ¢ yHVKa/lbHbIM
MMeHamK (halinos.

Urobb! 3KCMOPTMPOBATL OAHOBPEMEHHO 60/IbLLIOE KOMMUECTBO AaHHbIX TECTOB U CTATUCTVKY, BbINOHUTE
creaytoLLe AelicTBuS:

1 MNoAacoeanHMTe YCTPOCTBO XpaHeHMst K oaHOMY 13 noptoB USB KoHconu.

2. Haxavre MeHto.
OrkpoeTcs 3kpaH MeHto.

3. B pazaene TexHMUeckoe 06CNyXMBaHME HAXXMITE KCMOPT TECTOB M CTATUCTUKW.
OTKpOeTCs 3kpaH HacTpoiikm aKcropTa.
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4. Yro6bl M3MEHUTb TWM KCMOPTa, KOCHUTECH pasaena Ty aKenopTa.
BbibepuTe TMn (haiiios, KoTopble TPebyeTcs IKCMOPTMPOBATb.

| PalinblXXypHaI0B aHa/IM30B: (haii/ibl XXypHaI0BaHaIM30B (MCXOAHbIE AaHHbIE) A/15 K&KO0ro
TecTa C Lie/blo 13yyeHns npobemsi.

| Cratnctnka TecToB; BO3MOXHOCTb pacyeTa ctaticTUKM /19 avana3oHa Tectos. (CSV) Boibepute
3TOT BapWaHT [y/19 MOJyYeHN UCXOAHbIX AaHHBIX [/19 pacyeTa CTarvCTUKY TecTos.

| Otyet B (hopmate PDF: akCcnopT pesynbTata BbINOHEHHOrO TecTa B (popmarte PDF.

(KypHan KoHTpons; aKcnopT dakina ¢ >ypHasioM KOHTPO/S KOHCO/W. 3TOT XypHa KOHTPOsIA
MOMXET UCMO/b30BaTLCA MECTHBIM OTZE/OM M0 PaboTe C KMeHTaMy [/151 Lieneld 06CTy>K/BaHS
WM MOMCKA W YCTPaHEeHUA HeUcnpaBHOCTEA.

5. Haxaviire OK.
Bbi6mpaetcst Tvn akcropTa. CHOBa OTKPOETCS 3kpaH HacTpoiiku akcrnopTa.
'VanI'
Haxkvte OTveHa.
CHoBa OTKpOETCA 3KpaH HacTpoiiky akcnopTta 6e3 coXpaHEeHVSt USMEHEHWIA.

V13MeHeH1e COCTOAHMA KCMopTa:

1 KocHurech pasgena CocTosiHue 3Kcropra.
Otkpoertca skpaH CoCTosAHME KCMopTa.

2. YaaHOBUTE WA CHAMUTE QJI'Ia)KOK WcknoumnTtb TecTbl ¢ Y>Ke 3KCMNOopPTUPOBaHHbLIMK OTYETAMMW.

| MprycTaHOBNEHHOM (h/1XKKE: paHee 3KCMOPTUPOBAHHbIETECTbI He ByayT BK/IKOUEHbI BITOT
3KCrnopT.
IMpn HeycTaHOBIEHHOM (hiaXKKe Bce TeCTbl, COOTBETCTBYHOLLME YCTAHOB/IEHHBIM KPUTEPUAM,
BK/THO4€EHbI B 3TOT 3KCTOPT.
3. Haxxvire OK.
OnpepeneHo CocTosiHMe aKcrnopTa. CHOBa OTKPOETCS 3KpaH HacTpoiikv akcropra.
-
Haxkmute OTmveHa.
CHoBa OTKpOEeTCA 3KpaH HacTpoiiky aKcropTa 6e3 coxpaHeHNs U3MEHEHWIA.

Onpeaenu1Te MHTEpBa/ BPEMEHY;

1 KocHurech pa3gena MNepriog,
Orkpoertcs aKkpaH MNeprog,

2. MOXHO BbINO/HATL CliefytoLLee:

| Onpenenute NpeaBapuTENbHO 3afaHHbIA NEPUO.
-Nnn-
| Onpefgenute nepuog, c UCNosib30BaHNEM AaT «OT-40».
9 Coser

B 3TOT 3KCMOPT BY/1yT BK/KOHEHDI TOMBKO TECTbI, BbINO/IHEHHbIE B 3TOT UHTEPBA/ BPEMEH.
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3. Haxmure OK.
Mepuog, BbiopaH. CHOBa OTKPOETCS 3kpaH HacTpoliku akcropTa.
-
Haxkmure OTMeHa.
CHOBa OTKPOETCA 3KpaH HacTpoiikm akcropTa 6e3 CoXpaHeH s 3MEHEHUIA.

OnpeaenuTe, TPEBYETCS /M IKCMOPT TECTOB KOHTPO/S KauecTea:

1. KocHuTech pa3fena TecTbl KOHTPOSA KavecTsa.
OrkpoeTtcs 3kpaH TecTbl KOHTPONA KayecTsa.

2 Onpepnenure, Tpe6yeT0ﬂ JIN BK/KOUUTb, UCKKOUUTL WIN BKKOUUTL TO/LKO TECTbl KOHTPONA KaYecTsa B
ot4et. 1o ymonyaHuo TeCTbl KOHTPO/1A KauecTBa UCK/IHOUEHbI 13 3KCTopTa.

I cknounTb TecTbl KOHTPONS KayecTsa
| BKnrountb TecTbl KOHTPOSIA KayecTsa
| Tonbko TecTbl KOHTPONA KavecTsa

3. Haxxmmre OK.

CocTosHMe aKcrnopTa TecTbl KOHTPO/IS KauecTBa onpeaeneHo. CHoBa OTKPOETCS 3kpaH HacTpoiiki
aKcropTa.

_W'"/'_
Haxxmmte OtmeHa.
CHoBa OTKPOETCA 3kpaH HacTpoiku sKcnopta 6e3 CoXpaHeHWs M3MEHEHWIA.

Onpepenvte HeOBXoAMMbIe TUMbl TecTa /1A aKernopTa:

1 KocHutech pa3gena Tunbl Tecta.
OtkpoeTtca 3kpaH Tunbl TecTa.

B cnvcke GyayT TONbKO TUMbI TeCTa, /15 KOTOPbIX YCTaHOB/MEH [TTT.

2. YcTaHoBMTE (UI@XKOK /151 TWMa TecTa, KOTOpbIiA TPeByeTCAIKCNopTUPOBaT.
_W'"A_
YcTaHoBWTe (1KoK Bee Tunbl, ecrn TpebyeTcs 3KCropTMpoBaTh Bee UMbl Tecta. Mo yMonyaHuto
3KCMOPTUPYHOTCA BCE TWMbI TecTa.

3. Haxkvure OK.

OnpeaeneHbl Tunbl Tecta, KOTopble GyAyT SKCNOPTUPOBaHbI. CHOBA OTKPOETCS SKpaH HacTpoiiku
aKcropTa.

-VlnM-

Haxkmure OtveHa.

CHoBa OTKPOETCA 3KpaH HacTpoliki akcropTa 6e3 CoXpaHeH s 3MEHEHMIA.
OnpepenwTe, Kakoli cTaryc HeobXoAMMO MMETb TECTY A1 UMMNopTa:

1 KocHurech pasgena CoctoaHme TecTa.
Ortkpoertca 3kpaH CocTosHme TecTa.

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU / r



2. YCTaHOBMTE Hy)KHbIiA (IXKOK /159 BK/TKOHEHWSt ONPe/eNIeHHOT0 COCTOSHYAS B IKCMOpTe:

| Bce coctoaHusa
| He nssneyeH
IN3BNeyeH
IOTKNOHEH

| MpepBaH

| Ownbka

[0 yMONYaHWIo B 3KCMOPT BK/HOYEHbI CieflytoLLyMe COCTOAHMA TecTa: «He U3BMIEYEH», «M3B/IEYEH» U
«OTK/TOHEH».

3. Haxxavmre OK,

OnpepeneHo, kakoe CocTosiHYe TecTa aKCnopTMpytoTcA. CHOBA OTKPOETCS 3kpaH HacTpoliku
akcnopra.

_W'“/l_
Haxxmute OTmMeHa.
CHoBa OTKpOETCS 3KpaH HacTpolikm akcnopTa 6e3 COXpaHEHUS 3MEHEHMIA.

OnpepaenuTe MecTo HasHaueHUs aKcropTMpyemoro(-bix} qaiina(-oB).

1. KocHuTech pasgena MecTo HasHaueHus.
OtKpoetcsa skpaH MecTo HasHaueHWs.

2. BBCM/bIBaOLLEM OKHE YCTPOICTBO XPaHEHWS BbIOEPUTE HyXKHbIA M3B-HaKonUTE b.
9 Cost.

Ecrm Hukakoe ycTpoiicTBo USB He MOAK/MIOYEHO, BCI/bIBAKOLLEE OKHO «YCTPOMCTBO XpaHeHUs»
oTobpaXxaeTcs cepbIM LIBETOM. BeTaBbTe yeTpolicteo USB B oayH 13 USB-noptoB KoHconw.

3. Haxkvmre OK.
OnpeneneHo MecTo Ha3HaueHWs 4719 aKcropTa. CHOBa OTKPOETCS 3KpaH HacTpolikm akcnopTa.
-
Haxxmure OTveHa.
CHoBa OTKPOETCA 3KpaH HaCTpoiiKmn aKcropTa 6e3 CoXxpaHEHUS! UBMEHEHWIA.

Tenepb MOXHO 3KCNOPTUPOBATb (haiin:

Haxxmmte SKCnopT AN 3anycka akenopra.

Bxope akcnopta 6yaeT coobLIATLCA O XOAE BbINOMHEHS 3KCnopTa. 10 3aBepLLEHNN 3KCMopTa B
[anoroBOM OKHe OTOBpaxKaeTest VISt (haiina v NMyTb K Marke.

AN

WNupopmaums

Mocne aKcropTa AaHHbIX Tecta MOXHO YAaMTh 3KCMOPTUPOBaHHbIE TeCTbI 411 OCBOOOXAEHMA MeCTa Ha
avicke KoHconwn. Cm. rnasy 6.12: YaaneHne 3aBepLueHHbIX TecTos.

YaaneHne 3aBepLleHHbIX TecToB

MOXHO yAannTb pe3yrbTatbl TeCTOB /19 OCBOOGOXAEHNS MeCTa Ha Aucke KOHCosW.
BHUMAHUT’

[0 ypaneHys TecToB pekOMEeHAYETCA BbINOHUTL Pe3epBHOE KOMmpoBaHue TecToB, KOTOpble TpebyeTcs
yaanuTtb. CM. riaBy 6.11: 3Kcrnopt TeCToB U CTATUCTUKM.
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UroGbl yAanThb TECTbI, BbINOMHUTE CREAYHOLLME LLATM:

1 Haxxmure MeHto.
OrkpoeTcs akpaH MeHtio.

2. B pasgene TexHn4eckoe 06Cy)XmBaHMe HaxxmuTe YaauTb TecTbl.
OTKpOETCs 3KpaH HacTpoiiki yaaneHus Tectos.

3. Onpepnenvte avanasoH TeCToB, KOTOPbIE TPEOYETCS YA/ MTh:

IMepuon; onpeaenvte NHTepPBan BpeMeHW. by 1yTa06aBNeHbITONLKOTECTbI, BbINOIHEHHbIE B
3TOT MHTEPBa/ BPEMEHMU.

Bruumanue!
3a ucksoueHriem TecToB €O CTaTyCcOM «I OTOB K BbINOSHEHMIO TECTay WM «OTMEHa,
TecTbl, HE MMEHOLLME OTHOLLIEHWS K KOHTPO/THO KAYeCTBa, C MOMEHTA BbINOSHEHUS KOTOPbIX
NpoLWwio MeHee 1 Hs, Hefb3f YaauT.
(TecTbl KOHTPO/IA KaYecTBa: onpeaenuTe, TpebyeTcs I BKKUATb TeCTbI KOHTPOA KauecTsa. o
YMOJI4aHuI0 TeCTbl KOHTPONS KayecTsa He [406aBNsAoTCS.

| ckntounTb TecTbl KOHTPONS KavecTsa
| BKNounTh TecTbl KOHTPONA KavecTBa

| TonbKo TecTbl KOHTPOSIA KayecTsa
Coset

TeCT KOHTPONS KauecTBa Hefb3s Y/ja/nThb, EC/IN He UCTEK CPOK AaBHOCTY 1 rof (ot
[aTbl/BPEMEHM 3aBEPLLEHVIS BbINOSHEHWS TecTa).

I TvNbI TECTOB: ONPeAenUTe, Kakue TUnbl TecTaTpebyeTcs BKIK0UMTL. [10yMONYaHMIO BK/IHOYEHbI
BCe TUNbI TecTa.

(CocTosiHMe TecTa: onpegennte, Kakve CocTosHMA Tecta TpebyeTcst BKIUYAT. 1o yMon4aHuo
BK/IFO4EHbI BCE COCTOsAHWA TecTa.

4. Haxxvwmre Y ganuTb.
OTKpoeTca Bern/blBaroLLee OKHO YaaneHue.

5. Haxavmre [a ans noateepkaeHNsS He06X0AMMOCTI yaaneHns BblopaHHbIX TECTOB.
[Junanorosoe 0KHO MH(OPMUPYET O 3aBepPLUEHUM YIa/IEHIS.

6. Haxkvure OK, UTO6GbI 3aKPbITh BCM/IbIBAIOLLEE OKHO «YaNeHue.
TecTbl yaaneHs!. CHoBa OTKPOETCA sKpaH MeHio.
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OrmeHa 3anpoca TecTa

MOXKHO OTMEHWTb 3anpoc TecTa, noka TecT eLle He 3anyLeH. OTMEHEHHBbI TecT OCTaHETCA BUAVMBIM Ha
akpaHe «Cnmncok TectoBy». ObpaseL, U KapTprmk MOXHO UCMO/L30BaTh, NMoka KapTprmk eLle He 3arpy)<eH B

AHanmsarop.
Ecrm 3anpoc Tecta co3gaH yepes JINC 1 otmeHeH yepe3 KOHCOsb, OH McHe3HeT U3 akpaHa «Crincok TectoB».

n Buumnmk.
[ Mocne BBOAA 06pa3u,a B KaprM,U)KSTOT 06pa3eu, HEMb3A N3B/1IeYb WM UCMNONb30BaTh 414 APYyroro

Tecra.
| KapTpunpK HeMb3a Mcnonb3oBatb Ans 06paboTku Apyroro obpasua.

UTo6bl OTMEHUTH 3arpoc TecTa, BbIMOIHUTE CeMyHOLLME LA

1 Haxxmmre Cnivcok TecToB B CTPOKE MeHH0 KoHcow.
OrkpoeTcs skpaH Cnmcok TecTos.

2. Batom cnimcke BblbepyTe 3anpoc TecTa, KOTopbI TpedyeTes yaamTh.
OrkpoeTcs akpaH 3anpoc TecTa.

3. Haxmmre OTMeHUTL TecT.
CvicTema 3anpocuT NoATBERXKAEHVE.

MpepbIBaHKe BbINOHAEMOro TecTa

MoxHO MpepBaTh TecT BO BpeMs ero 06paboTkv AHanm3atopoM, TpebyeTes ykazarb MpUdHY MpepbiBaHiis

BbINOMHAEMOro TecTa.

O Bruumanne!
Henb3s NMOBTOPHO UCMO/b30BaTh W MOBTOPHO 3amyCTUTh KapTprmk.

Uto6h! npepsaTb BbINOHSIEMbIA TECT, BbINOMHWTE cnepywope warv:

1. Haxxvmre Cnivicok TeCToB B CTPOKe MeHH0 KoHconw.
Orkpoercs akpaH Crmcok TecTos.

2. Benucke BbibepuTe TeCT € COCTOSIHMEM BbIMO/HSETCS, KOTOPbIV TpebyeTcs npepsarb.
Orkpoetcs akpaH 3anpoc TecTa.

3. Haxxvwre MpepBartb TecT 419 OTMEHbI 3anpoca.

4. TpebyeTcs ykazaTb NpUUMHY NpepbIBaHMs BbINOHSEMOr0 TecTa B MOSIEKOMMEHTapUEB.

5. Haxxvire lNogreepanTb.
AHanu3arop npekpaTuT 06paboTky TecTa.
Uepes HECKOMbKO MUHYT KapTpimK MOXHO OyAeT 13B/evb Y yTUIM3MPOBaTb, KOrAa NoracHeT KosbLo

6enoro ceeta u NPOAO/KAT rOPETL TO/IbKO 6enble NHONKATOPbI CHASY.

OumcTKa OLLMOKM AHanm3aropa

Koraa oavH 13 AHaiM3aTopoB 0GHaPYXKVBAET Y cebst COCTOsIHME He (aTasibHOM OLUMOKI, MOXHO OUMCTUTL 3HAYOK
OLLIMGKM, OTOBPaXKaeMbIil Ha 3KpaHe 0630pa COCTOSHIAS.
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6.15 OuuncrKa ownbxn AHannsaTtopa Pykosoacreo noat3osarenn Idylla

o S PR Y |

Cm. rrasy 9 [na noayueHua HHGOPMALMM O TOM, K3KHE OWKGKN ABARIOTCA PaTansHLIMK, 3 KaKKe HeT.

Y106b) OYHCTUTDL BOCCTAHABANBICMYIO OWKGKY AHAANIATOPA, BLINOAHUTE CNEAYIOWME WAMU:

1. Ha 3xpane O830p COCTORHUA HAMMUTE CTPOKY COCTORNMA AHAANIATOPA, HAXOAALLETOCA B COCTORHUH
ownbku AHaAnIaTopa.

QOrxpoerca akpan Caepenun ob AHanusarope.

2. Haxowre QuncTuTe oy,
AHaNW3aTOP OUYMILBET COCTORHME DLUMBKU,
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7YXxon nTexHn4Yeckoe obcnyxueaHume

OBG30p TEXHNYECKOrO 0BC/y»KMBaHNA

B 3TOW /1aBe MPMBOAMTCA 0630P OCHOBHBIX 33424 M0 YXOAy U TEXHNYECKOMY O6C/TY»KMBaHMIO, KOTOpbIe
TpebyeTcs BbIMOMHATL HA NMEPUOANYECKON OCHOBE. CrieflyiiTe STM PeKOMEHAALMAM A/15 0becrneyeHms

Ha[1eXalLLero 06CykuBaHus CUCTEMb.

33341 TEXHUYECKOTO OBCyMKNBAHMS:

3apgaua

YcTaHOBKa OGHOBMEHNIA (MPOrpamMMHOro

obecneyeHws)

OumCTKa CEeHCOPHOTO 3KpaHa KoHconm

OuncTka noepxHocTeli KoHconm
AHanmsaropa

OuncTka noTka Kaprpropka

OumncTKa cumTbIBaTE IS LUTPUX-KOOa

O6e33apaxuBaHrie KoHconm
AHanmzaropa

MpodmnakTieckoe 06CyXXMBaHIE

KanmbpoBKa CEHCOPHOTO 3KpaHa

TecT camMoauarHoCTUKU

SKCnyarauUyoHHas KBanmguKawLms
aHasmzaropa

C60p MH(hopmaLwm 06 oTnaake

Pe3epBHOe KOMMpoBaH1e pe3y/bTaTtoB

TectoB

NPLAOYI'PbXAtNNE

YpaoTtA

Mp1 HEOBXOAMMOCTY

BxemecsyHo

BxemecsyHo

BxemecsyHo

BxemecsauHo
BxerogHo

BxerogHo

Moy HEOBXOAMMOCTM

BxemecsuHo

IMpn HeobGXoAMMOCT

Mpn HeoGXOAMMOCTU

BxemecsyHo

Ccbinka

YcTaHoBKa nporpaMmMHOro
obecneyeHVss 1 0GHOBMEHWIA

BrokupoBka skpaHa KoHcomm aa
O4MCTKM

Oumctka KoHconm 1 AHanmsaropa

Idylla
OumcTka noTka Kaprpumka

Oumctka KoHcomm 1 AHanmsaropa
Idylla

Obe33apakmBaHme KoHcomm 1
AHanmzaropa

MpodrnakTnieckoe 06CTyXVBaHMe

Kanmbposka CeHCOPHOro aKpaHa
KoHcomm

TecT camonarHoCcTkM AHanmsaropa

Instrument Operational Qualification

C60p MHpopMaLmn 06 oTriaaxe

SKCnopT TECTOB Y CTATUCTUKA

CobrropaiiTe OCTOPOXXHOCTL MPY UCTIONB30BaHM BMaXHBIX CAIPETOK /19 OUMCTKM Y AENHIEKLMN PSAOoM
C pasbemamyi MnTaHys AHanmsaropa v KoHconu.
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YCTaHOBKa MPOrpamMMHOro obecreyeHms i 0GHOB/IEHNIA

YcTaHOBKa nporpamMmmMmHoro obecrneyeHns n 06HOBNEHNIA

n BHUMAHW!-'
Mpouiecc yctaHoBKM MTT 1 Apyrux 06HOBNEHWIA NPOTPaAMMHOT0 0BecreyeHUst He MELLIAET BbINO/HEHMIO
TectoB. OfHaKO BO BpeMmst YCTaHOBKW MakeToB MpOrpaMMHOro obecrieveHmns AHanmsatopa 1 KoHconm
Hefb351 BbINOMHATL TECTbI WK CO34aBaTh 3anpockl Tecra,
N Nudopmaumsn
| PekomeHAayeTcs BbINOMHUTLPE3EPBHOEKOMMPOBAHMEPE3Y/IbTATOBTECTOB, NPEXKIE YEM
BbIMNO/HATL OOHOB/IEHME MPOrPaMMHOro obecriedeHmrs. Cm. rnasy 6.11: SKcropT TecToB 1
CTaTUCTUKN.
|Heyja4HO ycTaHOB/IEHHbIE OGHOB/IEHUS OTOBPAXKAOTCA Ha 3KpaHe KOHConM ¢ 0603HaueHnem XK
nepes HAMM.

B atom pasgene onucaHo, kak AGMUHUCTPATOP (W MO/b30BaTe b C COOTBETCTBYHOLLMMI NMpaBami)
MOXXET YCTaHOBUTbL OGHOB/EHMA NPOrPaMMHOro obecrneyeHunst Ha Cuctemy. Mpoueaypa yCTaHOBKM
MPOrpaMMHOro o6ecredeHVs npeaHasHadveHa 419 CneaytoLyx KOMIOHEHTOB:

| nporpammHoe obecneyeHne Tuna TecTa (naketbl MTT);

| nporpammHoe obecneveHne AHaIM3aTopa;

| cepTumkatbl Tvna TecTa;

| makeTbl NporpammMHoro obecneveHnst KoHconn (CSP).

MpeBapuTesibHO TPebyeTCs NoJyYUTL COOTBETCTBYHOLLME MAaKeTb NPOrpaMMHOro obecrneyeHws ot Biocartis wim
ohmumasibHOro nponssoauTens Tecta. 310 MOXHO CAenatb AByMS Criocobamul.
Ildylla Connect: ecnu Ha BalLeli KOHCOMM HacTpoeHo mcnosb3oBaHue Idylla Connect, naketb!
MPOrpamMMHOr0 06ecreyeHNst aBTOMATUYECKW CTAHOBSATCA AOCTYMHbI HA KOHCO/W, OTKy/4a MOXXHO HauaTb
VX yCTaHOBKY. Ha akpaHe O630p COCTOSIHWA 3HAHOK OOHOB/IEHMS cMWwaeT 0 TOM, YTo
0GHOB/IEHVA NPOrPaMMHOr0 06ecreyeHns AOCTYMHbI U FOTOBbI K YCTaHOBKE. [Mpn CKaHMpoBaHN TecTa,
[ns kotoporo [TTT elwe He YCTaHOB/EH, HEOGXOAMMOE NPOrpaMMHOe obecreyeHre byaeT

aBTOMATWYECKI OTMPaB/IEHO Ha KOHCOb.
| USB; B KauecTBe a/lbTepHaTMBbI, NOy4nTe NakeTbl NPOrpaMMHOro obecneyeHmns (Hanpumep, o
3MEKTPOHHOI MOYTE W Yepe3 BEG-CaliT) 1 coxpaHuTe 1x Ha USB-HakonuTene, YTobbl 3arpy3vTb BCe

nakeTbl Ha KoHcow.

6 Wnhopmaums
Cm. rnasy 7.2.1: Knbep-6e30mnacHoCTb.
Uro6bl yCTaHOBWTL O4YepeHOe 0GHOBAEHME MPOrPaMMHOIr0 06eCTIEYEHIS], BbINOMHITE CIEAyHOLLME LAy

1 Haxxvmte MeHto.
Ortkpoetca 3kpaH MeHto.

2. B pazaene TexHUYeckoe 06CNyKMBaHME HAXKMITE YCTaHOBWTL OGHOB/EHIS,
3. BbibepuTe HEOGXOVIMbIE MAKETbI MPOrPAMMHOTO 0GECTIEYEHAS.

[Ecnm nakeTbl cTanm AocTynHbl vepes Idylla™ Connect, oHW BCe 0TOOPaXKAKOTCS CMMCKOM.
YCTaHoBUTE (UIaXKKW [/19 BbIOOpa MakeToB, KOTOPbIE TPEOYETCS YCTaHOBMTb.
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|[Ecnm ncnonb3yetcs USB-Hakonutens, nepeigute K USB-HakonuTesto, cogepxallemy atu
nakeTbl. [OFBUTCA CMIMCOK C NakeTamMy MPOorpaMMHOr0o 06eCcrieHeHIst. YCTaHOBUTE (YIaxKKM [/1A
BbIOOpa MakeToB, KOTOpble TPebyeTcs YCTaHOBUTD.

Brumanne!

Y6eautech, uto noaxntodaete USB-pasbem k noptry USB, 0603HaueHHOMy «USB». He noakntovaiite

€ro K noprty Ethernet, 0603HaueHHOMY «INS».

N

4. HakmuTte YCTaHOBUTD.

3anycTuTCs MPOLIECC YCTAHOBKM MPOrpamMMHOro oGecrieyeHst. Mocrie yCTaHoBKY OGHOB/EHIE
1ICYE3aET C 3KpaHa YCTaHOBUTb OGHOB/IEHNS.

O Nhdpopmaums

| Mpmn yctaHoBke CSP (nakeTa nporpaMMHOro obecrievyeHus KoHconu), KoHconb
aBTOMATMHECKI Nepe3anyCcKaeTca A/1A 3aBepLUEHNs YCTaHOBKW. [TOBTOPHbIIA 3aryCK MOXET
BbIMO/HATLCA HECKO/BLKO a3 BO Bpems 06HOBeHMs CSP. MposepbTe cBsA3b C/IAC nocne
NOBTOPHOrO 3arycka. Mpn HEOOXOAMMOCTY NOAKIKOUMTECH NOBTOPHO KJINC. Cwm. rnasy S.4:
Hacrpoiika cBsam c/1AC.

| Ecnv nporpaMMHoe o6ecrneyeHne 06HOBIeHOYepe3 NakKeT, Mo/TyYeHHbIN C MOMOLLbHO
Idylla Connect, OHO aBTOMAT4YECKM MCHE3aET K3 CrIMCKa NOC/Ie YCNELLHOM YCTaHOBKM. Ecrim
06HOB/IEHVE BbITO BbINO/HEHO C USB-HaKonuTens, MOXHO BPYUHYHO yAa/Tb ero 13
UCTOYHWKA, BbIGpaB OGHOB/EHNE U HaXKaB Y AA/UTb.

A CnH\ ?
| Mpu BbIGOPEOTAENILHOTO06HOBNEHNAMOXKHOY3HATLErOXapaKTepPUCTUKN, HaXXaBCBEAEHNS.
IBce noacoeanHeHHble AHanM3aTopb! Moc/ies0Bare/ibHO OGHOB/IAOTCA BO BPEMS OOHOB/IEHMS
nporpaMMHOro obecneveHmss AHanmsaropa.

Knbep-6e3onacHocTb

Komranus Biocartis oTHoCUTCS K Knbep-6e30nacHOCTM O4eHb cepbe3Ho. KoMnaHus Biocartis, Kak
otmumanbHbIA npoussoanTens AHanmsatopa ldylla, cosgaet nporpamMmMHoOe 06ecrneyeHrs B 6e3BMPYCHON
cpeae. KoHconb Idylla pa3pabotaHa Takum 06pa3oM, YTO Ha Hee MOXHO YCTaHaB/MBaTb TO/bKO
nporpamMmMHoe obecrieveHue, npeaocTasisemMoe KomnaHmein Biocartis. VIHCTPyKLMK o ycTaHoBKe
MpOrpamMMHOro 0becreyeHns NprBeAeHb! B 3TOM PYKOBOACTBE.

KomnaHus Biocartis NpUHUMAET CriefytoLLyie TEXHUYECKWE MepPbI [/1 06ecrieyeHns Knbep-6e30macHoCTy:

| BcedhaiinbinporpaMmMHOroo6ecrneyeHnsoTKoMMaHum Biocartis, KOTopble pacnpoCTpaHAoTCA 418
YCTaHOBKY, MMEKT L(POBYIO NOAMNCh, U HEKOTOPbIE YacTh 3TVX (haiiioB 3aLuMipoBaHbI C
VCNO/Ib30BAHMEM MH(PACTPYKTYPbI CEKPETHBIX KHOYEN. [/IMHa Ko4a 1 anropyuTM COOTBETCTBYHOT
[EeNCTBYIOLLMM CTaHAapTaM B jaHHO oTpacau (apt. Homep NISTSP-800-57Pt3).

| CeKpeTHble KoUM AN 3TUX CEPTUPNMKATOB XPaHATCA B 6€30MacHOM MecTe M 3aLMLLIaloTCs OTAEN0M
UT komnaHum Biocartis. [JOCTyn K CEKPETHOMY KoMy UMEET TO/bKO [aBHbIA aAMMHICTPATOP OTAeNa
T komnaHum Biocartis.

| ®dakTMyeckoe nognvcaHne v WWgpoBaHMe aBTOMAaTU3NPOBaHbl 1 3allyLLeHbI OAHOM aBTOPU30BaHHOM
YYETHO 3aMmChbto, AOCTYM K KOTOPOIA BO3MOXEH TO/bKO BHYTPW MOMELLIEHWIA KOMMaHWK Biocartis.

B COBOKYMHOCTW 3TV Mepbl 06eCreuvBatoT NOAMHHOCTb M LIEIOCTHOCTb KaXKAOMO naketa 06HOB/EHI
nporpamMmMHoro obecreyeHys Idylla, npegocTtasnsemMoro komnaHveli Biocartis.

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



Kpowme Toro. KoHcosb Idylla npuHiMaeT TonbKo (haiinibl, pacrnosHasaeMble eli Kak NnoanmncaHHbie STum
XOPOLLIO 3aLU,ULLEHHBIM CEKPETHBLIM K/IHOHOM, YTO 0GeCreumnBaeT No4/IMHHOCTb Y Lie/IOCTHOCTL JH060r0
MporpaMMHOro 0becrieveHus, ycTaHaB/IMBAEMOrO Ha Kaxkyto KoHcorb ldylla.

MporpammHoe obecneyeHme Idylla nonagaet nog AeicTere YCroBUiA 1 NONOXeHUIA KoMMaHuKM Biocartis
(BK/KO4aSA YCOBUSA MpaB., NepeaaBaeMbIX M0 JIMLEH3UM, rapaHTUIO Y UCMO/b30BaHKe NPorpaMMHOro
obecrneyeHmns) 1 obbIX APYrx MHCTPYKLWIA, NPeAoCTaBseMbIX KOMMaHmen Biocartis.

BNOKMPOBKa aKpaHa KOHCONM A1 OUUCTKM

UTo6b! 3a6/10KMpOBaTh 3KpaH KOHCOMM 15 QUACTKY, BbINOSHUTE CeMyHoLLMe LLarn:

1 Haxkvmte MeHto.
OrkpoeTtcs 3kpaH MeHto.

2. B pazgene TexHnyeckoe 06CNYMBaHVEe HaxxmmTe BIOKMPOBKa 3KpaHa [/151 OYUCTKN.
BnokmpoBKa sKpaHa AeCcTBYET BTeUeHre 15 CekyH .

3. OumcTumTe aKpaH KOHCOMM NOAXOAALLYM YMCTALLMM PaCTBOPOM.

4. lNoBTOPMTE MPX HEOOXOAMMOCTMI.

Ounctka AHanmsatopa n KoHconu Idylla

[Mpr HeOBXOAVMMOCTM BbINOHWATE OUCTKY Y AE3VH(EKLMIO AHarm3aTopa U KOHCONM NoaxoasLLmm
YMCTALLYIM PacTBOPOM. PeKOMEHZYeTCs 1Cro/b30BaTb OAHOPA30BbIe BaXKHbIE Ca/IDETKM, FOTOBbIE WK
CMOUYEHHbIE AE3NHPMLMPYHOLLIMM PacTBOPOM,HarpUMep:

[YeTBEPTMUHBIE COEAMHEHNA aMMOHUSA (HanpumMep, Ae3uHpuUmpytoLme candetky Clorox™* wim

b6akTepuumaHble ogHopasosble canetku PDI Sani-Cloth* HB wnam gpyroii aHanor)

| XnoprekcmgnH (Hanpumep, ogHopasosble cangetku PDI Sani-Cloth* CHG 2% wnm apyroin aHanor) B
COYeTaHum ¢ casipeTKamm C U30Mponm/IoBLIM CrVIPTOM

| PacTBOp rrnoxnopwuTa Hatpusi BpasseaeHun 1:10, BOKOHYaTEbHOM KOHLIEHTpaumm 0,53% (Hanprmep,
GaKTepuUMaHbIE O4HOPA30Bble CaNIPETKM € rmnoxnoputom Harpus PDI Sani-Cloth® nan gpyroii aHanor)

| 70 % M30MPONWIOBBIV MW 3TUNOBBIN CNMPT (HanNpUMep, BNaXHbIe CalPeTKN C U30NPONIOBLIM CIIUPTOM
Texwipe TX1036 AlphaSat 70 % IPA v apyroii aHanor)

@ MpeaynpexaeHve
Vicnonb3yiiTe 3alMTHbIE NEPYaTKA U 3aLUMTHBIE 04K A1 3aLLTbI OT XMMWUYECKOR 1 G1OMOMYECKoi
OMacHOCT.
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BrHumatne!

| He BbINOMHSAMTE 0UMCTKY AHanm3aropa 1 KoHcomm Bo Bpems 06paboTkv 06pa3LioB n/nm
[06aBNeHMSA06pa3LLI0BB KapTpumku.

[Ty NpoTUPKe NOBEPXHOCTY KOHCOMM peKOMeHAYEeTCS NPUAEPKMBaTH PyKO OCHOBaHMe KoHCou.

| Vcnonb3yiite ynctsiee CpescTBO B COOTBETCTBUM C MHCTPYKLUSMU MO NPUMEHEHUIO.
Heobxoammoe Bpemst YBadKHEeHWS (KPUTUYECKUIA MapaMeTp) 3aBMCUT OT TWMa 3arpsi3HUTENs 1
[I0/DKeH ObITb YCTAHOB/EH MpoLieaypamm faboparopun. ObparuTe BHUMaHVe, 4TO OHO He BCerga
YKa3aHO B VHCTPYKLMSAX MO NpyMeHeHo (IFU) Ae3nHMMLMPYIOLLIEro CpeacTBsa.

| YTunusupyiite ncnonb3oBaHHble caiieTkv BCOOTBETCTBMMCOCTaHAAPTHBIMM NpoLedypamm
naboparopum.

* [lesanHpmumpytoLee cpeacTBo € X/I0PreKCUaMHOM MOXKET OCTaBNAThL Gefiblil HasleT, KOTOpbIl
cnepyet yaanstb caneTkamu, npornuTaHHbIMU N30MPONIIOBLIM CMIMPTOM. 3TO KacaeTcsi BCeX
MoBepPXHOCTe, 06pabaTbiBaeMbIX X/IOPreKCUAVHOM, Y KOHKPETHO OKHa CUMTBIBATENA LLUTPUX-KOAA,
MOCKO/IbKY HasleT MOXET MeLLaTb CYATLIBAHWIO LITPUX-KOL0B.

MOXHO BbIMO/HSITb OUMCTKY M AE3VMHDEKLIMIO CReayroLLmX YacTeli CcTeMb:

| noBepxHOCTb KoHconu;

| CeHCOpHBI aKpaH KoHconu;

| 3aLUMTHBIV 3KpaH CUUTbIBATENS LITPUX-KOAR;
* [NOBEPXHOCTb AHaIM3aTopa,;

B KauecTBe [Ipyroro BapuaHTa O4MCTKM MOXHO BbIMOSHWTL CeaytoLive Lwaru:

1. Vicnone3yiite 6yMadkHOE MOJOTEHLIE, YB/IaXKHEHHOE PacTBOPOM XO3AMCTBEHHOMO oToemBarens 1:10
[N NPOTVPKY BHELLHWX MOBEPXHOCTEN.

2. Yepe3 10 MVHYT NPOTPUTE 3T XKe NMOBEPXHOCTY BYMadKHbIM MOJIOTEHLIEM W JIOCKYTOM TKaHW,
CMOYEHHbIM 70%-HbIM 3TaHO/IOM, M30MPONaHOIOM.

3. MNMosTopuTe LWar 2

[MpepynpexpaeHne
| HepacnbinaiteuncTaLwmii pacTBop HENMocpeACTBEHHO HaAHasm3aTope. HegonyckaiTe pasiutus
XXMOKOCTEN PAAOM C 3N1EKTPUYECKMMU KOMMOHEHTaMU.
| Vicnonb3yiite 3aluuUTHbIE NEPYATKM U 3aLMTHbIE OUKW A1 3aLLUThl OT XMMUYECKON 1
BV0MOrMYECKolA OMacHOCTK.

n BHUMA1LL.:
YTUNM3VPYiATe UCTO/b30BaHHbIE MOMIOTEHLIA V1 /IOCKYThI TKaH B COOTBETCTBIAM CO CTaHAAPTHLIMM
npoLeaypamii flaGopaTopuni.
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OuncTka notka Kaprtpumka

B Ma/IOBEPOSITHOM C/Tyuae YTeUKI BHYTPM SI0TKA KapTprmka HEOOX0VIMO CHavas1a OTK/IOUNTL MTaH1e
AHanuzatopa, Npexe Yem BbINOJHSTbL OUMCTKY 1 006e33apakvBaHIie N10TKa Kaptprmka.

Mpepynppxaermp
Bceria obpalLiaitTeck B MECTHbIV OTAEN MO PaboTe C KMeHTaMM Mpy YTeUKE BHYTPU NIOTKa KapTpumka.

Buumanne!
He pacribuisiATe XAKOCTM HEMOCPEACTBEHHO B /IOTOK.

OuuncTka Kaptpuaxa

B C/ly4ae ec/iv Ha BHELLHIOHO MOBEPXHOCTb KapTpumka Yto-To NponmBaeTcs, Kaptpumk Heobxoaymo
OUNCTUTb. OUMCTKY KapTprmka BbINOMHSKOT CieAyoLLMM 06pa3oMm:

1. MNpotpuTe NOBEPXHOCTb KapTprmka canteTKol, CMOUYEHHO B pacTBOPE XO3SCTBEHHOMO
orbenmearens 1:10.

2. MpoTpuTe KapTprmk candeTKoid, cMoueHHol B 70%-HOM paaBope 3TWIOBOTO CrMpTa, YTOBb
YOaMATb OCTATK PacTBOpa OTGENMBATESS.

3. [faiite Kaptpumky BbICOXHYTb.

A BHAMAHA
Mepen ycTaHOBKON KapTprmka B IOTOK Y6eAUTECh, UTO MOBEPXHOCTL KapTprmka COBEPLLEHHO CyXas.

O6e33apaxnBaHne AHanmnsartopa 1 KoHcomu

O6e33apakvBaHme CucteMbl — NPOLEaypa, KOTOpYHo TpebyeTca BbINOMHATL NMepes Tem, Kak OTrpaBuTb
AHanm3atop Wi KoHcosb Ha 06C )X BaHNE WM PEMOHT, aTakoke Mo OKOHYaHWIKO CPOKa Cy»Obl. Liesbto aTol
MpoLeaypbl ABMSETCH 06ecreyeHme 6e30MacHOCTV /L, KOTOPble MOTYT KOHTaKTUPOBATb C AHa/IM3ATOPOM Wi
KoHCosbto, Hanpymep, MHXEHEPOB M0 0BCY»KVBaHUIO WK NEPCOHaa 3aBOACKOrO PEMOHTa.

[ns 06e33apaxviBaHms AHanm3aropa Wi KOHCOMM BbIMOHWTE CRedytoLLIMe Liarui;

1 Vicnonb3yiiTe TKaHeBYHO CanieTKy, YBNaKHEHHYHO PacTBOPOM X03sCTBEHHOMO ot6enmBarens 1; 10,
Q7191 NPOTVPKIA BHELLIHNX MOBEPXHOCTEYA.

2. Yepes 10 MHYT NPOTPUTE 3TV XKe NMOBEPXHOCTY GYMaXKHbIM MOSIOTEHLLEM WM JIOCKYTOM TKaHM,
CMOYEHHbIM 70%-HbIM 3TaHO/IOM, M30MPOMaHO/I0M.

3. MosTopUTE LWar 2

4. CHoBa nosTopuTe Lwarv 1 v 2
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MpothunakTmueckoe o6cnyK1BaHMe

Pa3 8 rog, He06X0AMMO NPOBOAUTL TEXHUHECKOE OOCYXKVBaHME AHa/M3aTOPOB. TEXHMYECKOE
06CyKMBaHNE AHa/I3ATOPA A0/HKHO BbIMOMHATLCS MECTHBIM OTAEM0M M0 PaboTe C KIMEHTaMM.
3a 30 AHei A0 Ha3HaYeHHOM AaTbl NPOBEAEHUS OOC/Y>KMBaHMS Ha KOHCOMM nosiBuTCS
npesynpexaeHne. ObpartnTecs B MECTHbIA OTAeN No paboTe C KMEHTaMM.
O WHhopmaums
Ecnm Ha3HaueHHbI CPOK 0BCTy>KMBaHMS AHanM3aTopa UCTEK, 3TO ByAET YNOMSIHYTO B CO31aBaEMbIX
AHanmsaropom otyeTax. Kpome Toro, Ha NpocpoYeHHOM AHanm3arope nepes, CTPOKON COCTOAHIA
AHanmsaropa nossuTCA NpeaynpeXxaatoLLii 3Ha4oK. COCTOSHME UHCTPYMEHTa NO-MpexHeMy OyaeT
oTobpaxaTbest kak CBOGOAHBIIA.

3mMeHeHne HacTpoek nepnoanyHoCT TEXHUYECKOTO 06Cﬂy)Kl/IBaHI/IFI

locne nctedeHUs cpoka TEXHUUECKOTO OOCY»KVBaHUA AHa/IM3aTOpa Ha 3TOM AHa/IM3aTope BO3MOXHO
BbIMO/HEHME TO/LKO TECTOB ¢ MapkupoBkoii RUO (TOMbKO A1 UCCNea0BaTe/bCKIX Lieneld). 310 yKasaHo ¢

CUMBO/IOM i K psIOM CO CTPOKOVA COCTOSIHWA AHanm3aTopa Ha akpaHe O630p COCTOAHMA. BbinoiHeHve
LPYrviX AYarHoCTUYeCKMX TeCTOB Ha AHa/IM3aTope Mocsie UCTEHEHM CPOKA TEXHMYECKOTO 06C/Y)XVBaHMS
HEBO3MOXXHO, €C/IM TO/bKO 3TO He paspeLLieHo AMUHUCTPATOPOM.

191 BbINOMHEHUS AYArHOCTMYECKVIX TECTOB HA AHa/IM3aTope Moc/ie VCTEYeHNs CpoKa

TEXHUYECKOTO 06C/Y)KMBAHWS BbINO/HUTE CreAyHoLLye LLarui:

1. Haxxvre MeHto.
OtkpoeTtca akpaH MeHto.

2. B pazgene Hactpolikn Cuctembl HaxxmmTe lononHUTENBHO.
OTKpOETCA 3KPaH [oMoNHMTE NbHbIE HACTPOVKIA.
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3. KocHureck pasaena HacTpoiika neproanyHOCTV TEX. 06CH., UTOOb! MOTyHMTb BO3MOXHOCTb
PeaAKTUPOBATL 3TN HACTPOVKM.
OTKpoeTCA 3KpaH HacTpolika NeproayyHOCTM TeX. 06C/.

4. BblbepuTe PaspelumnTb UCMoNb30BaHKe KapTpumpKein noce NCTeUYeHNs CpoKa TEXHUYECKOro
06cnyKvBaHNA AHasm3aTopa (He PekoMeHAYeTcs), e/ HeOBXOAUMO BbINOHATE AUarHOCTUYECKUE
TecTbl Ha 3TOM AHa/IM3aTope MOC/IE UCTEYEHNIA CPOKA Er0 TEXHUYECKOTO OOCTyXVBaHS.

N BHumanme!

B otuet no pesynbratam Tecta 6yaet o6asneHo COOTBETCTBYHOLLEE NpuMesaHie. CocTosHre
AHanm3zatopa 0To6paXKaeTCs Kak «CBOGOAHbIV», HO MOSBSETCS MPeayNPeXaatoLLMI TPEYTONbHUK.

5. Haxkmure CoxpaHuTh.
31 M3MEHEHVIS1 COXPaHSIOTCA W BCTYMAtOT B AECTBIE He3aMeMTENbHO.
OTKpoeTcs akpaH [JonoHUTENbHbIE HACTPOIKN.
-nW-
Haxkvre OTveHa.
CHoBa OTKPOETCS OKHO [lOMOMHAUTENbHbIE HACTPOVIKM GE3 COXPAHEHMS M3MEHEHWIA.

KannbpoBKa CEHCOPHOro aKpaHa KoHconw

KanmbpoBKy CEHCOPHOro 3KpaHa MOXHO BbINO/THUTL CAMOCTOSTTENTLHO MPY BOSHUKHOBEHUM HEOOXOAMMOCTH.
UroGbl BLINOHUTL KA/IMOGPOBKY CEHCOPHOTO 3KpaHa, BbIMOHUTE CeAyHoLLye LWarkt:

1 Haxxvwmre MeHtio.
OrkpoeTtcs akpaH MeHto.

2. B paznene TexHnueckoe 06ecnyKnBaHne Haxxvmre KanmbpoBKa CEHCOPHOrO SKpaHa.
3KpaH CTaHOBUTCA Ge/bIM.

3. Kacaitech CeHCOpHOT0 3KpaHa, Criefyst OTOBPaXKAEMbIM Ha SKpaHe MHCTPYKLMSIM U CTapasich TOYHO
KacaTbCsl yYKa3aHHbIX. TOYEK.

CeHCopHb Il 9KpaH OTKa/IMGPOBaH NOC/IE BbIMOTHEHMS BCEX MHCTPYKLMIA Ha SKpaHe.
A COBf:

XOTsl M0/b30BaTbCA KOHCO/bHO MyuLLie BCErO C MOMOLLBHO NasbLEB, /19 Ka/IMGPOBKYA
PEKOMEHAYETCS 1CMO/b30BaTb CTUYC /11 HAMBObLLEN TOYHOCTM.

TecT camomarHocTuk AHanmsartopa

Meproanyeckmn {kaxxable 30 AHER) cneayeT 3anyckarb TecT caMoAyarHOCTV KM AHanmsaropa /19 MPOBEPK
MnoTeHUmMabHbIX MPo6/ieM ¢ annaparHbiM obecrneyeHrem. Mpy NpoBeseHM 3Toro Tecta HeJOMyCTUMO Ha/nimne
Kaptprmxa B AHanm3arope.

Kor,ga Tpebyetcs NpoBecTy TECT camMoamarHOCTVKK, 06 3TOM aBTOMATMUECKM COOBLLAETCS Ha aKpaHe OB30p

COCTOSAAHNSA KOHCOAMM, MyTemM O0TOOPaXKEeHVS NpesynpeauTeNbHOrO 3HaUka A - PAOM C AHa/IM3aTOPOM.
AkpaH CeeaeHns 06 AHanm3aTope 3aTeM YKasbIBageT, YTo TpebyeTcs MPOoBeCTU TeCT caMoauarHOCTUKM.
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0 Wndopmauus
Cw. rnasy 4.9; OTcnexmBaHme CoCTOAHNA AHaIM3aTtopoB 1 TeCToB.
Cwm. rnasy 6.4.2: VioeHTvdwikaLwisa AHanmsaropa A1 MoydeHrs MH(opMaLym O TOM, Kak
UOEHTUMLIIPOBATL AHaNM3aTop, TPEOYHOLWMIA NpoBeseHns TecTa caMoaviarHOCTUKA.
Mocre ycreLLHOoro BbINo/IHeHUs TecTa caMoaviarHOCTUKM CHETUNK OBHYISeTCS, U CrieaytoLumii Tect
camopmarHocTuky notpebyerca vepes 30 AHeld. Kpome Toro, AOMHICTPATOP MOXET 3aryCTUTb
TecT camoanarHoCTUKV A4/19 OTAEMbHOrO AHanm3artopa B /ilob0e Bpems.

UrobbI MpoBecTn TecT caMoAnarHOCTUKY, BbIMO/HUTE CrIEyHOLLME LLaru:
1 Y6eyrech, 4to AHanmM3atop [OCTYMeH, Y U3BNeKMTe OCTaBLLMIACH KapTprmk.

2. HaakpaHe O630p COCTOSHMS BbIBEPUTE UMIS AHaNN3aTOpa, [/ KOTOPOro TpeGyeTcst MpoBecTy TecT
CaMO/MArHOCTVIKWA.
OTKpoeTcst 3kpaH CeefieHUs 06 AHann3aTope.

3. Haxkvire TecT camoamarHOCTUKW.
3anyctutca TecT caMoamarHocTvkW. 115 BbinonHeHus Tecta Tpebyetcs npubnmnsutenisHo 30 MyHYT. B
TeyeHe 3T0ro BpemeHy AHa/IM3aTop HELOCTYNEH /19 BbINO/IHEHUSA TECTOB.

Ecrm TecT caMozmarHOCTMKW MPOAAEH YCMELLHO. AHaNM3aTop CTAHOBUTCS AOCTYMNEH /1A BbINOSHeHUs TecTos. Ha
akpaHe O630p cTatyca oTobpaxkaeTcs craryc CBOGOAEH.
N Buumanue!
Ecrm TecT camoamarHoCTUKV He NpoiaeH. AHarm3aTop rnepectaet 6bITb AOCTYMHbLIM A9 BbINOHEHUs
TectoB. Ha akpaHe O630p cTaryca oTobpakaeTcs cTaryc He paboTaeT. ObpaTuTech 3a NOAAEPKKON BOTAEN
Mo paboTe C KNMEHTaMI KoMMaHWn Biocartis.

locne BbINO/HEHUSA TecTa CamMoAMarHOCTMK OTHET O HEM MOXHO pacneyararb Wivi CoXpaHuTb Ha USB-
HaKonuTene W B O6LLIEN Marke.
01 Wudopmaumsa

Cm. rnasy 6.10: MeyaTb OTYETOB B (hopmare PDF.

Céop MH(opMaLmn 06 oTnaake

B Ma/I0BEPOSTHOM Crlyyae HenpeKpaLLAtLLMXCA OLLIMOOK SIErKO MOXHO CO3AaTb MaKeT, COAepaLLii
MH(opMAaLWItO 06 OT/IaaKe. STOT MakeT MOXET ObITb COXpaHeH Ha USB-HakonuTene win 3arpy>eH MeCTHbIM
oTZesnom o pabore ¢ kveHtammy yepes Idylla Connect.
0 Wnudopmayns
| Cm. rnaBy 5.7: Hactpolika nogkntoyeHus Idylla.
| JaHHas PyHKUMSA A0CTYMHa, TONbKO ecnn USB-HakonuTenb BCTaBneH B KOHCONb.

UroBbl co3aaTh NakeTe MHhopMaLyeli 06 OTNAAKE, BbINOMHUTE CeaytoLLMe LLaru:

1 Haxxmure MeHto.
OrkpoeTcs akpaH MeHto.

2. B pasgene TexHnueckoe o6cy)XmBaHUe Haxxvmte Coop MHAopMaLmm 06 oTriaake.
CucteMa HauHeT co3aaHue zip-thaiina ¢ Heob6XxoaUMON MH(opMaLWeiA. Mpr FOTOBHOCTM OTOBPA3ITCS
3KpaH 3KCropT.
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7.10 C60p MHopmaLm 06 oTnaake PyKOBOACTBO Mosib30Baress Idylla

3. Urobb! onpeaenunTb nosnyyaress MHhopMaLwm 06 oT/iafKe, KOCHUTECh pasaena MecTo HazHaueHus.
OtKpoetca skpaH MecTo HazHaueHNs.

4. B BCM/bIBarOLLEM OKHE YCTPOIACTBO XpaHEHUS BbIGepUTe HyxkHbIi USB-HakonuTesb.
9 Coser

Ecrm HyKakoe ycTpoiicTBo USB He MOAK/O4EHO, BCM/bIBAOLLEE OKHO YCTPOICTBO XpaHEHMS
oToBpaxKaeTcs cepbIM LBETOM. BeTabTe yeTpoiicTBo USB B oamH 13 USB-nopToB KoHconw.

5. Haxkavinte OK.
OnpegeneHo MecTo HaszHaueHWs 415 akeropTta. CHoBa OTKPOETCS 9KpaH HacTpoiiky aKenopTa.
-
Haxxmmre OtmveHa.
CHoBa OTKpOEeTCA 3KpaH HacTpoiiky akcropTa 6e3 CoXpaHeHS! USMEHEHWIA.

6. Haxxawvmre 3kcropr.

®aiin ¢ cobpaHHOW MH(hopMaLyieli 06 OTazKe IKCMOPTUPYETCS B BbIOPAHHOE YCTPOICTBO XpaHeH!S
USB. MoMMMO 3T0r0, (haiin aBTOMATUYECKM COXPaHSAETCS B OOLLIEY Marke (/v BblbpaH Takoi
BapuaHT).

-

Haxxmure OTveHa.

CHoBa OTKpOETCA 3KpaH MeHHo 6e3 3KCropT1poBaHKA (iaiina c cobpaHHO MH(opMaLweli 06 oTiaaxe.
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8 Mepbl NPeAOCTOPOXHOCTMH

B 370 r/1aBe NPUBOAATCS Mepbl NPEAOCTOPOXHOCTI, KOTOpbIE CriedyeT COO/HOAATL MU YCTaHOBKE,
3KCMyarauym 1 06Cy»XBaHMK, BbIBOAE W3 aKCrUTyaTauymn AHanmsaropa.

HaneuataHHbI nacnopt 6e30MacHOCTY € 3TUMK MepamMy MPEAOCTOPOXHOCTY HAXOAMTCS B yNakoBke KOHComm
AHanmnsaropa.

AHanmsarop v KoHcorb MoryT GbITb MOABEPTHYTHI BO3LECTBIIO 3/1EKTPOMArHUTHBIX MOMEX Pas/nyHbIX BAOOB,

MPOHMKAROLLIMX MO Liendam 3M1EKTPONUTaHNA, N3SMEpPEHNa Wi ynpasieHna Win e HaBeeHHbIX BHELLUHAMW
3NIEKTPOMArHATHLIMA MOMAMW. BUAbI 1 YPOBHU MOMEX 3aBUCAT OT KOHKPETHBIX ycn03|/||7| aKcnyaraumm n

YCTAHOBKM CUCTEM, NOACUCTEM WM 0BOPYA0BAHMS.

AHanmzatop 1 KoHComb MOryT GbITb MCTOUHMKAMY 3/IEKTPOMArHUTHBIX MOMEX B LLMPOKOWA MO/oce YacToT. S
MOMEXW MOTYT PacMpOCTPAHSTLCA MO CU/IOBBIM U CUMHASTBHBLIM JIMHSIM WA HEMOCPEACTBEHHO M3/Ty4aThCsl BO
BHELLIHEE MPOCTPAHCTBO W B/IMSATL Ha (hyHKLIMOHVPOBaHIE Apyroro 060py0BaHMA WK BAMSITb HA BHELLHIOH
3M1EKTPOMArHUTHYHO CPefly, HO He MPEBBbILLIASA 3HAUEHNIA, KOTOPbIE MOT/M bl MPENSTCTBOBATL
(hyHKLVIOHMPOBAHMIO APYTX CUCTEM B COOTBETCTBAM C MX HA3HAYEHVIEM.

O6Luas 6e30MacHOCTb

@ ﬂpp,qynpe)K,quVle
/icnonb3oBaHMe HacTosiLLel CUCTeMbI CNOCOGOM, He YKa3aHHbIM B JaHHOM PyKOBOACTBE Mo/b30Baress,
MOMET MPVBECTI K TPaBME M0/b30BaTENS WK MOBPEXAEHMIO CUCTEMBI. YoeauUTech, YTO BCE MO/b30BaTe/ v
MOMYYANA 1 O3HAKOM/IEHDI C MpaBWiamMiy OBLLEV TEXHUKI 6E30MacHOCTX /19 laboparopuid 1 MpoUMTani n
MOHSUM VUH(OPMALMIKO N0 6E30MaCcHOCTH, COAEPXALLYIOCA B JaHHOM [OKYMEHTE.

BHumanue!

| He ncnonb3yite Cuctemy, noka He npountaete 1 nommere pykKoBOACTBO NO/b30BATENS.

| TepcoHas, NCNoMb3yHLWMA CUCTEMY, AOMKEH NPONTM LOCTATOUHYHO NOATOTOBKY.

| He ncnonb3yiTe 310 YCTPOMCTBO B HEMNOCPEACTBEHHON G/IM30CTU K MCTOYHMKAM CUTbHOTO
3NIEKTPOMAarHUTHOrO M3yyYeHns (HanpumMep, HaMmepeHHO He 3KPaHMPOBaHHbLIX PY-MCTOUHUKOB), Tak
KaK OHW MOTyT MeLlaTb Haj/iexallein pabore.

| MeguumHCKoe 060pyA0BaHME COOTBETCTBYET TPe6OBaHMSAM K MOMEXOYCTOYMBOCTU 1
3MEKTPOMarHUTHOM aMmceum, NpueeaeHHbIM B ctaHaapTe IEC/EN 61326-2-6:2012

| 36erainTepasmelleHUssAHanM3aTopa U KOHCONMMINKaKynakoBaHHbIX, TaKMPacrnakoBaHHbIX

KapTpumpkeli psaom ¢ 060rpeBatenisiMy, BEHTWIALMOHHBIMA KaHa/laMK, VICTOYHUKaMIA BOpaLmn Wik

noA NpAMbIMA COTHEYHBIMW JIyHaMI.
| He CMOTpUTE NPAMO Ha CBETOAMOAHbIE NHANKATOPbI CHUTLIBATESIA LUTPUX-KO4a KoHconu Bo

n36exaHme auckomdgopTa.

OneKTPo6HE30MacHOCTb

MPELYTPEXKEH!

| Bo n3bexxaHue pucka NopaXkKeHUs 3M1eKTPUYECKMM TOKOM He CHVMaiTe 6enble KOXyXu C
AHanmsatopa Wi KoHconu. B cryyae NOBPeXAEHNS BHELLHENO KOXyXa He VCrosb3yiiTe
AHanmzarop.

| Ans npegoTBpaLLeHms OnacHOCTW NOPaXKEHUS AEKTPUYECKUMTOKOM He NoABepraiite AHam3atop
W KOHcorb BO3AEVICTBIKO XXMAKOCTEN WK Bliar PAAOM C 3M1EKTPUYECKMA Pa3beMaMy.

106ecrieybTe COOTBETCTBYHOLLIEE A/IEKTpONUTaHIe. [1s obecriedeHrs 6e30nacHoii aKcrTyaraumm
BbIMO/HANTE NOAKOUYEHWNE TONbKO KPO3ETKaM C 3aLLMTHBIM 3a3eM/IEHNEM CA0CTATOYHBIMM
xapaktepuctukamu. ObecneybTe 31EKTPONUTAHNE C NOAXOAALLMM HANPSHKEHWNEM.

| ObecneubTebecnpensTCTBEHHbIAA0CTYNKCETEBLIM PO3ETKaM BN060E BpeMsi. AHA/IN3aTop 1
KoHcorb Heo6XoaVIMO UCTO/b30BATH C MOCTAB/ISIEMbIMY CETEBLIMIA KaberamMu.

| BonsbexxaHue yrpo3bl BO3HUKHOBEHWSA MOXapaXxpaHUTe OrHEONaCHbIE XKUAKOCTY BOObLINX
KO/MMYEeCTBax Ha yaasieHUn OT 3/IEKTPUYECKUX KOMMOHEHTOB.
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MexaHuyeckast 6e30MacHOCTb PykoBoAcTBO nosb3osatens Idylla

N Buumanwue!
|YTO6bI IMETL BO3MOXXHOCTb B/IHOOOI MOMEHT NOMHOCTHH0 0GECTOUNTL CUCTEMY, HE 3arpOMOXAANTEe
[0CTYN K BbIK/IKOYATEN0 NUTaHUA Ha 3afHeli NaHen AHanm3atopa.
IC60Ii NUTaHKS MOXET NPUBECTY K NOTEPE AaHHbIX 1 06pabatbiBaeMbix 06pasLoB. Bo
n3bexaHve
3TOro yoeauTech, 4To naboparopys 0becrneunBaeT JOCTATOMHOE 3/IEKTPONMUTaHME B Crlyyae

A UNK<»OPMA| (M
Tpe6oBaHMs K 3MEKTPOMITAHMIO CM. B PYKOBOACTBE N0 MO/FOTOBKE paGoyero Mecra.

MexaHnyeckass 6e30MnacHOCTb

n BHVUMAHWB!

He 3arpoMoyaaiiTe NPOCTPAHCTBO Nepes, AHa/IM3aToOpOoM, YTOGbI IOTOK MOT HaZ/IEXaLLMM 06pa3om
OTKPbIBATLCS 1 3aKPbIBATHCS.

Be30nacHOCTb B OTHOLLEHWWN GMONOTMYECKON YTPo3bl

N TMpea/npexaerne

| Mpw obpaLLieHnn ¢ BrionoryyecknmMy 06pasLiammn naLyieHTa AHanmsarop 1 Kaptpumi MoryT
KOHTaKTVPOBaThb C 61O/I0MMYECKM OMacHbIM MateprasioM. ObpaLLiaiiTeck Co BCEMM GHO/IOrMUECKMMM
o6pasLammn 1 UCrosb30BaHHLIMN KapTprmkamy Kak NoTeHLMaribHO COCOBHbIMM K nepesaqe
VH(EKLMOHHBIX areHToB. Mpi 0bpaLLieHnn ¢ obpasLiaMu, My UX UCMO/b30BaHWM Y XPaHEHW, a
TaKrKe Npy YTUM3aumm TBEPAbIX M KALKVX OTXOA0B HeOOXOAVMMO CeAoBaTh npoLeaypam,
COOTBETCTBYHOLLWIM OBLLMM NpaBu/iaM TEXHUKY 6e30MacHOCTU /Tabopatopum B OTHOLLIEHIN
VCMONB30BAHMA XUMUHECKUX BELLIECTB W YTUIN3ALMM OTXOZ0B, a Takke COOTBETCTBYHOLLYIM
HaLMOHa/bHbIM HOPMATMBHBIM aKTam Wi pyKoBoACTBaM (Hanpumep. Protection of laboratory
workers from occupational acquired infections; Approved Guideline - Third Edition). CLS|
document M29-A3. Clinical laboratory waste management; Approved Guideline - Third Edition.
CLSI document GP05-A3. Wayne, PA, USA: Clinical and Laboratory Standards Institute (CLSI)).

[icnonb3yiite 3aLLpTHbIE O4KM, NEPUATKY U 3aLLMTHBIA KOCTIOM NPy 06paLLeHny C KOMIOHEHTaMM 1
MPUHaL/IEXXHOCTAMM, KOTOPbIE MOTYT KOHTAKTMPOBATb C MOTEHLMAILHO MH(EKLMOHHBIMM
rnpenaparamu.

N Wndpopmaumsn
M3yunte MHCTPYKLMKX MO NPUMEHEHNIO /151 TECTOB, MCMOMb3YeMbIX C AHA/IM3ATOPOM. 3TN MHCTPYKLMN
COZIEPXAT CreLINYECKME MEPbI MPEAOCTOPOXKHOCTY N UHCTRYKLIM M0 OGPALLIEHIIO C XUMAYECKMM
BeLLeCTBaMn 1 OMnacHbIM MaTteprasiaMi.

BEe30MacHOCTb MPK QUUCTKE U AE3UH(EK, N

O Buumanue!
Vicnonb3oBaHwe cnocoba O4MCTKA Wik AE3NHPEKLMM, HE PEKOMEHA0BAHHOTO MPOM3BOAUTENEM, MOXET
MPVBECTU K MOBPEXAEHNIO AHaM3aTopa Wi HELOCTATOYHON AE3VMHEKLMM W OHICTKE.
[na obecrieyeHnst 6e30MacHOCTX APYrvX L Y6eauTech B HaA/IeXaLLen Ae3NHDEKLMM AHanm3aTopa,
npexgae Yem NPoBOAUTL ee 0OCYXKVBaHME B BaLLEM YUPEXAEHUN.
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Nudopmaunmsn
ICm. rnasy 7.4
I Cm. rnasy 7.5

[logHMMaHKe Wwin nepemelLeHe AHanmsaropa

N

MpeaynpexaerHune

| MprycTaHOBKe WK NepemMeLLeHnMAHaN3aTopayymTbIBaiTeerosec. He nogH1maiiTe AHanmsarop
BOZM HOYKY. PeKoMeHAayeTcs, 4ToObl AHaIM3aTop NogHUMa naBayeioBeka Bo u3bexaHve
TPaBMMPOBAHMA COTPYAHNKOB WK NOBPEXAeHWs AHasim3aropa.

IMpexgae yeM nNepemeLlats AHanM3aTop, yoeamteck, UTo kKabesnm oTcoeamHeHb! 1 Bce KapTpumku
V3B/IEYEHDI.

N

NHpopmaumsa

Taroke oM. creLydmkaLymn AHanmaaropa ldylla s o6ecreyeHis COOTBETCTBIAS HOBOTO paboyero Mecta
BCEM YKa3aHHbIM TPE6GOBAHIISIM.

BbiBOA 113 IKCrnyaraunn N ytmnm3adms

MpensapuTeNbHO Nepes BbIBOAOM M3 3KCTTyataLuyn 1 ytuamsaumeit, cuctema Idylla™ B obsizatenisHOM nopsiake
[J0mKHa ObITb 06e33apaXkeHa.
Cuctema M ee 4acT [O/MKHbI YTWIM3MPOBATLCS C COOMtofeHeM AeiicTByroumx B Poccuiickoin depepaliym
NOKanbHbIX HOpPMaTVBHBIX npeanucaHnii 1 aktoB (CaHlMMH 2.1.7.2790-10 “CaHWTapHO-3NMAEMMONONMYECKIME
TPe6OBaHMS K 06paLLEHMIO C MEAVLIMHCKAMM oTXodammn”. deaepanbHbIii 3aKkoH ot 24.06.1998 N 89-03):
e AHa/m3atop [OO/MDKEH YTWM3MPOBATLCS C  COBMIOAEHMEM  AENCTBYIOLMX  IOKASIbHBIX  HOPMATVBHbIX
MPEANVCaHNA, NPUMEHNTENBHO K KNaccy «A» {3nMaeMmMonormiyeckin 6esonacHbie oTxodpl).
e KOHCO/Mb fOMKHA YTUIU3UPOBATLCS C COOMOAEHNEM AEACTBYIOLLMX JIOKa/bHBIX HOPMATUBHBIX MPEAvcaHui,
MPUMEHUTENBHO K BbITOBLIM 1 MPOMbILLITIEHHBLIM OTX0aM (B YaaHOCTU, OMCHON 1 KOMIMbIOTEPHOMN TEXHUKE).
e Kaptpumi (MCronb30BaHHbIe U C UCTEKLLVIM CPOKOM FOIHOCTU) [OMKHbI YTUIM3MPOBATLCA C COOMIOAEHVEM

[ENCTBYIOLMX TOKASTbHBIX MPEeAnMcaHniA, NPUMEHUTENbHO K Kiaccy «B» (3NMMAeMMOMONMUECK OnaHcble
oTX0fbl).

"Ob6e33apaxxvBaHvie AHanmsaropa 1 KoHcorn" Owmbka! 3aknaska He onpeseneHa.4
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9 NMOWCK N ycTpaHeHWe HencrnpaBHOCTEN

Bonpoc

Uto fenatb B cny4yae nosiB/ieHUs

cneayouLmx owmnoboK?
CLL.SCR.082
CLL.SCR.083
CLL.SCR.100
CLL.SCR.no
DAL.CFG.012
DAL.CFG.013
DAL.CFG.014
DAL.CFG.015
DAL.CFG.016
DAL.CFG.017

UTo fenatb B c/lyyae MnosiB/ieHUN

cnegyrowmx ownbok?
ICLL.SCR.060
MS0.000.050
MS0.000.051
MS0.000.052
iMS0.000.053

UTo fenaTtb B cayyae nosiB/eHUA

N 6oro gpyroro noga owWmno6KnN?

~1
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BosmoxHas npnynHa

Bbiria 06Hapy»eHa cuTyaLws, NPaKTUUECKX ONPeaeneHHO YKasbIBatoLLias Ha cooi
annaparHoro obecneyeHuns. CO0I annaparHoro obecreyeHnst Npou3oLLen B
AHanmzaTope, Y KOTOPOro He yA3eTca pa3MOHTUPOBaTb KapTprmk nW/inm
OTKPbITb J/IOTOK. M03TOMY 60/1bLLE HEBO3MOXHO OTKPbITL JIOTOK. EC/In
BbINO/HsINACch 06paboTKa TecTa, pe3ynbTar He OyAeT NOMyYeH.

Bbna 06Hapy»KeHa cuTyaLys, KOTopas MOXKET yKasblBaTb Ha cOoli annaparHoro
obecneyeHys (BKMoHas Kaptprmk). Ecin BbINonHANack 06paboTka TecTa,
pe3ynbTar He OyAeT NOo/yueH.

Bb10 06HAPYEHO COCTOSHIIE HEMCTPABHOCTM, KOTOPOE MOXET He ObITb
(hatanbHbIM B TOM OTHOLLEHWM, YTO BO3MOXHO €r0 1CrpaB/ieHie, 1 3To
COCTOSIHME HE COXPaHUTCA (HanpuMep, KpaTKoBpeMEHHbIA COOiA AaTumka.
HenpeaB1AEHHOE COCTOsIHME NMPOrpaMMHOTO obecreyeHws). Ecin BbINonHAIach
06paboTka TecTa, pe3ynbTar He ByeT NosyYeH.

O6patuTech 3a NoAAEPKKOA B OTAEN MO
paborte ¢ KveHTaMy KOMMaHuW Biocartis win
K BaLLemy pervioHaibHOMy NpeacTaBuTesio.
Lepxute nog, pykoin qaidn otiaakm —

cM. Cwm. rasy 7.10: Coop vH(opMaLym 06
oT/1aKe.

ObpatuTech 3a NOAAePKKON B OTAEN Mo
paborte ¢ KeHTamM1 KoMaHu1 Biocartis uin
K Bawuemy pervioHasibHOMy NpeacTaBuTesio.
Jepxwite nog, pykovi (haiin oT/iaakv —

cMm. Cw. rnasy 7.10: Coop nHopmMaLyn 0b
OT/iajKe.

BoccTaHOBEHVE MOXHO BbINOMHUTL MyTEM
NOBTOPHOrO 3arycka KoHcomm wi
AHanmzaTtopa, Ha KOTOPOM BO3HMKNA
OLLIMOKA.

B 3aBVCYMOCTI OT OMMCAHMS COOBLLIEHNS

00 oLmobKe, CM.

| Cm. rnasy4.2: BkntoyeHme n
BbIK/MOYeHMe AHaM3aTopa

| Cw. rnasy 4.1: BknioyeHune u
BbIKNO4eHWe KoHconm



Ecrm npoGrema coxpaHsieTcsi, 0bpatuTech 3a
MOAAEPXKKON B OTAEN Mo paboTe ¢
KIveHTamMmn KoMraHumM Biocartis wim K
BaLLemy pervoHanbHOMY MpeacTaBUTeNo.
JepxuTe nog, pyKoi gaiin otnaaKm —Ccm.
Cwm. rnasy 7.10: C60p vH(opmaLmm 06
oTnagxKe.

BeribiBaroLLee OKHO, B KOTOPOM He COOBLLIAETCS KO, OLLIMOKM, 06bIMHO ABNAeTCs  MpounTalite cO06LLEHME BO BCI/IbIBAHOLLEM

VH(hOPMaLIOHHBIM COOBLLIEHMEM, HE BMAIOLLMM Ha paboTy MPOrpaMMHOTO M OKHE W MOATBEPANTE W OTMEHUTE, YTOBb
annaparHoro obecrneyeHus. [l0anyb YKEMaemoro pesysbTara.

Uto fenatb B cnydae
MHMOPMaLNOHHOI0 CO0O6LLeEHNS

(BcnbiBakoL,ee 0KHO)?

Yto genatb, ecnm KoHcomb He Mpo6sieMbl CO CYATLIBATENIEM LLITPMX-KOAA 1 BoiiguTe 13 crcTembl KoHcorm
oo 2. BolKntoumTe KoHCo/b
CHATHIBAET HITRIDCKOA! 3. OTK/MtoumTe Kabesb MUTaHns ot
KoHcorm nprbnmsutesibHo Ha 30
CEKYHL,

4. CHoBa NOAK/HOUMTE Kabeslb
nuTaHnA KoHcosu.

5. BbINOMHMTE NOBTOPHBIA 3aryCcK
KoHcomm.

Ecrm npobnema coxpaHsieTcs, 0bparurecs 3a
NOAAEPKKON B OTAEN MO paboTe ¢
KneHTamm KomraHum Biocartis.
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10 CobnwogeHne perynaTopHbIX TpeboBaHUM

Axanmsarop Idylla 1 KoHcornb Gbin NpoTecTpoBaHbI 1 Mo pe3ysibTatam TeCTUPOBaHMS COOTBETCTBYHOT BCEM

MPYMEHUMbIM TPEOGOBAHKAM CreLyHOLLMX CTaHAAPTOB:
[Ovpektvga no VD 98/79/EC
IEC/EN61010-1
CAN/CSA-C22.2. N2 61010-1
NecraHgapra UL 61010-1

IEC/EN61010-2-101
CAN/CSA-C22.2, N2 61010-2-101

IEC/EN61010-2-010
CAN/CSA-C22.2, Ne61010-2-010

IEC/EN61010-2-081
CAN/CSA-C22.2, Ne 61010-2-081

IEC/EN61326-2-6

(B TOM UmCne HaUMOHa/bHbIE OTKIIOHEHMA 415 Bpasunnm
n KO>xHon Kopew)

pasgen 47 CFR, yactb 18 FCC

pasgen 47 CFR, vactb 15 FCC

& 000 LHPMH [ INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU

MeauLUmMHCKYie YCTPOICTBa 18 AMarHOCTV KM
in vitro

TpeboBaHUs K 6e30MacHOCTV 3/IEKTPUHECKIMX
KOHTPO/IbHO-V3MEPUTE/bHbIX MPUOOPOB 1

naboparopHoro obopyaosaHus. Yacts 1: Obwye
TpeboBaHws

Tpe60BaHUs K 6€30MacHOCTY 3NEKTPUYECKIMX
KOHTPO/bHO-M3MepUTENBbHBIX MPUOOPOB 1
nabopartopHoro 06opyaoBaHms. Yacts 2-101:
Cnewyidimueckvie TpeGoBaHUS A1 MEAVLIMHCKOrO
0060pyA0BaHUA A/151 AMarHOCTMKK in vitro (IVD)

TpeboBaHUs K 6E30MACHOCTU AMEKTPUHECKUX
KOHTPO/bHO-M3MEPUTETbHBIX MPUOGOPOB 1
nabopaTtopHoro 06opyaoBaHms. Yactb 2-010:
Cnewuwidmyeckue TpeboBaHWA AN1A HarpeBaHus
marteprianos

Tpe6oBaHUs K 6E30MacHOCTN 3MEKTPUYECKMX
KOHTPO/IbHO-V3MEPUTESIbHBIX MPMOBOPOB 1
naboparopHoro obopyaosaHus. Yacts 2-081:
Cneumdmyeckme TpeboBaHWA 414
aBTOMATUYECKOrO M NO/yaBTOMATVHECKOTO
0060pyL0BaHUA 1A aHanm3a 1 ApYrux Leneli

TpeboBaHus K 6e30MaCHOCTN 3/TEKTPUYHECKIMX
KOHTPO/IbHO-M3MepUTESTbHbIX MPYOOPOB 1
NlabopatopHOro o6opyaoBaHms. TpeboBaHMs K
3NEKTPOMarHUTHOI COBMECTUMOCTU. YacTb 2-6:
Cneupidnyeckme TpeboBaHNs 419 MeULMHCKOrO
060pya0BaHNA 47151 AMarHOCTMKK in vitro (IVD)
Knacc B

MNPOMbILLIEHHOE, Hay4HOe 1 MeaMLUMHCKOe
0bopynoBaHue
Knacc B

PaamoyacToTHbIE YCTpoiicTBa
Knacc B



10.1 lMNMpepynpexkoeHna u npumedaHus FCC

MpeaynpexapHnp
VI3MeHeHMs i MoaMAIMKALIK, BHOCUMBbIE B 3TO YCTPOIACTBO, HE 000PEHHbIE B NPSIMOIA hopme
KoMnaHvieli Biocartis, MOryT NpuBecTu K yTpare nosib3oBaresieM BO3MOXHOCTY paboTarb ¢ 060pyL0BaHEM.

N Wndopmauus

MprveyaHe: ato 06opyLOBaHMe NPOTECTMPOBAHO W MO pe3y/ibTaraM TECTUPOBaHNS COOTBETCTBYET
npesenbHbIM 3Ha4eHUst /19 LMGPOBOro YCTpoiicTBa Kracca B cornacHo Yactn 15 m Yactn 18 Mpasmn FCC.
IV NpefesibHble 3HaYEHUS UMEHOT CBOE LIe/bio NMPe0CTaB/IeEHE NpMeMIEMON 3aLLMTLI NPOTUB BPeAHbIX
MeLLIIOLLWX BIMSHWI NP YCTaHOBKE YCTPOICTBA B XXWbIX NMOMeELLEHMsX. [laHHOe 060pyoBaHe
reHepupyeT, UCMOMb3YET Y MOXET U3/yuaTb PaanoUacTOTHYHO SHEPIVIO W, NMPU MUCMOMb30BaHUM He B
COOTBETCTBUM C MHCTPYKLUMAMM, MOXET OKa3biBaTb BpeAHOe MeLLatoLLee BMSHIE Ha paamocBssb. OaHako
HET rapaHTWK, YTO MeLLAOLLErO BNMsHIE By4eT OTCYTCTBOBATL MPW KOHKPETHOI yCTaHOBKe. Ecim ato
060pYy10BaHM1e BCE XXe OKa3blBaeT BPeAHOE MELLAOLLEE B/ISHSA, YTO MOXHO OMpee/nTb NMyTeM ero
BbIK/IFOYEHVIS W BK/KOYEHWS, NO/b30BATENO PEKOMEHAYETCS NOMbITaTbCs YCTPaHUTL 3TO MeLLaroLLee
B/MSIHME OAHVM W HECKOSTBKMI 13 YKa3aHHbIX HUKe CrocobOoB;

| yBENMYNTL PaCCTOSHE MEXAY B3aMMOAENCTBYOLLMM 060pyL0BaHMEM,;

| noaKNUMTL B3aMOAENCTBYOLLEe 060PpYA0BaHME K pa3HbIM CETEBLIM PO3ETKaM.

lMpyMeYaHme OTHOCUTENBHO COBN0AEHNS TpeboBaHWin FCC: XOTa 3T0 YCTPOCTBO BblI0 NPOTECTUPOBAHO
1 10 pe3y/bTaTam TECTUPOBaHUSA COOTBETCTBYET TpeboBaHMAM Yactn 15, Moavactn B Mpasun FCC ansa
YCTPOVACTB Kacca B, cneayet 3amMeTuTb, YTO aHHas cepTutMKaLms SBnseTcs [0OPOBOSILHOM, MOCKO/bKY
aHa/I13aTop PaccMaTpUBAETCA Kak YCTPOICTBO, He HyXKOAOLLEeCs B Takoi CepTUdmKaLImn, COracHo
Paspeny 47 CFR 15.103(c).
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11 AsTopuM3aoBaHHbLEi npeacTasuTent PYKOBOALTBO NONLIOBaTEAA idylla

11 ABTOpM30BaHHLIK NpeacTasuUTeNnb

OFAIOBATHBL T a0

000 «Buofadin»

(P®, 197046, r. Cauxt-Nerepbypr, Nunckuii nepeynox, 3, auvep A)
RU 3n. noura: main@bioline.ry
«TopA4an NuKMAR CAYKOB TeXHUYECKOH NoaaepKKn: 8-800-333-00-49
Ten.: (812) 320-49-49
®akc: (812) 320-49-40

P
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PykoBoacTBo nonb3osarens Idylla

VHhopmaLmst 06 aBTOpCKOM npase

© Biocartis NV, 2015-2016. All rights reserved. Hvikakas YacTb AaHHOI MyG/MKaLmM HE MOXKET ObITb
BOCMPOV3BEEHa, NEpeaaHa, nepesanucaHa Wim nepeBeagHa Ha /roboin A3bIK, BK/IHOHas KOMIMbHOTEPHbIE A3bIKY,
H/ B KaKoWi (hopme 1 HUKaKMMIK criocobamn 6e3 npeasapuTeribHO BbIPXKEHHOTO B MUCLMEHHOI (opve
paspeLLeHrs KomnaHuK Biocartis NV.

MpoayKT paspeLLeHo 1Cnosb30BaTb UCKITHOUUTESTHO B COOTBETCTBIM C YC/OBUSMA U NOMOXEHMAMI Biocartis
(MpesocTasneHHbIMK NPV MPYOBPETEHWM MPOLYKTa), BK/IKOYas YC/IOBUS Npas, NnepeaasaeMblIX Mo SIMLEH3MM (4To
paspeLLEeHO M YTO 3arpeLLEeHO AenaTb), rapaHTUo 1 UCMO/b30BaHKe NPOrpaMMHOro obecriedeHms. BHMaTEIbHO
MpoYmMTaliTe YC/IoBUS U1 MOMOXKEHWS KOMMaHWW Biocartis, npexxae Yem npucTynarb K UCTosb30BaHUI0 NPOAyKTa.
Ha fiaHHbIA NPOAYKT pacnpocTpaHseTcs AeCTBIE OQHOTO Wi 6onee vi3 cneayrolwx nareHtos CLUA: 0675,375;
0686,335; 0680,658; US 8,563,324; US 8441,629; US 8,641,971; US 8,512,637 1 US 6,936,225.

nn

Biocartis NV
Generaal De Wittelaan 11 B

2800 Mechelen

Benbrus

TenethoH:+32 15 632 883
www.biocartis.com

KomnaHua Biocartis ocTas/isieT 3a o601 NpaBo Ha M3MeHeHVe CBOel NPOoLyKLMM 1 YCnyr B iloboe Bpems.
HecmoTpst Ha BCe yewvs, NpeanpuHATLIE C LESbH0 06ecneyeHrs npasibHOCTY JOKYMEHTALWN, KOMIMaHWA
Biocartis He HECET OTBETCTBEHHOCTb 38 OLLMOKY, HETOYHOCTV WM YYLLIEHWS, C KOTOPbIMM MOXET CTO/IKHYTHCA
MO/b30BaTe/ b, & TAKXKE 3a UCMOMb30BaHMe CrCTeMbI 6e3 MPOYTEHNS JOKYMEHTaLWM No Cucteme.

ToBapHbIi1 3HaK 1 norotun Biocartis —3T0 TOBapHbIE 3HaKW, MPMHAZA/EXaLLYie KOMMaHWK Biocartis,
Vcronb3yemble 1 3apervicTprpoBaHHbIe B EBpore.

Idylla — 370 TOBapHbII 3HaK, 3apPerycTPUPOBaHHbIA B CoeamHeHHbIX LLitatax AMeprkv 1 B ApYriX CTpaHax.
TosapHbIiA 3HaK 1 norotun Idylla™ — mcrosnb3yemble TOBapHbIe 3HaKY, NMPVHaZ/IeXaLLME KOMMaHUKM Biocartis.
Ethernet* — 3aperncTprpoBaHHbIA TOBapHbIA 3HAK KOpopaLvv Xerox.

Bce ocTanibHble TOBAPHbIE 3HaKW SB/IAKOTCA TOBAPHBLIMV 3HaKaMI COOTBETCTBYHOLLMX NpaBoobiaaaTesniei.

Bepcusn Penuns Mepeuenb pegakuymnii

01/2020 MepBas Bepcyia
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PykoBOACTBO M0/1b30BaTesA

Idylla

12 NMporpamMmMHOe obecneyeHne CTOPOHHUX
pa3paboTynMKoB N MH(popMaLnuad 06 aBTOPCKOM
npase

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://mwww.openssl.org/). Because Biocartis has included the OpenSSL Project software in this product,
Biocartis is required to include the following text that accompanied such software:

Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2 Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: "This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit, (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project™ must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact openssl-
core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: *This product includes
software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITSCONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes software written by Eric Young (eay@cryptsoft.com). This product includes software
written by Tim Hudson (tjh@cryptsoft.com). Because Biocartis has included software written by Eric Young and
Tim Hudson in this product, Biocartis is required to include the following text that accompanied such software:
Copyright (c) 1995-1998 Eric Young (eay@cryptsoft.com). Al rights reserved. This package is an SSL
implementation written by Eric Young (eay@cryptsoft.com). The implementation was written so as to conform
with Netscapes SSL.
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This library is free for commercial and non-commercial use as long as the following conditions are adhered to.
The following conditions apply to all code found in this distribution, be it the RC4, RSA, Ihash, DES, etc., code; not
just the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson {tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed. If this
package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.
This can be in the form of a textual message at program startup or in documentation (online or textual) provided
with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: "This product includes cryptographic software written by Eric Young (eay@crvptsoft.com)"
The word ‘cryptographic' can be left out if the rouines from the library being used are not cryptographic related.
4. Ifyou include any Windows specific code (or a derivative thereof) from the apps directory (application code)
you must include an acknowledgement: "This product includes software written by Tim Hudson
(tih@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIREa,
INDIREa, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING INANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be
changed, i.e. this code cannot simply be copied and put under another distribution licence [including the GNU
Public Licence.]

This product includes software of which the copyright is owned by Jason Evans, theMozilla Foundation and
Facebook, Inc. Because Biocartis has included this software in this product, Biocartis is required to include the
following text that accompanied such software:

Copyright (c) 2002-2014 Jason Evans jasone@canonware.com. Al rights reserved.

Copyright (c) 2007-2012 Mozilla Foundation. All rights reserved.

Copyright (c) 2009-2014 Facebook, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1 Redistributions of source code must retain the above copyright notice(s), this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice(s), this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER(S) "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER(S) BE LIABLE FOR
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12 Nporpammnoe obecnevenne CTOPOHNNX pa3-
PyroBOACTBO NOALIOBATENA

pabomnkos n npopmaumn o6 asTopcKOm npase idylla

ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES {INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT {INCLUDING NEGUGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

-110- sdylla
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PykoBoacTBO NO NOAroToBke pabo4vero

MecTa ldylla

CSW/4.2 v soimse

Biocartis NV

Generaal de
d Wittelaan 11 B 2800

Mechelen {beavrma)

www.biocartis.com

P1010 {Koxconb) u POO10 (AHanuaaTtop)

01/2020
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1 Ceepennn 0 npogyxre PykoBoACTBO NO NoAroTobke pabovuero mecra kiylla

1 CBeaeHuAa 0 NpoAyKTe

PyxoBoacTso NO NOAFOTOBKe pabovero mecra Idylla nomoxeT NOAroTOBUTLCA K NPUGLITHIO M YCTAHOBKE
Cuctemb! Idylla & naboparopumn. O6paTute sHumaHue, 410 Cuctema idylia COCTONT U3 KOHCONK U 0aHOTO nAK
HeCKOAbKMX AHAAN3ATOPOB.

10 PYKOBOACTBO COARPKMUT 0030p 3TaN0S BHEAPLHHUA W 3AASHCTEOBAHHLIX 1ML, B HEM TAKE HAXOAATCH
HOHTPOALHBLIE NEePEUHM, KOTOPHIE CARAYET UCNONLIOBATL NPY PatemoTpeHun TpebosaHuit K NaowaaKe
NPOBEPKE NOCTABNAEMOIO MEAUUMHCKOTO U3AENNA, HAKONEL, B HEM ONIMCHIBAGTEA NOCNLADBATENBHOCTL
YCTAHOBKN W COALPMUTCA HHPOPMBUMA NO NEPBOMY BXOAY B CHCTEMY ¥ NO KOHPHIYPAUNUK CUCTEMBI.
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2 [JoKymMeHTauma n nogpepxka

2.1 CBfA3aHHas AOKyMeHTauua

3T0 PYKOBOZICTBO Takke COAEPKUT CChITKN Ha CBA3aHHYHO MO/b30BaTE/TbCKYH) [0KYMEHTALIVILO;

e Otyert no kearmgmkaLmm ycraHoBkM (1Q): KoHcorb Idylla (noctasnsietcs ¢ KOHCorbto)

* OrtueT no kearmgmkaLmmn ycraHosku (1Q): AHanmsarop Idylla (noctasnsietca ¢ AHanM3aTopom)
» PykoBogcTBO oneparopa Idylla (g CSWA.2 1 BbllLe, B NPAMOIA CBSA3M C 3TVIM PYKOBOACTBOM)
« PyKoBOZCTBO MO MHTerpaLym Idylla B iabopatoputo (3T0T OKYMEHT NMOMOXKET BaLlemy otaeny T
WHTErpupoBarth Idylla B fabopatopuito)

BCto AOKyMEHTaLMIO MO/b30BaTenst MOXKHO MOyunTb Yepe3 Be6-CaiiT KoMnaHuy Biocartis wiv o 6ecniartHbIM
HOMepam Te/lepoHOB, YKasaHHbIM B nacriopte 6e3ornacHocTy Idylla (HaxoamTes B Kaxaom KOHTelHepe ¢
AHann3aropom 1 KOHCOombH).
www.biocartis.com (pa3gen «3akas v nogaepkka»)
e 3aperucTpupyiiTech B KayecTBe K/MeHTa, YToObI NOMy4mMTh AOCTYMN K 6e30MacHOv 30He Beb-caitTa Biocartis,
W BOAYTE.
= B 6e3onacHoin 30He Be6-caiiTe Bbl HaiaEeTe BCHO AOKYMEHTALWKO U MomoLLLb (TTP, npovast MHgopmaLys).
www.biocartis.com/ifu
e ApPXVB BCEX MHCTPYKLIMIA no npumeHeHmto (IFU) idylla 1 pykoBoacTs nornb3osaresisi.
 l/cronb3yiite KMKOYEBOI KOZ, HA MapKUPOBKE MPOLyKTa.
NHpopmayus
KntoueBoin Kog, s PykoBOZACTBA Onepartopa (4151 Balleli BepCun MporpamMMHOro 0becrieyeHis)
MOXHO HaifTu Ha akpaHe «O npogaykTe» (About) B pasaene «/HhopmaLms 0 KoHconm, «Bepcust
MpOrpamMMHOro obecreyeHmst KoHcomm.
[na TecT-cneumpruecknX MHCTPYKLWMIA Mo npumMeHeHunto (IFU) Kto4eBoid Kog MOXHO HaiiTvi B
MapKVPOBKe NpoZyKTa (Harprvep, Ha STUKETKaX MakeTa Wil KOHTeViHepa).

2.2 Tloapepxka

MpeAacTaByTENb MECTHOTO OTAE/a No PaboTe C KeHTaMM NMOMOXKET BaM NPW NOAFOTOBKE K MPMOLITULO 1 MpK
ycTaHoBke Cuctemb! Idylla.

KOHTaKTHbIE IaHHbIE MPX HEOBXOAMMOCTY MOXHO HaiATV Ha BeG-Calite www.biocartis.com B pazaene «Order &
Support» (3aka3 1 nogaepxka) > «Distributors» (QUCTPUGLIOTOPLI).

Vms: Biocartis NV

Anpec: Generaal De Wittelaan 11 B, 2800 Mechelen, besbrus
TenedoH: +32 15 632 888

Agpec aneKTPOHHO NouTbl: customerservice@biocartis.com

YNO/IHOMOYEHHbIA NpeAcTaBuTens B Poccuiickoin depepauunu:
000 «bunoflaitH» (Poccuitckas ®epepaums, 197046, r. CaHkT-MeTepbypr, MNMUHCKUIA Nepeynok, 3, nutep A)

3n. nouta: maln@bioline.ru
«opsivas NMHKS» CNY>KObl TEXHNYECKON noaaepxku: 8-800-333-00-49

Ten.: (812) 320-49-49 dakc: (812) 320-49-40
Be6-canT; www.bioline.ru
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2.3 00630p BHeApeHUS

[lo npnbbmus Cuctembl Idylla noaroToBbTe NabOPATOPUIO COMMACHO MHCTPYKLMSIM B HACTOSILLEM PYKOBOACTBE.
Vicnonb3yiTe KOHTPO/IbHbIE NEPEYHM [/151 BbINOMHEHWS BCEX HEOOXOAUMbIX 3TaroB MOArOTOBKA 1
npeaBapuTeNbHOMO YCTaHOBKY. Koraa OyayT BbINO/HeHb! Tpe60BaHUS K paboyemy MeCTy, flaboparopus byaet
rotoBa nosyunTb CUCTEMy, YCTaHOBKY KOTOPOIA OCYLLIECTBUT KB/IM(WMLIPOBaHHbIV MPeACTaBUTENb MECTHOMO
oTAena rno pabote ¢ KNMeHTamm KoMaHu1 Biocartis.

OCHOBHbIMU LLAramMm 41a BHEAPEHUA ABMAKOTCA CriedytoLLme:

* [103BOHUMTE B MECTHbIV OTZEN MO paboTe C KeHTaMm

» Bbibepute MecTo /151 yCTaHOBKW CCTEMBI

= ObecreybTe COOTBETCTBME PABOYEro MecTa Bcem TpeboBaHAM K YCTaHOBKE
= [loctaBka vycTaHoBKa CCTEMbI

* YCTaHOBKM KOMMOHEHTOB CUCTEMBI

e O6y4eHme
e [lpyicTynnTe K 1CMosb30BaHUo CucTeMBI

2.4 O6pallieHne B CnyXo6y noanepXKn n OTBETCTBEHHOCTH

Bo Bpewmsi 06CyKVBaHMS W 3BOHKA B OTAEN M0 paboTe € KeHTaM1 NpeacTaBnTe b OTAENa Mo patoTe ¢
KNMEHTaMV OOBSICHUT, KaK C/ielyeT NPOBOAMTbL MOAFOTOBKY pabouero MecTa MycTaHoBKY CHCTEMBI.
BaykHO, UTOGbI BblT HA3HAYEH KOOPAMHATOP 3TOrO MPOLIECCA NOAFOTOBKM M/IOLLBAKN WYCTAHOBKY CUCTEMBI. ViV
MOXET BbITb, HAMPUMEP, YIEH NEPCOHaA NTAGOPATOPUN. KOOpAVHATOPY MOXET NOTPE6OBATHECS MOMOLLB BALLETO
otaena UT 1 UHKEHEPHBIX CTyXKO.
330411 KoopamHaTopa Mo NoroToBKe paboyero MecTa/ycTaHoBke CUCTEMbI:

¢ [MoHsITb TPeGoBaHKS K CrCTEME, U3MIOXKEHHbIE B 3TOM PYKOBOACTBE MO NO/ArOTOBKe pabouero MecTa,

¢ [loroBOpMTLCS C COOTBETCTBYHOLLIMIM MEPCOHANIOM,

¢ Bbibparb MECTO A1 YCTaHOBKM CUCTEMBI.
® [POCMOTPETL KOHTPO/TbHbIE MEPEUHU, YTOBbI YOEAUTLCS B BbINO/IHEHN BCEX TPEOOBAHNIA.

CnepfyroLLpme nyHKTbI HEOBXOAMMO BbIMO/HATE C KB/M(DMLMPOBAHHBLIM MEPCOHa/IOM.

¢ MpMHSATL TPAHCNOPTUPOBOYHbIE KOHTEMHEPDI 1 NMPOBEPUTL UX HA MPEeAMET NMOBPEXAEHWIA,
¢ Pacraxkosarb KOMMOHEHTbI C1CTEMbI 1 MOMECTUTH KX B JTab0paTopuIo,
(b YCTaHOBUTL KOMIMOHEHTbI CUCTEMBI.
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3 NHthopmMauma o nokynartene

MRAnokynatens

Hoveprokyrererm

AOpeC focTaBKA

Afpec ycraHBL

Je6operapav
3K

Mmveewe
Mecroomwerve Qverave |

HovepTeredora

IM 1»”

PnvoApoyrer b retoparaom,
KOTQROMO CieyeET VHIIM T oBaTb

Mecramotawe s pacriakoskA
MaKoBOHHL I BLLV(OB MOOrHAVK

KAM 60 i

UeCTb ST vHIRAAaLAMOPKHD Takeke BBECTV HaLaKaHe «CBeeH/FH O JB00eEiganve> KaHoom B0 et
yeraHR BEoree myapotHb e yesaHviem. BPywoBqacTee arepenope Idyia™.
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4 NaannpoBanKue W NOAroTOBKa pabovero mecva Pyrosoacteo no nogrovoske pabovero mecra kivita

4 MNnaHnpoBaHMeE U NOAroToBKa pabouero

mMmecTa

Nepbobii 37an 3aKAVYALTCA B B6I60Pe NOAXOAAETO MECTa ANA YcTaHOBKKH Cucteme Idyla, ucxoan us
TpeboBaHuiA K pabouemy mecty, OGpatuTe BHMMaHUE, YTO CUCTEMA COCTOMT U3 KOHCONM U OaHOTO UAK
HECKOAbKNX AHANHIATOPOB. TPeHOBAHNA PA3NUUIIDTCA B COOTBETCTBUN ¢ YCTaHABWEEEMbIM KOAWYECTBOM
AHanusaropos.
BHUMaTALHO NpoYMTaiiTe TpeGoBaHua K paliouemy MecTy HIHKE U NOArOTOBLTE BRIBPIHHYIO NAOWAAKY TAKWUM
obpa3om, rofbl OHa COOTBRTCTBOBAAA BCem TPEBOBIHNAM,
CoLes
Wcnonbayiite npuseaeHHbie Hixe TAOANHLUD B KIHECTBE NPOBEPOYHOTO CNUCKA, ANN TOFO YTOGL)
NOASOTOBNTY CBOE pabouee MecTo K noayueHuio Cuctems Idyila,
. No 33asepiueHnH NOArOTOBKKU Patouero MeCTa NCNOALIYIHTE KOHTPO/bHBIE MEPEUHN HIKE ANA NPOBEPKK
cooveevcTeus TpebosaHuam,
Nocne atore oGpatnTEch 8 MeCTHbIH 0TAEA NO paboTe ¢ KAWeHTaMM N0 BONPOCY NOCTaskKU CHCTeMb).
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4.1 TpeboBaHMS K NPOCTPAHCTBY 1 3a30pam
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IYeTbipe AHann3aropa MOXHO NOACOeAMHUINbL HENOCPeACTBEHHO H KOHcoMN.

IB cnyyae ecnun ncnonb3yetcs 6onee yeTbipex AHanM3aTopos, ncnoabaynte E[hernet*-kommytarop.
MHeommung

| 8 oTHowweHun Eihefnet*-koaHmyTtatopa ciM pa3/”n Tpe6oBaHuii HUT Huke.

'K ofHOW KOHCOMM MOXKHO NOACOEAMHUTL 0 BOCbMU AHANUMTCB.

H [Apyr Ha fpyra MOXKHO YCTaHOBUTb AP YeTbIpex AHANM3aTOPOB.

1NabcMaTopHbI CTON JOMKEH ObITLCOOTBETCTAYHOLLLECO pa3Mepa, YTOObl HA HEM MOXXHO 6bIN0
ipa3mectuTb CucTemy, U JO/MKEH 6bITb CMOCO6EH Bblfep>kaTb Bec [JHanmaatop<i*oB) n KoHcomm.
|IAHansoarop:

ITa6aputbl. 30S MM K 190 *aviH SO5 MM (12 grolima » 7,5 gtolima » 19/ arolima)

I MakcmanbHas macca: 20 kr (44,1 dyHTa) Ha AHanmM3aTtop

{Kowuconb:

|FapuTtbl: SO&MM K 254 MM K 254 MM(19,9 atoiima k 10 arolimoBs» 10at0iiMoB)

Macca: 5,2 kr (11,5 chyHTa) (BKNHOUaN BHELLHWUIA agantep NUTaHus)

' Paamectute CUCTEMY PSJOM C NOASOAALLMM UCTOUMUMOM 3NEKTPONUTAHMS, YTOBbI Kabenb NUTaHm)
0 140X04ANN 4O PO3ETKM.
|,£I,m/|Ha kabene nuT~AMn coctasnset 21 m (98 arolimos].

|OGECI’IeHbTe NPOCTPaHCTBO And ynoﬁ*}oro poctyna K3afHeli naHenm, AOCTyna K BbIK1o4arento

InuTaHus, kabenbHbiM pazbemam 1 noptam USB.
' ObecneybTe NPOCTPAHCTBO ANSI NPOKNafKM Kabeneli, BHELUHNX 3NeMeHTOB (HMpuUMep. A4nst
Ethernet*-nosikmytatopa. agantepoB nuUTaHusi).
0 Na6opaTopHbIi cToN AEXKEH GbITb BbIP<»HEH B FOPU3OHTA/ILIKOI NNOCKOCTY B (loefenax yrna 2*.

'Ob6ecneybTe HanaboparopHOM CToNe MECTO A MPUroToBneHns obpasua He MmeHee 40 Ha 40 cm (16
D ‘Ha 16 atoliMoB), NpesnoYTuTeNbHO psifom ¢ OTCTEMOIA.

He 3arpomoHo”iTe r"oc HCTao nepep Avannaatopom(-amm), HTo6bI NOTOK MOT Hagiexatlmm
a 073a30M ONbIBATHLCS U 3aKPbIBATLCS.

Y6enmTech, YTO OTKPbITbI N1OTOK He 3a Kpalinaéoparto{moro crona (MUHUMa/IbHas ryGuHa
0 naboparopHoro ctona 75 cm (29.5 gmoiiva)].

YuuTbiBaiite, uto Etherner*-Ha6enu, nocTasnsieMble B KOUTesmMepe, UMetoT 4anHy 3 M (118 atoliMoB).
L ‘Ecnu TpebyeTcs pasMecTuTb AHaM3aTopbl U KOHCOMb Ha 60NbLIEM YAANEHWUW APYT OT Apyra,
lo6patutecb B MECTHbI 0TAeN No pa6oTe C KIMeHTamu.
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4.2 Tpebosanma Kk cpene PyxosoacTeo no noarovoske pabovero mecta idylla

4.2 TpebosaHua K cpepe

KoHCONb 1 AHAAUSATOP NPLAHAZHAYSHD! ANA IKCNAYATALMN TOMBKO B NOMEILECHWAX.

0O

AonycTumbie AManazoHbl palouei TemnepaTypsl, BAAKHOCTH W aTMOCPHLPHOrO AIBAECHHA ANA
Ananun3aropa u Konconu cnegylowme:

Temneparypa 80 Bpema 3xcnayatauun: ot +15 *C a0 +30 °C (o7 59 °F a0 86 °F)

Temnepatypa NPH TPAHCNOPTHPOBKE M XPAHEHUK: NPeaenbHbIe 3HaYeHnR 0T —40 *C 20 +70 °C
{ov-40 °F ao 158 °F)

OTHOCHUTEIbHAA BAAKHOCTD NPW IHCNAYATAUNW: peromeHayeTca ot 10 % ao 80 % oT.
snaxHocTv (6e3 kongeHcaumm)

OTHOCHTENBHAA BAKHOCTE NPW TPAHCNOPTHPOBKE M XPAHEHUN: HIKE 35 % OTH, BANHOCTH {6e3
KOHAEHCAUNM)

Armocheproe pasneHne 8o BPeMA IKcAAyaTaumn: oT 80 a0 106 xNa

BbiCOTa HaR ypoaHEM MOPA NPK IKCANYATAUMK: makcumym 2000 m {6560 ¢yros)

ATMOCHEPHOR NABAEHNE BO TPAHCNOPTUROBKK K XPaHEHKA: OT 70 A0 106 xNa

H3beraiiTe pasmeuseHUA CHCTEMbI PRADM C 0BOrPEBaTeIAMK, BRHTUARLMOWHBIMYI KAHANIMHN WAK NOA
0 NPAMbIMU COAHLUHBIMK NYHAMN,

Npyn HaxowAaeHun naboparopun Ha exicore oY 2000 ap 3000 m {or 6560 ao 9843 ¢yTos) cneayer
WCNONBIOBATL ANA KOHCONN anaNTep NUTaHKUA aNA GOALLIKX BLICOT.

Olaaantep nurarua ann 60nbUwMX BLICOT 33Ka3aN.

-10-
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4.3 TpeboBaHMA K 3NIEKTPONUTAHUIO

An3nnantop n KoHconb NpefHa3HayeHbl gaii MCNONb30BaHWI B CETSX C Hanpsike Huem 100*240 B,
0 yacToToli SQ/60 I'u.
AneKTpuyecKne XxapMmcTepucnmm.
AHannsatop:
= 9nektpOAuTaHune; 100-240 B; 50/60 4
m [NoTpebnsiemas MmMaHocTb: < 1(H0 BT (cpegHee), 200 BT MakcumasibHoe

KoHconb:
« JnekTtponutaHue: 100-240 8; 50/60 'y,
« [oTpebnsemasn mocuHocTb: 80 BT (MancHmanbHas)

Heo6xofMMo o6ecneyumnTb OfHY 3a3eMIEHHYI0 PO3ETKY CETU NEPEMEHHOTO ToKa Ansi KoHconm u no
O OfiHOI ANA Kaxaoro AHanusartopa. Ecnm pebyeTcs, Takke o6ecrneybTe 01y 3a3eMNEHHYHO PO3ETKY
ceTM NepeMeHHOro ToKa AN KoMmMyTatopa (Npu yctaHoBKe 6onee YeTblpex AHanM3aTopos.

O6ecneubte nopt LAN Ha cnyuaii. «:av, Hanpumep, 6yaeT BbINOHATLCS MOAKNOYEHe KOoHCoMm K
0 NabopaTtopHoii MHhopmaumnoHHoii Cucteme (JINC).

TpebyeTcsa 6ecnpenATCTBEHHbIN AOCTYN K CETEBbIM po3eTkaMm e ntoboe N K «a . A>lannsaTtop n

D Komionb npegnoyTuTensHO NCNonb30BaTh C NOCTAaBANETKMU ceTeBbIMU Kabensimu. B npoTuBHOM
cnyyae ux HeflonycTMMO pacnonaratb Ha pacctoBMum 6onee 3 meTpoB (118 fl0iMOB) OT ceTeBOW
po3eTKu.

0 Onvna ka6ena LAN gns nogkntoueHuii Koncojm « nopty LAN coctaenset3 m (118 .~oiimoB). Mpn
Heo6xoanAKOCTM pa3mecTuTb KOHCOMb Ha 60/bLUEeM yaaneHnn oT nopTta AcXanbHos CeTbl
o6paLaiitecb B MeCTHbI 0Ten no paboTe € KAMeHTamu.

O AL

C601i1 NUTaHNs MOMeT NPMBECTU K NOTepe AaHHbIX N 06padaTbiBaeMblx 06pa3LoB. Cne et paccMoTpeTb
BO3MOXHOCTb Npno6peTeHnii 6ecnepeboliHOCO UCToUHMKa NuTaHus (UPS).
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4.4 TpebosaHusa K UT

Mav b B TRetoeaHM KKOMVY TaORY- Heympearvevis I komwyTaop Fest BhaVeE* v Aol
[ Ethemet™ (Mpego-mTe BHO 84 100T0Rb ), cooTeeTCTay YL Krieccy B RC M

HEOOKE WMMIZEEIMOVIOLLY1 OOPETUTECL BMECTHL Mic n 4~ 7 MOB00TE . KVEHIAMM

e Cosert

Bhernet*-koMMyTarop tpe6yetcs [l{'FIyCTamoslm5-8AHanmaaropOB. ,ﬂ{'FIyCT»«(»}o 114

Ararnveampos Vaos3yite Moot INSHaKoHoom
ElHemeE oMW TSTOR He MPEORCTaR FHETCIOMLLEA HHb MIMOOVBBOTE EM
BHa-pryanm IGle?=*MovKHO HECTIPOVITL QyH GETEBOI rmtTe_p MovHTEp fevkev Go b anocoteH
D opefiams Bamb aoKyMEXTHI BYH/BEpcarHOM diopvere PostScript. 5 MovHTEpa HEoGO VD
HecTpoTb{Cra-EaiA \NegEC WU VR YE B
HeoGxqayivo oGecriesmnTs CraHagpTHOe Ethermet™ cogyHerve vexkay nopromv LAN KoHoorm Idlan™
O ®UB U HIgHeToV (ICIOOI000 Base- Tk &N Ethemet™ CotpaPbE).
CoatrevbIe KNV OSTEBOV [D0BETKA

JocTyn vepes VHreprer K cneasaLLym gapecam (Yepes mkrio-eHex> Hopry LAN Idtle™

Ethermet™). TpeOyOrCA TONBkO VOXQIALLYE CoEyHEH/H N0 CTRAYHALLYIM §0eCaiv HEGHEHEHAL

IdyllacDmed biccarti&can 443

Borytiae eC OO s3yETTA TOXYOEBEP, My e TEQA Lo VHIVELV o aoTae e U
O <« VIV XOCTaproxy-0epBera

<« HOVED MopTa proxy-Ceppeea
* VVAMOE30BaTeH

* rgob
N Coger
MOKHO HECTPO/TL B Nigaivie” ax oL i eH/HA Ha KoHoom Idyila™ nocne yeraHoe
QoamTes K BaLLEV OTAE Y T 38 C0OTBETTTBH A LYIMA HECTROAWMIIP, <00 E OO B3HOIG B
O BALLE/ qaaH/BC|m
A1N Cosert
Hectpoa IPKoHoom Idylla™ HeoBxq@avio yCTaHoB/TL Talk/M 0G8B0M, HTOOL | O B30BaTb
JV00 CravHeaA pvA §apec W [yHaMHECKAA §0eC, Mony-erHbii ¢ CHOP. Bonyee
Voor30BaH/A CHOP ostesoi Ny b, 0 peH Gb b, A0CTYNEH VXY NOPTOMI Kb A OSTU
Koroom Idytlal” viogpeepam CHOP. 3o HecTpa/ka moywor-eHAQ
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4.5 [pyrue qmsnyeckme TpeboBaHuUS

CnepgyeT npoBecT ol hkv ~nekTpomaTHKTHOr omMpy>XXeHM nepej amcnnyataieii ycTpoAcTsea.

He KI'IOI'Ib3yVITe aTo yCTpOIZCTBO BHEI'IOCpe,D'CTBeHHOVI 611M30CTN K UCTOYM UHAM CUNBHOTO

BNEKTPOMACHMTHOTO ulnyyeHk (Hanpumep, HamepeHHO He 3KpaHWPOBaHHbIX PM-UCTOMMKOB).
Tak Kak OHM MOTyT MelwaTb Hajnexaliei paboTe.

He pasmelyaiite AHanu3atop psifoM c n1abopaTopHbiM 060pYA0BAHUEM, KOTOPOE MOXKET SABAATHLCS
MCTOUHVMKOM BKpauHu, Hanpumep ueHTpugyra.

O6ecneybTe HanMune KoHTeliHepa ANA 6MONOrMYECKM ONAaCHbIX OTXOL0B A/ HAANeXalle yTunnsayum
[ 06p<~TaHHbIX KapTpugxei.

4.6 TpeboBaHUA K LUTPUX-KOAOY

Idylla HacTpoeHa Ha CKaHMPOBaHWe LLITPYX-KOA0B, /19 KOTOPbIX COAEPMKATCA CrieLydrKaLymn B pyKOBOACTBE
nons3osarens Idylla.

COHM

UroGbl y3HaTb, MOMYT /I BbiTb OTCKAHMPOBaHbI LLTPUX-KOApI, UCMOMb3yeMble B BaLLel naboparopym npu

nomoLy Cvictemsl Idylla cm. PykoBoacTso onieparopa ldylla («TexHnueckue xapakTepucTukm
CrCTEMBI).

Cuctemy J1460paTofi«c>ro LUTPNXOBOr0 KOANPOBaHMS MOXKHO CKaHMPOBaTb C MOMOLbIO Cuctembl FOy(la~.

U g

Ecnu CkannposaHne HEBO3MOXHO, na6opatopHble WTPUX-KoAbl BCEMAA MOXXHO BBECTU BpYUHYIO.
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5 NMpoeepka Cucrtemsbl ldylla no npubbiTNNK

Mocrie ycrelUHoro 3aBepLLEHMS NOATOTOBKY paboyero MecTa CucteMa MOXET 6biTb J0CTaB/IEHA B Balle
YUpPEXOEHVE.
Mpu NonyueHn CCTEMbI HEOBXOAYMO NPOBEPUTL KOMIIEKTHOCTb MOCTABKM.

Nudbopmayuns

CM. OTUETbI MO KBATMIMKALN YCTAHOBKW A1 KOHCOMM 1 AHanm3atopa. 3ty OKYMEHTbI YrakoBaHbl BMECTe
C COOTBETCTBYHOLL, UMM KOMIMOHEHTamm CUCTeMb! U npeHa3HaueHbI 4191 UCMO/b30BaHUA B KaUecTse
KOHTPO/IbHbIX MEPEYHEIA.

5.1 OT4yeT 0 NoBpexaeHnu

TLATE/NBHO NMPOBEPLTE TPAHCMOPTUPOBOYHbIE KOHTEMHEPLI HA MPEAMET BALVMbIX MOBPEXAEHWIA 1
BEPHUTE MOBPEX/AEHHbIE KOHTE/HEPbI NOCTaBLLYIKY.

C006LLI|I/ITe 0 BbIAB/IEHHbIX MOBPEXOEHNAX MECTHOM OTAE 1€ MO pa60Te C KNneHTamMn.
[

5.2 [poBepkKa coaep>XNMMOro NocTaBKu

Kavkpas ynakcroHa c AMasiMmaaTopoM COLEPXKUT:

D = AHanusartop
« Kabenb nutaHusi
= Ethernet™-kab6enb {415 NOAKNOYEHNIA H KOHCOMN)
e VHCTpYKUUM Ha bymare:
« OT4eT No HAanNMMaLMN YCTTHIOBKU: AHasi3aTop Kiiysa'

« MacnopTt 6e3onacHocTun ldylli**

Mpu 3aKase ««ecnonbkns AHaIM3aTopoB Kaxkabli AHank3aTtop oocTaasifgeTcs a oTAelbHOM
KOHTeliHepe.

Kaxkae<ii HOHTE*blep ¢ AHa/IM3aTOPOM COAEPXKUT;

[

= KoHcosb

« Kabenb nutaHus

« YHuBepcasibHbIl agantep nuTaHusA

« Echemet*-ka6enb (LAN)

« WHCTpyKunmn Ha bymare:
« OT4eT No KBaIMdmnkaumm yctaHosku: KoHconb Wyita'
= [lacnopT 6e3onacHocTu idvdia™
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5.3 Banoibie NPHMEUIHUA OTHOCHTENDHO OCTABKN PyxosoacTeo NO NOAroTosKe pabouero mecra ldylla

5.3 BaxkHble npumeYaHUA OTHOCUTENbHO AOCTaBKKU

Nacasirinil ol

He noaxumaiite AHanusaTop B 0aMHOUKY. Bec AHann3atopa cocTagnaer NpubAnIUTENbHO 20 Kr
{44,1 ¢ynra). Bec KoHCONM cocTaBnaeT npubnn3ntenvHo 5 Kr (11,5 Pyura). PeomenayeTca, 4volbni
PACNAKOBLIBAHNE W NOSLEM YCTPOHCTEA BUINOAHAAY 48a 4RN0BEKA B0 H3GeaHve TPABMUPOBaHWUA
COTPYAHMKOB MAU AOBPEMAEHNA CHCTEMDLE.

Cobmo aaiTe OCTOPOMHOCTL NPH OGPAIEHNN C TRIHCNOPTHPOBONHBIMK KOHTEHHEPAMK,
AHINHUIATOP COALPIHUT YYBCTBUTENLHBIE ONTUYECKWE INEMEHTHI. He BCTPAXNBAINTE U He poMsiiTe
KOHTEHHEPb! 80 u3bexanne nospemacHna CUCTembl.

Komnania Biocartis He Hecet OTEeTCTEBEHHOCTL 3a NOBPEXAEHHE CUCTeMbI BCARACTBME
HEAQNYCTMMOro OGpaeHun, PacakoBLIBAHUA W/WAKN YCTIHOBKM NOCAE AOCTABKN.

Obecneunre Hagnemauee xpaneHme CUCTEMbI.

AnanazoHbl YCNoBui xpaHennn yrasaHo! 8 pasaene TpeGosanun k cpege.

-15.
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6 Pabom no ycranoBKe PYROBOACTBO NO NOAFOTOBKE pabouero mecta ldylla

6 PaboTbl N0 ycTaHOBKe

6.1 Hactpoiika KoHconun, noacoeanHeHHON K 1-4 AHanusaTopam

YCTaHoBWTE Pa3Hbie KOMMOHEHTb CUCTEMB B CAEAYIOWEM NOPAAKE:
1. Ycranosute Kotconp.

2. NoacoepurnTe AHAANATORLE 1-4 « nopTam INS Ha 3aaHeH naHean KOKCOAN ¢ NOMOWNIO KabeneH,
NOCTaBAREMbIX C AHANNUIITOPOM.

Cm. nacnopt GeaonacHocty Idvila, BA0KEHHDIN B TPAHCNOPTHPOBOUHBIE KOHTEHHEPH, W CODA0 AdlTe BCe
NPUMEHHMDBIE NPEAYAPEIKALHUA ¥ MePbl NPEAOLTOPOIKHOCTH,

. CM, OTHETHE NO KBAAMDUKAUMW YCTIHOBKM, BAOKEHHLIC B KONTEHHEPH! ANA KOHCONK W AHAAW3ATOPa.
NpeacTasuTen MECTHOPO 0TAENa NO PaboTe ¢ KAMEHTaMKu NO3IGOTHTCA O KBAAUPHKALMN

GYHKUMOHUPOBAHNA.
6.2 Hactpoiika KoHconun, noacoeguHEeHHOU K 5-8 AHanauszaropam

Ana ycraHoskn 5 nan Gonee Anannsatopos Heobxoamumo npnabpectu Ethernet®- kommyratop (e
NPeAOCTIBARLTCA NPON3BOANTEACM).
YCTanoente pasnbie KOMNOHEHTH CHCTeMBI B CICAYIOWEM NopARAKe:

1. Ycranosure Koncono.
2. NoacoeayHuTe AMann3avopel 1-3 K nopram INS Ha 3aaHen navenu Konconn.
3. NoacoeapHNTe KOMMYTATOP K 4-Mmy NnopTY INS Ha Korconw.

. 4. NoacoeanHnte AHanM3aTopel 4-8 Kk Ethernet®-kommyTaropy ¢ NOMOWBD Kabenel, nocTasnaembix ¢
Axanusaropom.

Cm. nacnopt e3onacHocTu ldyla, BAOKENHDIR B TRHCNOPTHPOBOUHLIE KOHTEHHEPLI, U COBNOARIRTE BCe
NPUMENHMBIE NPEAYNPENACHNR H MEPbI NPEADCTOPOKHOCTH,

CMm. OTUETBI NO KBANUPUKALUMNKN YCTIHOBKU, BAOKEHHBIE 8 KOHTEHHEPLI Ana KORCOAN W AHanu3aTopa.
NpepcTasurent MECTHOTO 0TALNA NO PaboTte ¢ KAMeHTaMN NO3aBOTHTCA O KBAAWPUKIUNK

GYHRUMOHMPOBIHWUA.

6.3 BknoueHue

Brmouenue Cncremnl creayeT BCeraa BhiNoAHATL B CAGAYIOLEM NOPARAKE:

7=
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 CHavasia BK/toHaroT KOHCO/Mb
e 3atem, ec/im MMEETCsl, BK/KOUaOT KOMMYTATOP
« [locreaHMv BK/MKOUAKOT NOACOeAVHEHHbIE AHaNI3ATOPbI, OVH 3a [APYTVM.

NHdopmaumsn
Bonee noapobHbie yKasaHKs cM. B PykoBozaCTBe oneparopa Idylla («oakntovaii v paboTait)

6.4 KBanuukaums yctaHOBKMU

B NPOLIECCE YCTAHOBKM CIE/IyET MCMO/b30BaTh CEYHOLLME AOKYMEHTbI A1 LIENeit KBarGKaLWNA.

e OTYeT Mo KBanMMKaLwm ycTaHoBKW: KoHcorb Idylla
e OT4eT Mo KBanmMMKaLmm ycTaHoBKM: AHanmsarop Idylla

[nsi KaxKaoii KOHCOMM, Kaxkaoro AHan3atopa noctaBbTe OTMETKY MOC/Ie 3aBEPLLEHMS 3TaroB YCTAHOBKM,

6.5 Bxopn B CucTemy v nepBoHavasibHas KOH(urypauus

Mocrie ycTaHOBKY KOMMOHEHTOB CucTembl Boviaye B CucteMy KOHCOMM 1 BbINO/HUTE HACTPOIMKA
nepBOHaYasIbHOV KOH(MrypaLmm. MpeactaBuTe/ls MECTHOMO OTAera Mo paboTe ¢ KMEHTaMK CO34acT YYETHYO
3anmck Cynepaarizepa BMecTe ¢ BaMui. C MOMOLLBHO 3TOM YYETHOM 3amiicyi MOXHO BbINOJHSATH HACTPOIKY W
M3MEHSITb KOH(MrypaLimm Cucteml.

MogroToBbTE 3apaHee WMsA NOAb30BAaTeNs U Napob N8 focTyna K y4eTHo 3anucu CynepBaiizepa.

O

WHCTpy lunm no nepBoHavYanbHOW KOHpUrypauum npuBoAsSTCA B pyKoBoACTBE nonb3oBatens ldydla™.
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7 O6GyyeHune PyKOBOACTBO NO NoAroToeke padovero mecra idylla

7 ObyueHune

Nocae ycTanosxky CUCTEMD! ULNEBLIE NOALIOBATEAN ADKHB NPORTH NOAHBIA KYPC O6YYEHMA, BaXKHO HAYUHTLCA
paborare ¢ CucTeMoi n NOAYYATL NPaBUALHLIE PE3YALTaTHI TeCTa. flaHHoe obyyenue MoKeT BbiTb OPraHuaIoBaHe
MECTHLIM OTALNOM NO PABOTE C RAUEHTIMM.

Nocne obyweHna uenepbie NONLIOBATRAN TOTOB NPUCTYTIHTD K HCACALIOBaHNIO CUCTEMDI,

18-
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8 3asepwenne pabot no nogrovoske pabiovero mecra PyxosoacTso no nogrotaske pabovero mecra Idylla

8 3asepleHue paboTt no nogrotoske

pabo4yero mecra

8.1 KpaTtkoe onucaxue

[T THRIM MeKr-st At
Tpeb0osaHuA K NPOCTPAHCTBY W 3330pam 0 aa
O HeT
TpebGoBanua k cpeae Oaa
' OHer
TpeboBanuA K INEKTPONUTAHNIO Oaa
O HeT
TpeboBaHuA kK UT OaaA
O Her
Naannposasue U NOAFOTOBKA paliouero mecra Oaa
O et
Apyrue ¢uauveckne TpebGoBaHUA Claa

. CIHET

Mocne Toro Kak PyKOBOACTBO NO NOAFOTOBKE pabovero mecta GyaeT MOAHOCTLIO NPOBEPEHO, ¥ BuiBpaHHOe
MECTONonoKeHHe SyaeT CONTEHO NOAXOAAWMM ANA yETaHoBKKM Cuctempl Idylla, 3ToT AOKYMEHT TpebyeTtch
nognucathb.

JaHHOK NOANMCHIO TakKe NOATBEPHAILTCH, UTO COBOKYNHOCTL S35IK08, HA KOTOPLIX KoMmnawua Biocartis
NPEAOCTABAART JOKYMEHTALIMIO NO NPOAYKTY, ABARETCA AOCTATOUHOMN ann ofecneuennn Be3zonacHoro u
3$pPeKTMBHOrO UCNOAL30BaHNMA NPOAYKTOE Idyila,

-19-
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8.1 Kpatkoe onucaHue

PyKOBOACTBO NO NOAroToske pabovero mecra ldylla
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VHchopmaLms 06 aBTOPCKOM MNpase

© Biocartis NV, 2014. All rights reserved. HiKakas YacTb IaHHON MyGMKaLWA HE MOXKET ObITb
BOCMPOV3BEAEHA, NepeaaHa, nepesanvcaHa Wi nepeBeeHa Ha Mool A3bIK, BKOHas
KOMMbIOTEPHbIE A3bIKW, HN B KaKOW (JOpMe 1 HUKaKMI crocobamm 6e3 npeaBapure/ibHO
BbIPXKEHHOTO B MMCbMEHHOI (hopMe paspeLLieHst KoMMaHum Biocartis NV.

MpOAyKT pa3peLLEHO UCMOMb30BaTb UCKKOUMTENIBHO B COOTBETCTBAN C YC/IOBUSIMIA 1
nosnoxeHusiMm Biocartis (npegocTasneHHbIMM MNPy MPUOBPETEHMM MPOAYKTA), BK/HO4ast YC/I0BUS
npaB., NepeaaBaeMbIX Mo IMLEH3MN (YTO Pa3PELLIEHO 1 YTO 3aMnpeLLEHO AeNaTb), rapaHT 1
1CNOMb30BaHMe NPOrpaMMHOr0 obecreyeHrs. BHMATEIbHO NPOUMTAIATE YCI0BUS U MOSIOXEHMS
KOMMaHWW Biocartis, npexxae YemM NpucTynarb K UCrosb30BaHUIO NPOAyKTa.

Ha JaHHbIA NpOAYKT pacnpoCTpaHAEeTCs AeCTBME OLHOIO Wik 6onee 13 CefyHoLLmX NaTeHToB
CLLA: 0675,375; 0686,335; 0680,658; 05 8,563,324; 05 8441,629; 05 8,641,971; 05 8,512,637
1 05 6,936,225.

Biocartis NV

Generaal De Wittelaan 11 B

2800 Mechelen

benbrua

TenedoH:+32 15 632 888

www.biocartis.com

KomnaHws Biocartis ocTaB/isieT 3a co60i MpaBo Ha M3MEHEHVe CBOEV NPOAyKLMM W yCnyT B/06oe
Bpemsi. XOTA AOKyMeHTaLms Gbuia NOAroTOB/IeHa C Lie/blo 06ecneyeHmns MpaBIbHOCTY, KOMMaHKs
Biocartis He HeceT OTBETCTBEHHOCTb 3a OLLMOKYW, HETOHYHOCTU WK YMYLLEHWS, C KOTOPbIMM

Mo/b30BaTe/ b MOXET CTO/KHYTLCS, a Takke 3a UCro/b3oBaHMe CUCTEMbI 6e3 NPOYTEHNS
[IOKyMeHTaLm ro Cucteme.

ToBapHbIVA 3HaK 1.1oroTun Biocartis —3T0 ToBapHbIE 3HaKM, MPUHAZA/EXALLME KOMMaHUK Biocartis,
MCNO/b3yeMble 1 3apErCTPHpPoBaHHbIe B EBpore.

ToBapHbIi 3HaK 1 norotun Idylla— 1cnonb3yemble ToBapHbIE 3HaKK, NPUHAA/EXALLVEe
KoMraHum1 Biocartis.

Ethernet® — 3aperncTprpoBaHHbIV TOBAPHBIV 3HaK KOPropaLyv XErox.
Bce oCTa/lbHble TOBapHbIE 3HaKM SB/ISKOTCA TOBAPHBLIMM 3HaKaMM COOTBETCTBYHILLMX

npaBooGnaaaTenei.
Bepcus  Penus MepeueHs pepaxunii
01/2020 nepsast Bepcust
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PyxosoacTBO no uHterpauuu ldylla B naboparopuio

Biocartis NV
Generaal de
u Wittelaan 11 B 2800
Mechelen (Eesbrua)
www._biocartis.com

AEF P1010 {Koxcons) n POO10 (Ananusavop)
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CopepxaHue

1 Bessperne
1.1 Cucrembl nMEHOBANNA
2 Onncanwe N1aTPOpMbI
3 Avaauzatop ldytla
4 Koncone Idylla
4.1 Annaparnoe obecneuesne
4.2 OnepauroHHan cucTema Kanconm
4.3 XaparrepncTurm natoparopuoii cetu LAN
4.4 AfpAMHNCTPHPOBAHKHE NAATHOPMBI
. § OGnoanewua NPOrpaMmMmNOro obecnederin
6 NMoaxumouenne ldylla
6.1 Onucanne
6.2 Hactpodikm nogxnionexun idylla
6.3 Mepegaumn ganneix
6.3.1 Nepenaun aanHbIx 8 Cuctemy idylla
6.3.2 Nepeaaum DaxHbIX W3 Cuctembl idyla
6.3.2.1 Nepeaaua NO yMOAYZHNIO
6.3.2.2 Nepenaun A3NHLIX NO 33NPOCY
6.3.2.3 Nepeaaun A3NHLIX NO PE3YALTATaM
6.4 Npegynpexaenue Hapylexnii xubep-Ge3onacHocT
6.4.1 besonacHocTe
. 6.4.2 3awmra nepcoHanvHoW HdopMatiun
6.4.3 UenoCTHOCTL AaHHbIX
6.4.4 AsTopusauma
7 8ab6-APl Koncoau Idylla
8 Kommyriawen ¢ MMC/ANYC
9 O6ian nanua Idylla
10 CeTennie npaTepsl
11 Unrepdeiic USB
11.1 Umnopr
11.2 3xcnopt

12 Kouraxrvan mdopmaipm
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13 npunoxxeHve

131 TMpunoxkeHre A: otyet Nessus
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1 BBegeHune

B laHHOM [JOKYMEHTE OnmMCbIBaroTCs (PyHKLMM Cuctembl Idylla v ee uHTerpaums B ceTb slaboparopum. OH
npeacTaBnseT coboii AononHeHve K PykoBoacTay nonb3osatesis Idylla, Ha koTopoe yacTo AakoTes CCbUTKM
B 3TOM [JOKyMEHTE.
LleneBoli ayauropuii aTOro AOKyMeHTa SBASKOTCS NepcoHan otaena UT naboparopuin, aTakke aKenepTbl B
06/1aCTI aBTOMATV3aLMN W MHTErpaLn iaboparopun.
Llenbto aToro AoKyMeHTa SBNSETCH NPeaocTaBieHne TEXHUYECKON MHthopmaumm, Kacatowencs Idylla,
KoTopas noHaaobuTes otaeny UT naboparopum, Ucnonb3ytoLein Cuctemy Idylla, 4ns noaxmoqeHmns
Cuctembl Idylla K cBOEI MH(POPMALOHHON MH(PACTPYKTYpe. B YacTHOCTW, paccMaTprBatoTcs NoapotHO
crefytoLLyie acnekTbl:
* 1ACMNOJIb3yeMble MHPOPMALOHHbIE TEXHOOMM U MHTErpauus Idylla B MHpopMaLIoHHYHO CeTb
naboparopuu;
* BapVaHTbl HACTPOVKN MH(OPMALIMOHHOI CeTw;
* [/laH1poBaHne 0BHOB/IEHUS NPOrPaMMHOI0 06eCTIEHEHIS;
e noaknodeHve Idylla, yaaneHHbIi MOHUTOPWHT COCTOSHUA MPOAYKTa, NPOL/IEHVE CPOKa ero
CY>KOb! 11 BOSMOXHbI FEHEPMPYEMBIIA M MOTOK AAHHBIX;
e acnekTbl uHTerpauym JINC/NNYC/HIS;
e [I0CTYN K jaHHbIM N0 pe3y/ibTatam Tecta Idylla, KoTopble XpaHsTes BYCTPOIACTBE;
* MOAKMOYEHVe K 6a3e YCTaHOB/IEHHOrO MPUHTEPa;
* [1IaH1POBaHVIe PE3EPBHOTO KONMPOBaHKA JaHHbIX Mo pe3ynbtaram Tecta ldylla.

B iaHHOM [0KYMEHTE paccMaTprBaeTes nporpaMmHoe obecneveHne Bepeum 4.2 KoHconu ldylla (CSW).
Mpeaplaywias Bepcrs 4.1 YNOMUMHAETCA TOBKO MPU CyLLECTBEHHbIX OT/IMUMSIX €€ XapaKTEPUCTUK.

1.1 Cuctembl MMeHOBaHUA

Cuctema Idylla wm «Cuctemax» OTHOCUTCA K OAHON KOHCOMM, CMonb3yemoli COBMECTHO C OAHUM WA
HECKO/bKUMY AHas3atopamu 1 Tectom Idylla.

AHanuzarop ldylla gns nposeaeHus TMLP ¢ peructpaupein pesynbtatos B peasibHOM BPpeMeHU s
[MarHocCTVKM in vitro, B cOCTaBe, C MPUHAOIEXHOCTAMU MM AHanmzarop Idylla nnm «AHanmsarops
(A) oTHOCUTCA K KOMMOHEHTY, 06pabaTbiBaroLemy TecTbl.

Ynpasnstowas paboyast CraHUms (KOHCOMb) C CEHCOPHLIM  3KPAHOM W CHUTLIBATEIEM LLTPWX-
KogoB win KoHcosb Idylla wim «KoHconb» (C) 0THOCUTCA K KOMIMOHEHTYAHaNM3aTopa, BbICTyNaeT B
KauecTBe No/b30BaTe/bCKOr0 MHTEepdelica AHam3aTopa, 419 NPeaocTaBeHns yaaeHHOro
06CyKVBaHUA (MPY HAIYAK NOAKMHOMEHNS K IHTEPHETY) 1, MK HEOGXOAMMOCTH, K Iab0paTopHOI
MH(opMaLoHHoli crcteme (JINC).

Kaptpumk Idylla win «Kaptpumk» (B) 0THOCUTCS K OAHOPa30BOMY KOHTEHEPY, CoAepXaLLemy
HeobXoauMble peareHTbl /15 NPOBEAEHMA TecTa C NOMOLLBHO AHaM3aTopa.

TecT ldylla wm «TecT» oTHOCUTCA K KapTprmky, BKMOYas crielpdimyeckoe ans Tecta nporpaMmMHoe
obecneyeHve (ITTT), oTBevatoLLie 3a BbINosHeHWe TecTa, U K aBTOMaT14ecKol MHTeprnpeTaumm
pesy/ibTartoB 1 COCTaB/IEHMIO OTYETOB O pesy/ibTarax.

MakeT T1na Tecta wn «ITT» SBASETCA CneLnbnieckM A41a TecTa NporpamMmMHbIM 06ecreyeHneM,
CNosb3yeMbIM [/151 BbINO/IHEHWA crieLydmnyeckoro Tecta. TMTT coAepXAT MPOTOKO/ 3TanoB 06paboTKK,
KOTOpble JO/MKEH BbINOMHUTL AHANM3ATOP A4151 NOMyYeHys pesynbtara Tecta. [T ycTaHaBMBatoTcs
OTAE/bHO Ha KOHCO/Tb.

MopknoueHve Idylla oTHOCUTCS K MPOMEXYTOYHOMY MPOrpaMMHOMY 06ecredeHno «/HTepHeT
BeLLel» KoMMaHuKM Biocartis 45 nogkntodeHns Cuctem Idylla K LeHTparnibHOM cucteme 4
MpesocTaB/eHns AOMNO/HATE bHBIX YCyT.

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



O3naxomneime ¢ ldylla OTHOCHTCA k OAHOMN U3 BONOANUTENLHIX YCAYT, AONOAHHTEALHO
npesocragnaemon noaxniovenvem idylla, N03s0NAIWEN HCMOALIOBATL PYHKUMHM BUIYINNI LMK
rpaduxos NUP ann HekoTopoix Tectos.

AZMMHNCTPITOP — 370 NONLIOBATENL, MMEIOWMH POAL AGMUHNCTPATOPA Ha Konconm ldylla.
AQMAHACTPATOP MOMET HACTPAUBATL ONpeaeNeHHbIe NapameTpal Cuctems! idylla B cooreeTcTaum ¢
noTpebHOCTAMK NabopaTOpHK.

NMoabaosarens naGoparopim — 370 NONL3IOBATENL, KOTOPLIH IKCANYITUPYET CHCTEMY HA NOBCEAHEBHOM
ocHoBe.

V2 d
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2 0nucaHne nnatgpopMbl

Cvictema ldylla siBnsieTcs MeaMUMHCKAM annapaToM 418 auarHocTuky in vitro (IVD), coctoawwm 13 KoHcomm Idyila
1 AHanmsartopa(-oB) Idylla. Cuctema npeaHasHaueHa 415 06HaPYKEHNS MULLIEHEN HYK/EVHOBbIX KVC/OT B
pa3Horo Tuna Gronormyeckyx 0bpasLax YesoBeka c MOMOLLbHO OAHOPA30BbIX TECT-CrieLmbYeckmx Kaptpumkeli
Idylla. Idylla oxBaTbIBaeT BECb MpOLIECC OT 06pa3ua A0 pe3yribTara, BKIOHas pakikeHvie obpasug, M3UC KNETOK,
akcTpakuwmo AHK/PHK, aMnnmimkaLmio/AeTeKLMIO B PEXXVME PeasibHOTO BPeMEHU, a Takke aHa/m3 JaHHbIX U
COCTaB/IEHME OTHETOB.

Kadkapii aHanmsaTop AeinCTByeT B Ka4ecTBe HE3aBMCVMIMOTO YCTPOICTBA A/19 BbINO/IHEHUS TecTa, KoTopoe
MOJTyYaeT UHCTPYKLM MO BbIMNO/HEHMIO TecTa (MPOTOKO/) OT KOHCOMM. 3 MHCTPYKLMM OCHOBaHbI Ha
KapTpuapke, BCTaBNEHHOM B KOHCO/b, B COYETaHW C 3anpocom TecTa, co34aHHOro KOHCOMLI0 /151 3T0r0
Kaprpumka. Mocne Hauana Tecta AHaiM3aTop paboTaeT He3aBKCMO OT KOHCOMM Y MpefoCTaB/seT pesyribTarhl
Tecta nocre BbINO/HeHUs TecTa.

KOHCO/Ib BbICTYMaeT B Ka4YeCTBe BHELLHEV niar(opMbl 419 MOHON KOHMUIypaLymn 1 B KaYeCTBe LLo3a 19
CBSI31 C BHELLHMM MVPOM. KOHCO/Tb MOXET KOHTPO/MPOBATb A0 8 AHA/IM3aTOPOB. AHA/TN3ATOPbI MOXHO
MOAKMKOUMTL K KOHCOMM € NMOMOLLGHO CTaHAAPTHOTO KabenibHOro coeayHeHus Ethernet*. Cetb Ethernet® mexay
AHanmzatopamy 1 KOHCOMbHo NpeacTaBnsieT coboli YacTHYHO okanbHyto ceTb (LAN) ldylla, kotopasi otaeneHa ot
NabopaTtopHoiA ceT: KOHCOMb BbICTyMaeT B kayectBe DHCP-cepBepa /151 310 YacTHoi cetu Idylla, 1 Bo
13bexaHne ceTeBbIX NPOG/IEM MPU HEMPaBWILHOM NOAKKYEHU KOHCOMb NepesaeT IP-aapeca TOMbKO Tem
YCTPOVICTBaM, KOTOpble MPeACTaBAatoT cebs B kayecTBe AHaM3aTopoB.

KoHconb npeacTasnseT coboi 3akpbITyto cuctemy, paboTatoLLyto B pexxume «KOCK»: nosyumTb 4oCTyn K
nnarthopme MOXHO TO/MbKO Yepe3 npes/iaraembiii MHTepeNc nosb3oBaress.

MnaropmMeHHOe NporpaMmHoe 06ecrneyeHwe, Ucronb3yeMoe Ha KOHComm 1 AHasmsatope, Kaccuiuupmpyetcs
KaK nporpamMMHoe obecrieyeHwe /1 MeULMHCKYX YCTPOWCTB. B CBA3M € 3TUM OHO paspabarbiBaeTcs,
NpOBEPSETCS N BA/MAMPYETCA B COOTBETCTBUAM C NPUMEHUMBIMV CTAHAAPTAMA N PEKOMEHIALIMAMN.

VH®oO; ..M
lMonHoe onvcaHe KOHMrypaLmm YCTaHOBKW NpeAcTaBeHo B PyKOBOACTBE MO/b30BaTesIs.
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Ananmsarop dylla nosHOCTBIO CKPLIT OT CETY labopaTopun 1 NO3TOMy He ByAeT OMMCLIBATLCA NOAPOGHO B
3TOM [IOKyMeHTe. AHanM3aTopbl PABOTAKT MO NMPUHLMIMY «TOAK/HMAIA 1 paboTaii» MK NOAKMOHYEHN KX K
KoHconu: nogk/todeHre AHann3aTopoB aBTOMATVYECK MPMBOAUT K MOSIBMIEHUIO 3KpaHa 0630pa CoCTosHMA

KoHconw. IMpy oTKKoHeHn AHanm3atopa OT KOHCO/W WK OT CETW SMIEKTPOMNUTAHNA OH UCHE3aeT C SKkpaHa
0630pa CoCTOAHYA.

KoHconb B3aMOAEINCTBYET C NOAKMHOHEHHBIMM AHaNI3aTOpaMM MO MPMHLMIY «KINEHT-CEPBER» MO
cobcTBeHHOMY IP-ipoTokony Idyila.

AHanusatops! Idylla nogxno4akoTes HenocpeacTBEHHO K CETU anekTponutaHus 110/240 BA
Nupopmanms
Cm. cnefytoLLme [OKYMEHTI:

e PyKOBOACTBO MO NOArOTOBKe paboyero mecta Idylla v KOHTPO/bHbIA NepeyeHb ¢ TpeboBaHNSAMM
M0 YCTaHOBKe AHaNN3AaTOPa;

e OTYeET Mo KBaMMKaLW yCTaHOBKM AHanm3atopa Idylla (HaxoauTes B ynakoBke AHanm3aropa);
e nacnopt 6e3onacHocTy ldylla (HaxoauTca B ynakoBke AHanm3aropa).
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4.1 AnnapartHoe obecneyeHune

AnnapartHoe obecneyeHne KoHcomnm Idylla npeactasnset coboli CTaHAaPTHbIA KOMMbHOTED C CEHCOPHBIM
3KpPaHOM B U3rOTOB/IEHHOM M0 CreLyasibHOMY 3aKasy Kopriyce. KOHCO/b COCTOMT K3 CriefyHLLMX KOMMOHEHTOB:

* X86-coBmecT1Mas MatepuHckas nnara LT,

 M0/yNPOBOAHVKOBbIA AUCK C 06BeMOM NamsTn 128 T6;

© CEeHCOPHBbIV 3KpaH;

® CuMTbIBATESb LLTPMX-KOAE;

e 0WH nHTepdelic Ethernet-cetu;

e YeTbIpex-nopToBbIin Ethernet-kommyTarop YactHol cetn LAN,;

e yeTbIpe nopra USB.

KOHCOMb NOAAEPKMBAET He TOMbKO NOAK/OHEHVE BHELLHEN KiaBMaTypbl U MbilL Yepe3 USB-coenHeHus, HO
TaloKe 1 NMoAakoyeHre USB-ycTpoiicTBa MaccoBOro XpaHeH s /19 MMMopTa ¥ 3KCNOpTa JaHHbIX.
Bce BHeLUHVE MHTEPGECH! UMEHOT Fra/lbBAHUUECKYHO M30MALMIKO OT SIMHW 3/IEKTpOnepeaaUyn.
KOHCO/b OCHaLLEHa BHELLHVM a[arnTepoM MTaHus, KOTOPbIA MOCTaBASETCS C NPOAyKTOM W NOAAEp U BaET
NOAK/MKOYEHVE K CeTeBOI po3eTke Ha 110-240 B
-='«'AiinJ;
Cm. crieytoLme JOKYMEHTBI:
* PYKOBOACTBO M0 MOZAroToBKe padoyero mecta Idylla uim KOHTPOsbHbIN nepeyeHs ¢ TpeboBaHMAMM
M0 yCTaHOBKe KoHconwu;

e QTYET N0 KBaM(MKaLmm ycTaHOBKM KoHcomm Idylla (HaxoamTes B yrniakoBke KoHconm);
= nacriopt 6e3omnacHocTu Idylla (HaxoamTes B yrnakoBke KoHcosn).

4.2 OnepalnoHHada cuctema KoHconu

KoHcorb Idylla pabotaet Ha onepaupmoHHoii cucteme Windows Embedded Standard 7 (WES7), kotopast
NpeACTaBseT Co60i 32-6UTHbIA BCTPOEHHbIA BapyaHT onepaLyioHHol cvctembl Windows 7 /1 nepcoHasibHOro
KomnbtoTepa. Mpn noaxntodeHnn KoHconn ldylla k cet nabopartopumn oHa 6yAeT 0TOOpaXaTbes KaK YCTPOICTBO
Windows 7. B cBs3u C TeM, UTO OrnepaLoHHas CUcTeEMa MMEET HaCTPOIK 3aKPbITOl CUCTEMbI, a Takke B CBSA3N C
TeM, YTO OHa NpeaHa3HayeHa A1 (PakTMUEeCKoro npuveHeHus B pexxvive «KNOCK» 1 MMeeT COOTBETCTBYHOLLVIE
HacTpoliky, KoHcorb Idylla Henb3s paccMarpurBaTh Kak CTaHAAPTHBIA KOMMbIOTEP Ha ONepaLyOHHON cucTeme
Windows 7 B ceTn.

e KoHwirypauyst niarhopMbl He U3MEHSIeTCst 6e3 NPeaBapuUTe/bHONO YBEAOMIEHUS U MN/IaHUPOBaHYA CO
CTOPOHbI KOMMaHWKM Biocartis. Ha npakTvike 310 03HauaeT, YTo niatjiopma He yCTaHaB/MBAET WK He
MbITAeTCA YCTaHOBUTL OBHOB/IEHS NPOrPaMMHOr0 06eCrneyeHs 415 CBOE OnepaLioHHON CUCTEMbI
W1 NK06Oro APYroro YCTaHOB/IEHHOMO NPOrPaMMHOr0 06GECTIEUEHMS.

» KOHCO/b He MMEET aHTVBMPYCHOrO NMPOrpamMMHOro 06ecreyeHrs NPOCTO NOTOMY, YTO OHa He COAEPXUT
BMPYCOB W yCTAHOBKA Ha Hee NpOorpamMMHOro 0becrneyeHys, He NpeaoCTaB/eHHOro KoMnaHveli Biocartis,
HEBO3MOXKHA. CM. rnaBy 5 OBGHOBMEHMS MPOrPaMMHOr0 06ecreyeHus.

* KOHCO/b MMEET aKTVBHbIA GpaHaMayap C (MKCUMPOBaHHLIM HaCTPOMKaMM.

[JaHHbIA noaxos, 06ecrneymBaeT NoHbIA KOHTPO/b KOMMaHvel Biocartis KoHgmrypawmmn SW Kaxaoro yCTpoicTaa
Idylla, a Tarke NPOBEPKY M BA/MAALIMIO KXKAOM BO3MOXHOIM KOH(MIypaLmn nepea, ee 3aryCKoM.

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



4.3 XapaKTepuctnkn nabopatopHoii cetn LAN

KoHcornb Idylla no ymonuaHmio HacTpoeHa Ans paboTbl B kauectBe DHCP-knneHTa B cBoeM nHTepdeiice LAN
na6oparopun. OHaKO MK HEOOXOAMMOCTM €CTb BO3MOMXHOCTb Ha3HA4eHWs CTaTyeckoro IP-agpeca. Ans
MONy4EHVS AOMNOMHATENBHON MH(OpMaLm cm. riasy 5.3 «ToaktodeHre K LAN» B PyKOBOACTBE Mo/b30BaTess
Idylla.

Ony6/MKoBaHHOE B CETU UMSi KOMMbHOTEPA MPe/CTaB/ISeT CoB0M M0 YMOMHaHMIO CepUiiHbIA HoMep KOHCoW.
imsi komnbtotepa KOHCOMM MOXHO M3MEHUTb Ha VIS, KOTopoe ByAeT pacrno3HaBaTbCa VHPOPMALMOHHON
VH(PACTPYKTYPOI1 labopatopui, 19 TOr0 YTOOb! €10 MOXHO ObUI0 MCMO/b30BaTH B paMKaXx Apyroli CETEBOM
MO/MTUKA. [115 NoMyyYeHrs LOMO/HUATENBHON MHGopMaLWK CM. T1aBy 4.8 «/3meHeH e cBeieHnl 0
naboparopumny» B PyKOBOACTBE Mosib3oBaresis Idylla.

V13mMeHWTL ceTeBol AOMEH WM NPUCOEAVHUTL KOHCOMb K M3BECTHOMY CETEBOMY AOMEHY abopaTtopum Hefb3s.
310 03HaYaeT, YTo KOHCO/b HE MOXKET BbITb HACTPOEHa, YTOObI UCMO/b30BaTb NPEVMMYLLIECTBA CEPBEPOB
aKTUBHbIX KaTa/ioroB € JOMEHHOM CTPYKTYPOiA nabopatopuivi, KOTOpble MOTYT MOMOYb B YMPaB/IeHI YHeTHbIMM
3anvcammy nosb3oBaresiei.

B npunioxeHnn A nokasaH OTYET Mo OLeHKe ya3BumMocTY Nessus A1 KoHconm Idylla. B Hem onmcbiBaetcs
YCTOMYMBOCTb HACTPOEK OMepaLOHHO crucTeMbl Idylla npr goctyne K Heil uepes nHTepderic LAN
naboparopum.

4.4 ApMUHUCTPUpPOBaHUE nnaTpopmbl

KOHCO/b MEET TO/MLKO OAHOIO MO/L30BATESA M0 YMOMHYaHU: AgMUHMCTPaTop. Mpasa 4ocTyra 3T0ro

Mo/b30BaTe/1s He MOryT ObITb U3MEHEHbI, U1 YAa/MTb €r0 HEMb3s.

B xoae nepBoii ycTaHOBKM KoHconm Idylla ycTaHOBLLUMK A0O/MKeH 3aaaTh Maposib A/151 3TOro nosb30Bartens

XpaHWTb ero B 6e30MacHOM MecTe. YuyeTHast 3ammcb AMUHUCTPATOpPa MOXET VCTOb30BATLCA TO/bKO /1A

CO3/1aH1S YYETHbIX 3armcein Nnosb3oBaresiei: 0bbI4HO TpebyeTcs co34aTb TOMLKO OAHY YUETHYHO 3ar1ch

AomyHycTparopa. Mepsast ydeTHas 3anmcs AOMUHICTPATOpa MOXKET 3aTeM MCMOb30BaTLCA /1A HaCTPOIKA

Cuctembl Idylla, B TOM umcne 415 co3aaHMs AONONHUTESbHBIX YUYETHBIX 3arnceii.

KOHCO/b MO3BONSET CO3MaBaTh YHETHbIE 3amMC Ha OCHOBaHUN [BYX NPeaBapuTe/IbHO YCTaHOB/IEHHbIX POSEN:
* porb Monb3oBaress faboparopun 418 SLL, UCMOMb3YHOLLMX CUcTeMy /151 BbINOSHEHWS TECTOB;

e ponb AOMVHICTpaTOpa A4/151 MNLL, UMEIOLLMX pacLLMpPeHHbIE MpaBa AOoCTyrNa K HacTpoiKam
CUCTEMBI,

W3B/IEYEHUIO pesy/bTartoB Tecta UT. A,

91 npaga AocTyna AQMUHUCTPaTopa (hKCpoBaHbl. OHaKO HEKOTOpbIe MpaBa AoCTyna [yis
Monb30Baress laboparopum MOryT 6bimb 3MeHEHb! AOMUHUCTPATOPOM.

MWubopmaunsa
Cwm. rnaBy 5.1.1 «3HaKOMCTBO C YYETHbIMM 3anMCAMI NMOML30BATENS Y PONAMM NO/L30BATENS» B
PykoBogcTee nosb3osarens Idylla.
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5 O6HOBNEHMA NporpaMmMHOro obecnevyeHus

KomnaHus Biocartis oTHocUTCS K Knbep-6e30nacHOCT 04eHb cepbe3Ho. KommaHus Biocartis, kak othvumarnibHbIv
npomssoavTenb Cuctemsl Idylla, co3aaet nporpaMMHoe 0becriedeHVs B 6e3BMPYCHOI cpese.
Cvictema ldylla pa3paboTaHa TakmM 06pa3oM, UTO Ha Hee MOXKHO YCTaHaB/MBATb TO/ILKO MPOorpaMMHoe
obecreyeHre, npefocTaB/semMoe KoMMaHuein Biocartis. VIHCTpYKLMM Mo yCTaHOBKe NMPOrpaMMHOro 0becreyeHis
npuBoAATCS B PykoBOACTBE Mnonb3osaresis Idylla.
KomnaHus Biocartis NpyvH1MaEeT criefytoLLvie TEXHUYECKME Mepbl [y obecrieyeHns Knbep-6e3onacHoCT:
 Bce (paitribl NporpaMMHOro obecriedeHns OT KomraHum Biocartis, KOTopble pacnpocTpaHAoTCS A/iA
YCTAHOBKY, MMEHOT LM(IPOBYHO MOAMMCH, 1 HEKOTOPbIE YaCTI 3TWX (aiAnioB 3aLLm(poBaHbI C
MCMONb30BaHMEM MHPACTPYKTYPbI CEKPETHBIX KIKOUEW, COOTBETCTBYHOLLEN AEMCTBYIOLLVIM CTaHAApTaM

OTPac/ M A9 PEKOMEHAALIMIA MO A/ IMHE KIHoYa W anropuTMy (apT. Homep 1STSP-800-57Pt3).
e CeKpeTHble K/IoUM [/19 3TUX CEPTURIMKATOB XPaHATCA B 6e30MacHOM MeCTe W 3alpLLakoTes otaeniom T

KomnaHum1 Biocartis. ocTyn K ceKpeTHOMY Koy UMEET TONbKO MMaBHbIA aaMUHMCTpaTop oraena T
KomMMaHun Biocartis.

e daKTnyecKoe NognvcaHve 1 WPOBaHMe aBTOMATV3VPOBaHb! 1 3aLLMLLIEHbI OHOV aBTOPU30BaHHOM
YYETHOIA 3aMnmnChbio, AOCTYM K KOTOPO BO3MOXEH TO/bKO BHYTPY MOMELLIEHWIA KOMMaHun Biocartis.

B COBOKYMHOCTY 3TV Mepbl 06eCreuMBatoT NOL/IMHHOCTb M LIE/IOCTHOCTb K&XKO0rO NakeTa 0GHOB/IEHNIA
nporpammMHoro obecneyeHms Idylla, npegocTasnsemoro KoMnaHveld Biocartis.
Kpowme Toro. KoHconb Idylla nprHiMaeT TobKo (haiinbl, pacrno3HaBaeMble e Kak NoAnMcaHHbIe 3T M XOpPOLLIO
3aLLMLLEHHBIM CEKPETHBIM K/THOUOM, YTO 06EeCNeYUMBaET NOL/IMHHOCTL 1 LIENIOCTHOCTL /IK060ro MporpamMMHOro
o6ecreyeHs], ycTaHaBMBAEMOrO Ha Kaxkayto Crctemy Idylla.
MpepocTasneHHoe NporpamMmMHoe obecriedeHrie nonagaeT nog AeicTBure YCrIoBUiA U MOMOXEHUIA KOMMaHNM
Biocartis (BK/Ko4as T, YTO KacaeTcsi npa., nepeaasaeMbiX M0 SIMLEH3NN, rapaHTM 1 1CMO/b30BaHNS
MPOrpaMMHOTro 0becreyeHns} 1 KObIX APYTX UHCTPYKLWIA, MpeaocTaBnsieMbIX KoMraHmein Biocartis.
PaspelLLeHHOe K ycTaHOBKe nporpammHoe obecrneveHue Idylla npeanaraetcs Crcteme ldylla agymst
crocobamu;

 3arpyska c «6e30MnacHol 30Hbl» Beb-calita KoMraHum Biocartis Ha USB-YCTPOIACTBO MacCOBOIO XpaHeHWS,

TaKoe kak USB-(hneLL-Hakonurenb;
= nioctyrneHve B Cuctemy ldyllauepes noakntoueHue ldylla.

B 060viX Criyuasix MPUMEHAKOTCA OfHW UTe Xe NpaBwWia: Nosb30Bare/to HEOGXOAMMO NPUHSATL W YCTAHOBUTb
paspeLLeHHOe K YCTaHOBKE MPOrpamMMHOe 06ecrieyeHmne nepes ero 1Cross30BaHMEM 1 0becrieqeHriem
[IOCTYMHOCTM 4151 BCeX nosb3oBatenieli Crcteml Idylla.

Nudpopmaunn

¢ Cwm. rnasy 6 MoaxntoueHne Idylla.

¢ [ns nonyyeHns AONOMHATENBHON MH(OPMaLM O NoAKo4eHnK Idylla 1 06HOBNEHNAX
MPOrpamMMHOro 0becrneyeHs, nonyyYaembix Yepes USB-iieL-HakonuTesb, cM. rnasy 7.8
«YCTaHOBKa 1 06HOB/IEHWE NPOrPaMMHOTO 0becreyeHmns» PyKOBOACTBa Mo/b3osaresis Idylla.

|dylla NprHUMAaET crieaytoLLee paspeLLeHHOe K YCTaHOBKE MPOrpaMMHOE 0BECTIEYeHNE:
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[MakeTbl TMNA TECTA

CepTudumkarbl 6e3-
OMacHoCTU

O6HOBNEHVE
NpOrpamMmmMHoro
obecneveHus

KoHconm (CSW)

OGHOBNEHVE
MPOrpamMmmMHoOro
obecrneyeHns
AHanuzaropa (ISW)

WHdopmauma o

cepum

[Jo6asnset ww yganser cneumguyeckmia Tun Tecta. Tun Tecta NpeacTaBnseT coooi
creumimyecKoe nporpaMmHoe obecrneyeHve a/1a Tecta Win AHanmn3a, KoTopoe
VOEHTULIMPYETCA MO MMEHW MPOAYKTA W KaTasioxKHOMY HOMepy /14 3akasa. Vims M
BK/THOYAET YC/IOBHOE VIMA MPOAYKTa, KOTOPOE HareyaraHo Ha KapTpumke, BEpCUio
MPO/yKTa 1 perynsropHbiin craryc. Hanpumep, KRAS/2.0 IVD

KomraHus Biocartis pabotaeT BMeCTe C NapTHEPCKVMM OpraHu3aLmnaMy s
pa3paboTky TecTos 1 AHanI30B /15 CricteMbl [dylla. [4ns Toro 4Tobbl 3TV NapTHEpD
MOI/I UCMO/b30BaTh 3TN TECTbI M AHaNM3bI Ha X CUCTEME, OHM A0MKHbI MPYOGPECTU
[I0BEPEHHbI CepTMiMKaT KOMMaHM Biocartis, KOTOpbIi HEOBXOAMMO YCTAHOBUTL Ha
KoHcorb 10 TOro, Kak T1n TecTa, CO34aHHbIA 3TVMM NapTHEPaMK, MOXKET ObITb MPUHST
L9 YCTaHOBKMW.

O6HOB/MEHME NporpaMMHOro obecreyeHrs KoHcorm Idylla Ha oaHy Bepcuio BbilLe M0
CPaBHEHWIO C TEKYLLIEI YCTaHOB/IEHHOV Bepcueld. PaspelleHHoe K yCTaHOBKe
NporpamMMHOE 06eCreYeHe MOXKET Takke BK/IOHaTb OOHOBMEHIS OMepaLIOHHOM
cuctembl WES7, MOZyniM OnepaTyBHON KOppeKLW, [paiiBepb! A1 OrepaLyiOHHOM
cucrembl Windows 1 T.

OG6HOBNSETCA MPOrpaMMHOe 06ecreyeHrie Bcex AHa/M3aTOpOB, NOAKMOUEHHBIX K
KoHconu. KoHcornb aBToMarvyeckyie niaH1pyeT npoLiecc 06HOB/EHNA NMPOrpaMMHOro
obecreyeHys AHasIM3aTopa c CoxpaHeHnem JOCTYNHOCTU 75 % NOAKMHOHEHHDBIX
AHanM3aTopoB B Xofe npoLiecca 06HOB/EHMSA. 310 03HAYAET, HTO 13 8 MOAK/TOHEHHBIX
AHanM3aTopoB 06HOB/IEHVE NMPOrPAMMHOIO 0becrieveHns ByAeT NPOVUCXOaNTL
O/IHOBPEMEHHO He 6oriee yeM B 2 AHasn3aTopax. Mpu ycTaHoBKe 4 AHanM3aTopoB Ha
1 KOHCOM B KOHKPETHbIA MOMEHT BpemMeHy 0BHOB/IEHME NPOrPaMMHOro
obecreyeHns byeT NPOVCXOAUTL TO/LKO B 1 AHauv3aTope.

KonmuectBeHHble AHanM3bl/TECTbI TPEBYHOT NPEOCTARNEHUS VHGOPMALIAW,
CBSI3aHHOVi C cepyieil KapTpumka, KoTopasi NepefaeTcs B ycTaHoBMEHHY0 Gasy Idylla
MoCpPeACTBOM Pa3pELLIEHHONO KYCTAHOBKe MPOrpaMMHOr0 06ecrneyeHms.
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6.1 OnucaHne

MoaxntoueHue Idylla npeacTaBnseT coboi MeXXKOMMBIOTEPHOE CBA3YHOLLEE NporpaMMHoe obecrieyeHme,
KOTOpOE MO3BO/ISET OCYLLECTB/ISITb YAR/IEHHbIA MOHUTOPUHI, 0OCTy»KVBaHVe 1 peMOHT CrcTembl Idylla.
[JaHHbIi npoayKT npeanaraetcs nonb3osareniamM B CornaleHnn 06 yposHe cepauca (SLA, Service level
agreement): ecnn paspeLLeHo noakodeHue Idylla, To komnaHma Biocartis MOXeT NpeaocTaBATh
Mosb30Baresito 60/1ee KaueCTBEHHOE OOC/TyXXUBaHIME CO CHIKEHNEM €70 CTOUMOCTM.

[ns nonyyeHrs AoNoHUTENbHOM MHGopMaLn O noaknoHeHnm Idylla obpatuaiiTecs B 0TAeN Mo paboTte ¢
KYeHTaM1 KOMMaHum Biocartis win B MECTHbII OTZeN no paboTe C KveHTamu.

Hp- ALY
CMm. rnaBy 12 KoHTaKTHas MH(opmaLys.

MoaxnoyeHve Idylla obecrieuviBaeT creaytoLme NpevimyLLEecTsa:

* IMOHUTOPVHT B peXXMME peasibHOro BpeMeHU: ObICTPOE BbISB/IEHWE YaHa/ I3 BO3MOXHbIX MpobsieM ¢
AHanM3aTopoMm.

e Ynpexparollee ycTpaHeHUe HercnpaBHOCTe: no™y<nkoHeHue Idylla aBTomarniecky BbIsBNSET
BO3MOXHble NPO6/1IeEMbI ¢ AHANM3ATOPOM Y NPeA/IaraeT MX peLLeHre, YTo6bl He AONYCTUTL
HEe61aronpYSTHOrO PasBUTKA cUTyaumm. MpobieMb! YCTPaHAKOTCS eLLe A0 TOro, Kak OHW MOB/MSIOT Ha
paboume XapaKTepuCTUK AHanm3aropa.

« [lpocToTa UCno/b30BaHNS: OTCYTCTBYE HEOOXOAUMOCTY B OTHUMAHOLLYX MHOTO BpeMeEH! Tenie(hoHHbIX
3BOHKaX [/ 06bsICHEHUA MPO6eMbI. PaboTatoLLme yaaneHHO MHXeHePs! KoMMnaHuK Biocartis GykBaribHO
«BUOAT Mpobriemy.

e YBenmueHne BpeMeHM 6e30TKa3HOI paboTbl: NoaepKaHyie 6e30LLMG0YHO paboTbl CucTembl Idylla c
MaKCUMa/ibHbIM BpeMeHeM ee 6e30TKa3HOl paboTbl.

e OtgenbHOe peLleHvie: ecnm TpedyeTcst PEMOHT Ha MEeCTe aKCrUTyataLyn, UHXEeHep o
3KCyataLMOHHOMY OBCTY>KVBaHUK0 KOMMaHWW Biocartis 3HaeT, Kakast 4aCTb AHa/I3aTopa MOXET
noTpe6oBarb 3aMeHbI, YTO CBOAUT K MUHUMYMY BPEMEHHbIE 3aTpaTbl Ha TEXHUYECKOE OBC/Ty)XVBaHIE.

« [lpocTota 06HOB/EHWS; 0GHOB/IEHA MPOrPaMMHOTO 06eCTIEYEHIISt aBTOMATVUYECKY OTMPaB/SOTCS B
Cvictemy Idylla 1 MoryT NpUHUMATLCS W yCTaHaBMMBATLC AOMUHICTPaTopoM CrcTemb! idylla3a ogyH
aran.

e PaclumpeHre MeHH: HOBOe paspeLLeHHOe K YCTaHOBKe nporpaMmHoe obecneveHue Tecta Idylla
MOXKET ObITb AOCTYMNHO [1/151 BalLIE KOHCONM 515 ero CBOEBPEMEHHOIA YCTaHOBKM
AIMUHKCTPATOPOM.

e Busyarmzaups rpagmka MUP; yepe3 O3HakomeHme ¢ Idylla nonb3osatesib nonyyaeT gocTyn K
[LONOMHUTE/TbHBIM MOME3HBIM YCTyram Ha OCHOBaHWM AaHHbIX M0 pe3y/ibTaram, 3arpy)XeHHbIM Yepes
noaxntodeHve Idylla. Cwv. rnasy 2 OnimcaHve Niathopmbl.

MoakntoueHme Idylla ncnonb3yeT 6e30MacHbIi KaHan KOMMYHUKaLMK, KOTOPbIA He TpedyeT 13MeHeHs
MH(OPMALIMOHHOI MH(PACTPYKTYPbI CO CTOPOHbLI Nonb3oBatens. MNoaxodeHme ldylla He TpebyeT BxoaHbX
BOPOT B 6paHaMayape. CeaHcbl Bcerga MHLmmnpytotcst Cuctemoii Idylla c BbixogHbIMM nakeTamm 4/1a
KOHKPETHOr0 Beb-aIpeca. BTabnuue Hke npeacTaBneHa MHPOpMAaLWS, KacatoLasicsl GpaHamayapa.

Bepcus CSW TMpotokon BbIXOIHOW LIENEBOV IP-AIPEC

42 TLS (HTTPS 11 Be6-COKeETbI) idyllaconnect.biocartis.com:443
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MpoTokon noaxoteHunst Idylia noaaepkveaeT nepeaady AaHHbIX U qiaiisioB B 060MX Hanpas/eHusx. B
creaytoLLeM pasgene nogpobHO paccMaTpUBaeTCH BO3MOXHbIV Tpadwik AaHHbIX Mexay Cuctemoin Idylia n
OTAEN0OM YAaNIeHHOT0 06C/Y>KMBaHUSA KOMMaHK Biocartis.

NHdpopmanms

Cwm. raBy 5.7 «Hactpoiika nogkntodeHmns Idylia» PykoBozcTsa oneparopa Idylia.

6.2 HacTporku noagkntouyeHus ldylia

KoHcorb Idylia npegnaraet cnefytoLiyje BapuaHTbl HaCTPOeK.
BapuanTt Onucanue

Pa3peluntb/3anpeTuts nogxodeHue Idylia 3Ta HacTpoiiKa BK/TKOHAET WM OTK/IKOYAET MPOZYKT,
NOAK/O4EHHBIN K Idylia. B OTKH04EHHOM
COCTOSIHWW HA OfiHa V13 OMCaHHbIX (DyHKLMIA B 3TOM
pa3sfene He GyfeT AOCTyNHa, W BCe Apyrvie
HaCTPOViKN NoaKo4eHns |dylia senatores
HEAOCTYMHbLIMU.

Pa3peLLieHre 3arpy3ku faHHbIX Mo pesynbratam Tecta  [pu paspeLleHnn 3ToiM (yHKLMM NOAKIHoHEH e
—O3HakomseHue c ldylia ldylia nepesaet AaHHbIE MO pesy/bTaram aHanmsa B
KOHTPO/MPYEMbIA LIEHTP XPaHEHWs M 06paboTKK
[aHHbIX KOMMaHWW Biocartis.

Cepsep noakntoueHus Idylia 310 URL, KKoTopomy Cuctema ldylia o6patpetcs
npy paspeLLeHHoOM noaksodeHun Idylia. Agpec no
ymoyaHuio — idyllaconnect. biocartis.com — He
[IO/DKEH V3MEHSATLCS, EC/IN TOMBKO M0 3TOMY
MoBOZY He MoJTyyeHbl KOHKPETHbIE YKa3aHs OT
oT/iena o paboTe C KMeHTamu.

Mopt noaxntoyeHus Idylia Homep noprta B LiIeleBOM CepBEPE MOAK/HOHEHMS
Idylia. JomkeH GbITb YCTAHOB/IEH Kak MopT 443.

HacTpoiikm npokeu-noaxntodeHms ldylia 370 nose No3BOJISIET HACTPaVBaTb CrELMNUECKII
Ana naboparopum NPOKCK-cepaep. v HACTPOVKMA
He KacatoTcst yHKLMN «YOaneHHbIA pabouili
CTON.

6.3 lNepepayn gaHHbIX

6.3.1 lNepepaun gaHHbIx B Cuctemy Idylia

Tpagwmk AaHHbIX B CrucTemy ldylia oueHb orpaHndeH. CyLLECTBYHOT f1Ba BO3MOXHbIX COObITVSI Mepenaqm
[aHHBIX.
» HagexHoe 1 paspelleHHOe K YCTaHOBKe NporpaMMHOe 06ecrieyeHme ot KoMraHum Biocartis. B rnase
5 «OBHOB/IEHVIE MPOrPAMMHOTO 06ECTIEHEHIS OMMCHIBAKOTCA TUMbl OXKAAEMOTO Pa3peLLEHHO K
YCTaHOBKe MPOrpaMMHOro obecreyeHus. PaspeLLeHHoe K YCTaHOBKe NMporpaMMHOe 06ecrieyeHrie
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nepeaaetcs B BiAe (haiinos oT noaktoueHms Idylla k Cucteme Idylla. dalinbl coxpaHstoTcs B
Cucteme Idylla B cneuanbHoi nanke niargopmel. Monb3osarens Idylla nonyyaet ysegomneHve Ha
3KpaHe 0 TOM, YTO pa3peLLEHHOE K YCTaHOBKe MPOrpamMMHOE 06eCTeUeH e OXAAET YCTaHOBKM.
ALMVHMCTPATOP MOXET U3YUWTb HAa3HaUEHVIe MPeTaraeMoro paspeLLleHHOro /15 YCTaHOBKM
MpOrpaMMHOro 06ecrieveHmnst U Hauarb SIMO0 OTKIIOHWTL YCTaHOBKY.

Crepyet 3ametuTb, uto Cuctema Idylla nprHMMaET ToMbKO MakeTbl, MoAnMcaHHbIe J0BEPEHHbIM
CcepT1dMKaToM KomnaHum Biocartis.

e VHthopMaLms 0 paboyem MecTe: OTAEN MO PaboTe C KMEHTaMM KOMMaHWK Biocartis Wiy MECTHBbIR
oTZen no paborte ¢ KveHTaMy MOTYT U3MEHSITL MOJA C «MH(pOpMaLyein o pabodem MecTe» B
Cucteme Idylla. B3tux nossx COAEpXUTCA MHopMaLus O Mosb30Barerie, KOTopasi MOMOraeT Ballemy
KOHTAKTHOMY /Ll Y/yULLIATL B3aUMOZEICTBIE C MO/b30BaTe/ieM (KOHTaKTHast MH(opMaLms,
pacrosioxeHue faboparopum, NpeanovnTaeMbii A3bIK MHTepgelica nT. 4,).

6.3.2 lNepegaun gaHHbIX 13 Cuctemsl Idylla

6.3.2.1Mepeaaya noymorrHaKvio

MopokmoyeHve ldylla asToMaTyecky BoINOMHAET PAf, Nepesaq JaHHbIX, KOTOpbIe Heflb3A OTKOUUTL M0
OTAE/BHOCTU, HAMPUMEP TEXHUYECKWX UHCTPYMEHTa/bHbIX AaHHbIX, KOTOPbIE WCTIOMb3YHTCA /14
MOHWTOPMHIa COCTOSIHUS YCTPOIACTBA. B 4aCTHOCTI, MK pa3peLLeHHOM noakkoseHnn Idylla npovcxoast
nepesaymn creayroLuyx JaHHbIX.

¢ [JaHHble O MOHUTOPUHIE cocTosHNA CrcTembl Idylla B pexknme peanibHOro BPEMEHW; MOKa3aHWs
CHETUMKOB, U3MEPUTENEN Y AATUMKOB, AAtOLLVE MHHOPMALMIO 06 MCMo/b30BaHWM YCTPOIACTBA, ero
M3HOCE WM pabouyiX YCIOBUSIX. 3TN AaHHbIE NMO3BO/IAOT NMPOrHO3MPOBATL MOIOMKY U NMPOBOAWTL
yrpeXxgaroLme MeponpuUsTUS Mo TEXHUYECKOMY OOCTy>KVBAHWHO.

(b [aHHble No MCrnosb30BaHUIO KapTpumka: poaoBble AaHHbIe 1Mo Kaptpumkam, KoTopble
1cnonb3oBannck B Crcteme Idylla. 3ra nHdopmaLwys BKoYaeT Tvn Kaptpumka, Tect win AHanms,
BbIMO/THEHHBIE C MCMO/b30BaHMEM KapTprmka, a Takke YCreLHOCTb Wik HeYCreLHOCTb
BbIMO/IHEHNSA aHa/m3a.

¢ ®daiinbl cucteMHoro xypHana ldylla: TexHuyeckas MHpopMaLKs O HeyAaBLUMXCS aHanm3ax, Kotopast
noMoraeT oTAe/y no paboTe ¢ KveHTaMmn KoMraHmm Biocartis i MectHoMy oTaeny o paboTe ¢
KIMEHTaMK YCTPaHUTL 3asB/IEHHbIE HEVICTIPaBHOCTU.

VHOOPMILIA

BaXkHO MOHMMATD, YTO HW OAWH U3 3TUX NepeYNCnEHHbIX TUMNOB NepeaaBaeMbIX AaHHbIX HE
BKMHOYa€ET AaHHbIE, UMEIOLLWE OTHOLLEHNE U MaUUEHTY, WX PE3Y bTaTbl TECTA.

6.3.2.2epefaum faHHLIX M03arpocy

MoryT BO3HUKATb CUTYaLW, KOra OTAesy Mo paboTe ¢ KIMEHTaMV KOMMaHWmM Biocartis MOXeT NoHaf00MTsCS
MHhopMaLms 0 pe3yribTatax AHamsa win Tecta [y paccrieloBaHWA KOHKPETHOM Npobrembl. [dylla
MpeLoCTaB/IsEeT NMo/b30BaTENO CIEAYHoLLME METOAb! Nepeaayn STHX AaHHbIX.
® Yepes 3anpoc Ha 06CnyxmBaHWe; OTAEN Mo paboTe C KVEHTaMM KOMMaH1W Biocartis oTrpas/niset
3anpoc Ha 06enyxwiBaHre B Cuctemy Idylla, KOTopbI 3anpaLumBaeT CBs3aHHbIA C KOHKPETHBIM
TECTOM (haiin XXypHasia Wn NakeT, coaepallii 6onee noapoGHYH TEXHNYECKYH MHhOpPMALMIO,
reHepupyemyto Cvictemoii Idylla nocne npreMkn. AGMUHCTPATOP MOXET MPUHSATL 3TOT 3anpoc,
4TO NPVBEAET K Nepesaye 3anpoLLEHHOrO (haiiria XypHasa.
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6.3.Z3 MNepeaqm AaHHb X Mo pesyrisTaram

BuisyanvsaLya rpadwka MUP v gpyrve AononHUTeNbHbIE Mone3Hble YA0OHbIe (yHKLMN Npes/iaratorcs
ro/b30Bareio Yepes OTAeNbHoe Beb-npunoxeHre — O3HakomnieHve ¢ Idylla. s gaHHoro Be6-
MPWIOXKeHVA TpedyeTca 3arpy3ka AaHHbIX Mo pe3yribTaraM TecTa C LMo NpeacTaBeHns aTvX JaHHbIX
Mo/b30BATESNO B APY>KECTBEHHOM (popmare. o ymonHaHuio faHHas nepefada paspeLueHa [/ Bcex TUMoB
TecTa, yCTaHOB/EHHbIX HA KOHCOMM. OfHaKO AOMUHUCTPATOP MOXET PELUMTL OTK/IKOUMTD 3Ty Nepeaady Wi
paspeLLMTb ee TO/bKO /151 KOHKPETHbIX TVMoB Tecta. [jaHHas onums [OCTyNHa, TO/bKO eC/N NOAK/HOHEH!e
ldylla paspeLLeHo.

6.4 MNpeaynpexaeHne HapyleHnin Knbep-6e30MnacHOCTM

B JJaHHOM pa3fiesie npefcTas/eHa vHpopmMaLus o ToM, Kak ldylla no3sosiser npefynpeants BO3MOXHbIE
Yrpo3bl, CBA3aHHbIE C NMOAK/OHYEHIEM YCTPOICTB K VIHTEpHETY.

6.4.1 be3onacHOCTb

CeTb noaknoHeHns Idylla nocTpoeHa Ha OCHOBE COBPEMEHHO TEXHOMOTM KNBep-6e30MacHOCTU C LIESbHO
6e30MacHOI 1 KOHPMAEHLMAbHON CKBO3HOM Nepeaaym AaHHbIX. Becb TpadmK AaHHbIX UOET Yepe3 OauH
COKeT TLS (6e30nacHOCTb Ha TPAHCMOPTHOM YPOBHE) Mexay BalLeii cuctemoli Idylla n nHdpacTpyKTypoii
cepeepa noaxntodeHus ldylla. MoaxntoueHwve Idylla He TpedyeT n3MeHeHVs GpaHaMay3pa Wi NpaBun
nepeazpecaLymn rnoproB, NOCKO/bKY CeaHehl nepeaadn AaHHbX MHMLmMpYroTea CructemMoid Idyllac
VHULMMPOBaHNEM BHELLHErO ceaHca [y OAHOro, MprHaZ/IexalLLero KoMnaHmm Biocartis, ceTeBoro aapeca
Ha 06Llem HTTPS-nopre 443 (idyllaconnect.biocartis.com;443). MoakntodeHrie Idylla/O3Hakomnenme c Idylla
cooTBeTCTBYET NpuHATLIM FDA cTaHgapTam CLSIAUTO-9A (YaaneHHbIin AoCTyn Yepes VIHTEpHET K
YCTPOWCTBaM /19 KIMHWYECKO Tab0paTopHOiA AnarHocTvkin) nAUT011-A2 (YaaneHHbIA AocTyn Yyepes
VIHTEepHET K yCTpoiAcTBaM /19 KIMHUYECKO TabopaTopHOl AyarHOCTVKM)

6.4.2 3awuTa NepcoHasbHON MH(opMaLnn

Bce nepesasaemble AaHHbIe LWGPYHOTCA, U nepeada OCyLLEeCTBNSEeTCS no 6e3onacHbIM coeauHeHsam (TLS).
KomraHus Biocartis pekoMeH/yeT No/b30BaressiM UCKMOUNT (He UCTOMb30BaTk) KOHMAEHLMAbHYHO
NepPCOHabHYH MHOPMALIVIO NALIMEHTOB M3 MAEHTU(MKaTOpa 06pa3La v nons Ans sanven. Cuctema ldylla
1 COOTBETCTBYIOLLEE BEG-NpMoXkeHre O3HakoMeHe ¢ Idylla npuH1MaeT AononHUTEbHbIE Mepbl 41
3aLUMTbI MH(opMaLWM aeHTUDMKaTopa 06pasLia OT C/y4aliHOro NPOYTEHUS HEYNOTHOMOUEHHBIMW /LaMM,
Hanpymep WieHammn Crly>0bl TEXHUYECKOV NOAAEPKKM WK CY>KObI NOAAEPHKKA KIMEHTOB.

6.4.3 LlenocTtHOCTb AaHHbIX

TexHonorus nepesaun faHHbIX MpU CMoNb30BaHNM NoaKkoueHMs Idylla BbISBNSET NOMbITKA
HECAHKLIMOHMPOBAHHOTO A0CTyNa K AAHHBIM W VX MoBpeXaeHMe. Kaxxapii haiin, nepeiaHHbIi OT BalLero
ycTpoiictga Idylla 1 K Hemy, BKHOUAET 3aBUCUMBIV OT KOHTEHTA ONo3HaBaTe/bHbI/i KOg, 0GecreumBatoLLel
[l0CTaBKY (haiina no HasHaYeHto B UCXOLHOM BIALE 1 C MAEHTU(MKALMEN UCTOYHMKA.

TexHonors nepesaymn AaHHbIX NPy UCMo/b30BaHMK Noak/ko4eHus Idylla no3BonsieT pabotarhb B YCroBUSX
M/I0XOr0 CETEBOTO MOZK/MOHEHUS 1 [IaXKe B YC/IOBUSIX BPEMEHHOTO OTK/THOUEHNS OT CETHA.
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6.4.4 AsTOpu3auma

Joctyn K AaHHbIM npuioxkeHus Idylla Explore salupiieH MoeHTUhKaLIIOHHBIMA PEKBU3UTAMI, KOTOPbie
CBSA3aHbI C ONpeae/ieHNAMY CreLmpUYECKYIX TPYNMOBbLIX AaHHbIX. Takas apxuTeKTypa 0becreumBaeT AoCTyn K
[iaHHbIM 10 pe3y/ibTaram TecTa TO/bKO YNO/IHOMOYEHHBIM SIMLIAM B paMKaX rpynribl.

BaHK [JaHHbIX, B KOTOPOM XPaHATCA MepefaHHbIe AaHHbIe M0 pesy/ibTatam TecTa, (M3NYecky pasMeLLigeTcs B
€BPONEVICKMX ro/IoBHbIX Othrcax KOMMaHUM Biocartis 1 06C/y»VBaeTCA UieHaMy NMepcoHasa KoMMaHm
Biocartis, otBevatoLLyIMM 3a NPOBEAEHWE ayouTa.
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7 Be6-AP1 KoHconun ldylla

Cuctema ldylla mpesocTasniseT BO3MOXHOCTb JIOKa/IbHbIM K/MEHTCKVIM MPWIOXEHUAM fiaboparopun
3anpaLlvBaTh B PEXXVIME peasbHOro BpeMeHN nHgopmaLyio o Cucteme ldylla v coctosiHim TecTa. [JaHHbli
MHTEp(eliC MMeET CBOEV Lie/bo NPpeaocTaB/eHve NoAAepHKN 19 CO30aHUA UHOVBIYabHOTO MOHUTOPWHIA U
naHesieli yaneHHoro 06Cy>xvBaHWA. [JaHHbIA UHTePgelC 0TOOPaXKAET TO/bKO TEXHUHECKYHO MH(OPMALMIO 1
MHopmMaLmio 0 cocTosHuM Idylla; pesynbTarsl Tecta NoyunTb Hemb3s.
JocTynHel cnefiytoLLye QyHKLUAN.

* [lonyyeHre rHpopMaLmm 06 3KCrUTyaraLMOHHOM COCTOSIHUM BCEX AHA/IM3aTOPOB, MOAK/THOYEHHBIX K
onpeAeneHHor KoHconw.
3anpoc nepeyHs TeCTOB, OXMAAKLLMX BbINO/HEHNA.
3anpoc nepeyHs 3aBepLLEHHbIX TECTOB C HEMepeaaHHbIMY PesyrisTataMi.
3anpoc nepeyHs 3aBepLLUeHHbIX TECTOB C NepeaHHbIMN Pe3y/bTaTaMu.

Be6-AP1 (nHTepdelic npuknagHoro nporpammmposaHis) Idylla ncnonbayet nHrepdelic RESTful Ha ocHose
OTKpbITbIX BeG-cTaHAapToB (HTTP/HTTPS, XmI/JSON). CripaBoyHbI SOKYMEHT MO BeG-APL MOXHO MOyuMTb,
06paTVBLLCL B OTAEN NO paboTe C KMeHTaMn KomnaHum Biocartis.
VHOOPMALIN -
e Cm. rnaBy 12 KoHTaKTHas H(opMaLms.
» BaxHO, UTOObI CO3AaHHbIE MO/E30BATENIEM NMPUIOXKEHNS C AOCTYNOM K BeG-APL TLLATEIbHO

MpOBepsIMCh Nepes, X 1crnonb3oBaHreM B Crcteme |dylla B KMMHMYECKVIX YCIIOBUSIX.
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8 KoMmMmyHukKkaumna c 1NC/nnyc

Cuctemy Idylla MOXXHO HAaCTPOMTL A1 KOMMYHUKALWN € JTaGopaTopHO UH(OPMALWIOHHOM (MHGOPMALOHHO-
yrpaenstoLLeii) cuctemoid (JIUC/NNYC).

Idylla nogaepymBaet vHTErpaumto ¢ npoaykramm JINC/INYC uepes H17-COBMECTUMBIA MHTEPMENAC.
CucTema no3BosISET yCTaHaB/IMBATb ABa YPOBHS 6e30MacHOCTY /19 KOMMYHUKALWIOHHOTO KaHasia HL7 B
3aBVCVMOCTM OT HACTPOEK SlabopaTtopun Wn TpeboBaHMi K 6e30MacHOCTL.
e AyTEHTU(MKALMS BbINOHAETCS NMPW HACTPOLiKe coeHeHns HL7. 310 No3BoseT NPoBecTv NpoLeypy
ayTeHTU(MKaLmM Ha ocHose TLS.
e LLndposaHne Tpagmka HL7 Mo KOMMYHUKALIMOHHOMY KaHary.

Mo ymMonyaHmo 06a napameTpa 6e30MacHOCTA OTK/HOHEHDI.

[N 1cnonb3oBaHKA U ayTeHTUdMKaLWM 1 LingpoBaHma s CucTemb! [dylla TpebyeTcs ABOMHOM KOMMNEKT
cneupmhnIHbIX 4715 1abopatopum nap Koueii.
NHdopmaums
B CBSI3M CO CNOXXHOCTBLHO ONmMcaHWs MHTepelica aTa Tema paccMaTpyBaETCs B OTAENbHOM A0KYMeHTe. Mpn
HEo6X0AMIMOCTY NOMyYeHNs AONOMHUTEBHOM MHGOpMaLn 06 rcnonb3osaH HL7 B Cucteme Idylla
obpalLaiiTeck B OTAEN MO paboTe € KMeHTaMi KOMMaHun Biocartis v B MECTHbI OTAen no pabore ¢
KIVEHTaMN.
[4191 yCTaHOBKM CrieupmthnyHbIX /19 TabopaTopum CEPTUHMKATOB Taloke TPebyeTcs MOMOLLB OTAeNa Nno
paborte ¢ KneHTamm1 KomnaHun Biocartis.

VHchopmMaLmio 0 HacTpolike kKoMmyHUKaLwn ¢ JIAC cm. Brnase 5.4 «HacTpolika KoMMyHMKaumm ¢ JIAC»
PykoBogcTBa rnosb3osarens ldylla.

frv
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9 O6wasa nanka ldylla

Cuctema ldylla npegocraBnset oueHb yA06HbIA Crocob A0CTyNa K CBA3aHHBLIM C TECTOM AaHHbIM Yepe3 00LLyHO
CETEBYI0 Marky. 3ra (PyHKLWA paspeLLeHa nMo YMOTHaHIO 1 He MOXET ObITb BK/TKOYEHA WM OTK/IHoYEHa
AaMUHMCTpaTopoM. PyHKLWA OOLLEI CETEBOI Narnkn 06ecneyvBaeT A0CTYN TOMbKO 4719 UTEHUS K nanke KoHConm
dylla, rae xpaHsTes xypHasibl TecTa u Mnatgopmbl. B CTPyKTYpe KOHKPETHOV Marnkin COAEPXKATCA CiefytoLLas
VHopMaLWA.

I/ICXO,EI,HbIe \\[1P address]\biocartis\RunData\[dateHcartridge IdHsample Id]-[test type]-[instrument
[aHHble Mo 1dj\

pesynbTataM  [laHHasi narnka BmeLLaeT ot 3 40 5 (halinioB B 3aBYCMMOCTI OT pesy/ibTaros TecTa
aHa/msa W1 (BbInosiHeH/He BbINO/HEH) M HACTPoeK CyCTeMbl. [MpeoCTaBISEeTCa creaytoLas
Tecta WH(hopMaLInS:
* 1ICXOfHbIe AaHHbIe ro aetexTopy MNUP;
* oAPOGHbIE CBEAEHA O BbINO/HEHWW peLerTTa (MPoTOKosa);
* VH(opmaLys Mo pesysibTatam TecTa;
 (aiin >xypHana oLMGOK 1 NpeaynpeXXaeHnin (Heoos3aTeNbHO, TOMbKO EC/N OLLIMOKN
WM NpeaynpeXxxaeHns reHeprpyroTes BO BpemMs TeCTa);
= XypHan 06paboTkv AHanm3aropa (Heobs3aTe/IbHO, TO/bKO B Clyuae aHa/Im30B ¢
OLLMOKaMM W NP HACTPOIiKax, NpedyCcMaTprBaoLLMX FeHeprpoBaHne 3Toro daiina
MNPV KXKOO0M aHa/TN3E).

Otyetr ansa \\[1P address]\biocartis\reports\RunData\[date]-[-[cartridge IdHsample Idj-[test
type].pdf\
[Nonb3oBaresisiM MOXET ObTb Y/I06HO OTMETUTH 3Ty Marky B KAYECTBE CETEBOIO AMCKA 1
neyararb OTYETbI HEMOCPEACTBEHHO M3 HEE C UCMNO/b30BaHNEM MNEPCOHaUTbHOIO KOMIMbIOTEPA.

neyvatun

IP-appec cetn LAN naboparopumn KoHcomnm Idylla MoXHO Haitn Ha akpaHe «O NpoayKre».

[nsi NOAKNIOMEHs K 3TOM Nanke TpebyroTes YYeTHble AaHHble. CnedyeT UCrofb30Barh YYETHbIE IaHHbIE
nonb3osarens KoHconu.

NH®OPMAL).N
Cm. rnaBy 5.8 «HacTpoiika 06LLei nankv 1 AocTyna K Heli» PykoBozCTBa onepartopa Idylla.
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10 CeTeBble NPUHTEPDI

KoHconb Idylla npeactanset coboit 3akpbityto nnarhopmy Tina «KMOCK» 1 NosTOMy UMEET OUEHb YKECTKYH)
KOH(MrypaLmto, KoTopas He Mo3BOJISET UCMOMb30BaTb CrieLntmieckme Apaiisepb! NpUHTEpPa Nosb30BaTesis. 1o
BbIHY>AAET MpMeHsITb AN Idylla 06LLmiA NoAX0A,C MCMO/b30BaHMEM JTOKa/TbHBIX CETEBbIX NPUHTEPOB; USB-
MPVHTEpPbI He noaaepxuvBatoTcs. Cuctema ldylla noaaepkvBaeT ToMbKO ceTeBble NpuHTepbI (Ethernet™-
COeIMHEHWE), KOTOpPblE NOAAEPXKMBALOT YHMBEPCA/IbHbIE (PopMaThl AOKYMEHTOB PostScript.
[Jns HacTpoiikun ceTeBoro npuHTepa 4ns Idylla gomkHa Obimb paspelueHa nevars. [1s HacTPoiKv MpuHTepa
creayeT 3ano/HATL TONbKO [Ba Noss;

e TUMN NPUHTEPA: MOXHO BbIOpaTb CETEBOI NPUHTEP, NOAAEPKMBAIOLLIMIA YHUBEPCANBbHBIA (hopMar

[I0KyMeHTOB PostScript;
e 1M xocTa wn IP-afpec ceTeBOro npuHTepa 1abopatopum.

[1ns Mcnonb30BaHKA MOXKHO HaCTPOMTbL TOSIBKO OOWH MPUHTEP. B kauecTBe asbTepHaTuBbI, OTUETLI O TecTe
MOXHO pacrievararb, Noslyuus K HAM [O0CTYN Yepes NepcoHasTbHbIA KOMMbOTEP Yepes 0OLLyto narnky. Cwv. riasy 9
O6uas nanka idylla.
NHdopmaumsn
e CMm. MaBy «YCTaHOBKa W HacTpoiika NpuHTepa» PyKoBOACTBa Nosb3osatesis Idylla.
* YHacneaoBaHHble cuctemMbl {CSWA.1 1 6onee paHHUE), KOTOPbIE BblTM YCTAHOB/EHbI HA KOMIbIOTED
8 npoLwiom, noaaepxusatoT To/bKo npuHTep HP Officelet 6100. KomnaHws Biocartis coetyet
MO/b30BaTe/IIM HaCTpauBaTb CETEBbIE MPUHTEPbI TOMLKO C PYHKLIVIE NOAAEPKKM YHUBEPCAIBHOrO
(hopmara AoKyMeHTOB PostScript.

& 000 LHPMH [ INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU /fci



11 NHTepdgennc USB

Cuctema Idylla nmeet yeTbipe USB-nopta, KOTOpble MOXHO UCTOMb30BaTh A/19 NOAKTHOHEHNS BHELUHEN MbILLI,
BHELUHe KnasuaTypb! Wi U5B-yCTPOICTBA MacCoOBOr0 XpaHeH A /1 MINOPTa 1 3KeropTa AaHHbIX.

11.1 WmnopTt

BO3MOXHOCTV MMNOpTa faHHbIX Yepe3 USB-NopT orpaHnyeHb! dhaiiiamm paspeLleHHOro K yCTaHoBKe
MporpaMMHOro obecreyeHus, npeaocTaseHHbIMM KoMnaHveln Biocartis. Cuctema Idylla He npepgoctasnser
Mo/b30BAaTEN0 BO3MOXHOCTH BbIOOPA M MMMOpTa (haiifioB /060ro Tuna. BmecTo atoro CuctemMa ckaHmpyet
YCTPOICTBO MOC/e ero noaKiodeHns K USB-nopty Ha npesmeT pacro3HaBaeMbIX TUMOB qaiinos. Mov
06Hapy>XeH1N Takunx (haiinos CrucTeMa TLLATENBHO M3yYaeT UX Ha NPeAMET MOA/IMHHOCTY Nepes, NPUHATVEM.
®daiiribl, KOTOpble He COOTBETCTBYIOT TpeboBaHKAM CucteMs! Idylla, Hanpyivep, qaiinbl, KoTopble He
pacrosHaroTCs Kak (haiinibl, MpeaocTaBeHHbIE KOMMaHWe Biocartis, He GyayT NokasaHb!.

YctaHaB/mBaTh (iaiinibl MyTeM HaBuraLyiv B Npefenax akpaHa «YCTaHOBKa OGHOB/IEHMIA» MOXET TO/bKO
Mo/b30BaTesb C PO/bi0 ALMUHUCTPATOPA.

Cuctema Idylla BbINOMHSAET CKaHUPOBaHVIE C LIEMbHO BbISB/IEHNS TUMOB (IaiANIoB, NepeymcieHHbIX B riase 5
OG6HOB/EHNA MPOTPAMMHOI0 06ECTIEUEHMS.

11.2 3kcnopT

Cuctema Idylla npegocTasnseT psig, BO3MOXHOCTEN aKcropTa Ha USB-yCTpOoIACTBO MaccoBOro XpaHeHus. B

Tabnmue Hke 0600LLEHbI CBEAEHMS O TOM, KaKyH VH(OPMALIKO MOXHO 3KCMOpTMpOoBaTb Ha USB-yCTPOIACTBO.
e QOrueTbl 0T TecTe 4n1a neyaru (B hopmare PDF).

VicxoaHble AaHHbIe MO pe3y/ibTatam aHassa Wik Tecta. 310 Te e (haiinibl, KOTopble AOCTYMHbI B OOLLER

rarke.

Cratuctvika TectoB

e )XypHan KOHTpO/A

Cuctema ldylla no3BonsieT noyunTb (aidn oTNaaKy C NOMOLLILIO KHOMKV C60p MHopMaLwn 06 oTnaake

Ha KoHconm.
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12 KoOHTaKTHasa nHdpopmauymns

Biocartis NV

Generaal Oe Wittelaan 11B
2800 Mechelen (Belgium)
TenedpoH: +32 15 632 888

Monnepxka

Orgen no pabore ¢
KMeHTaMm 1
TexHunyeckasn

NOAOEPKKA KIIMEHTOB

JokymeHTaums

CeepeHun

CrnmcoK AMCTPUOLIOTOPOB B PETVIOHE MOXHO HaliT Ha caiiTe
www.biocartis.com/distributors.

KoHTaKTHble AaHHble OTAena ro paboTe ¢ KvieHTaMy KoMnaHum Biocartis:
+32 15 632 888
®dakc: +32 15 632 692
customerservice@biocartis.com
YNnosiHOMOYEHHbI npeactaBuTenb B Poccuiickoii degepaymn:
000 «buofaiiH» (Poccuiickas ®efepaums, 197046, r. CaHKT-
MeTepbypr, MuHCKWIA nepeynok, 3, nutep A)
3n. noyta; main@bioline.ru
«opsivas NMHUA» cnybbl TEXHUYECKOI noaaepku: 8-800-333-00-49
Ten.: (812) 320-49-49 dakc: (812) 320-49-40

Be6-caiiT: www.bioline.ru

BCto AOCTYMHYHO [OKYMEHTALMIO NOb30BaTe st MOXHO NOMyYUTb Yepes
BeO-caiiT KoMnaHuK Biocartis nim no 6ecniaTHbIM HOMepPam TeneqoHoB,
yKazaHHbIM B nacropte 6esonacHocTy Idylla.
www.biocartis.com (pa3aen «3aka3 v NoaaepKKar»)
e 3apervCTpUPYITECh B KAYECTBE KIMEHTA, YTOObI MOy4MTb AOCTYN K
Ge30mnacHoin 30He BeG-caliTa Biocartis, v BoiauTe,
(b B6e30mnacHoi 30He BeG-caliTe Bbl HaAETE BCHO AOKYMEHTALMIO 1

nomoLp (TTP, nposast MHopMaLWS).

www.biocartis.com/ifu

¢ ApXmMB BCEX MHCTPYKLMIA No npumeHeHuto (IFU) Idylla n pykosoacTs
rMosib30Baresis.
® Vcnonb3yiiTe KMHUEBOI KOA, HA MapKVPOBKE MPOZyKTa.
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UHbopmaumn 06 aBTOPCKOM Npase

© Biocartis NV, 2015. All rights reserved. Hukakan 4acTh AaHHOMN NyGAMKaUMK HE MOXKET BuiTe
BOCAPOMIBEACHA, NEPEAANA, NEPEIINNCINE AN NepeseeHa Ha 060t A3bIK, BRAIOY2A KOMNBIOTEPHBIE
AILIKW, HW B KAKOH GOPME U HHKIKMMK cnocoBamu §e3 NPEeABIPUTENLHO BLIPAMECHHOTO B NMCHMEHHOH
dopme pazpewennn KOMNauuu Biocartis NV.

NpoayxT paspeweHo HENONB3I0BATL UCKNIOUUTENBHO B COOTERTCTBUN C YCAOBHAMU U NONOIKEHHAMM

xomnanuu Biocartis (npeaocTaBneHHbMU NPU NPUoBpeTennn NPoAYKTa), BRAIOYAR YCAOBUA APasB,

NepesasaembiX NO AMUEHINK (YTO Pa3PeLtieHD, M YTO IZNPELUEHO BENATL), FAPAHTMIO U NCNOAL3OBaHKUE |
NPOrPaMMHOTo 06ecneyeHnn. BHUMSTEALHO NPOHMTINTE YCAOBHA U NONOMEHNA KOMNaHKK Biocartis, |
APEMAL HEM NPHUCTYNATL K HCNOALIOBAHMIO NPOAYKTA, |
Ha A2HHBIA NPOAYKT PACNPOCTPIHARTCA ACHCTBHE OAHOTD HAYK Bonee ns Creayiowmnx narentos CLUA:

D675,375; D686,335; D680,658; US 8,563,324; US 8441,629; US 8,641,971; US 8,512,637 uUS

6,936,225,

Biocartis NV

Generaal De Wittelaan 11

B32800 Mechelen

benvrun

Tenedon: +32 15 632 888

www .biocartis.com

Komnanwua Biocartis ocTannnet 3a co60ii NPaBo HA UIMEHEHHE CBORH NPOAYKUKK U YCAYT B A0G0e Bpema,
HecmoTpA Ha Bce YCHANS, NPLANPURATLIE € UENbIO 0eCreueHnn NPABUABHOCTH SOKYMENHTALUK,
HOMRanuA Biocartis He HECET OTBETCTBEHHOCTL 3a OWNGKH, HETONHOCTH HAKW YNYUIEHWA, C KOTOPBIMIK
MOMET CTOAKHYTLCA NONL30BATEAD, 3 TAKIKE 33 HCAOABIOBAHKE CHCTeMbl BE3 NPOUTEHNA ADKYMERTIUMM
no Cucreme.

TosapHLIi 3HaK 1 NOroTUN Biocartis — 3TO TOBaPHBIE IHAKN, TPHHABAENALME KOMNaHWK Biocartis,
WenoAbL3IyEMbIE 1 3aperucTpupopaHibie B Espone.

ToBapHbiKk 3HaK n AoroTn Idylla — uCNOAb3yemMbIe TOBIPHLIE 3HAKN, MPHHAANEIKAUME KOMNAHWK

. Biocartis. |

MEFEAEHE 53 13K 1A

1 01/2020 MNepsan sepcua
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13 MpnnoxeHune

13.1 MpunoxxeHne A: otyeT Nessus
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Nessus Report

Nessus Scan Report
Tue, 06 Sep 2016 14:53:17 Romance Standard Time
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Vulnerabilities By Host
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10.29.4.176
Scan Information

Start tirre; Tue Sep 06 14:53:17 2016

End time; Tue Sep 06 15:11:27 2016
Host Information

DNS Name; console.domain.local

Netbios Name: CONSOLE

IP: 10.29.4.176

MAC Address: 00:0b;ab:96:7b:c4

os; Microsoft Windows Embedded Standard Service Pack 1
Results Summary

Critical High Medium Low Info Total

g 0 0 0 85 86

Results Details
0/tcp e - . - _ _ - _
90511 - MS KB3152550; Update to Improve Wireless Mouse Input Filtering
Synopsis

The remote Windows host is missing an update to wireless mouse input filtering.
Description

The remote Windows host is missing an update to the wireless mouse input filtering functionality. The missing
update enhances security by filtering out QWERTY key packets in keystroke communications issued when receiving
communication from USB wireless dongles. The update resolves a vulnerability that allows a local attacker in the
physical proximity of the wireless mouse range to inject keyboard HID packets into Microsoft wireless mouse devices
through the use of USB dongles.

See Also

https;//technet.microsoft.com/en-us/library/security/3152550
Solution

Microsoft has released a set of patches for Windows 7, 8.1, and 10.
Risk Factor

None
Plugin Information;

Publication date: 2016/04/13, Modification date: 2016/04/13

Ports
tcp/0

Nessus has determined that the remote Windows host is missing files
that are created upon installation of the update corresponding to
Microsoft Security Advisory 3152550.

10916 - Microsoft Windows - Local Users Information : Passwords never expire
Synopsis

At least one local user has a password that never expires.
Description

Using the supplied credentials, it is possible to list local users that are enabled and whose passwords never expire.
Solution

Allow / require users to change their passwords regularly.

& 000 LHPMH (] INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



Risk Factor
None

References
XREF OSVDB:755

Plugin Information:

Publication date: 2002/03/17, Modification date: 2015/02/03

Ports
tcp/0

The following local users have passwords that never expire

- BCService
- ConsoleAdrninistrator
- ConsoleUser

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UiDs between 1000 and 1200.

To use a different range, edit the scan policy and change the 'Start
UID' and/or 'End UID' preferences for this plugin, then re-run the

scan.
10914 - Microsoft Windows - Local Users Information : Never changed passwords
Synopsis

At least one local user has never changed his / her password.
Description

Using the supplied credentials, it is possible to list local users who have never changed their passwords.
Solution

Allow / require users to change their passwords regularly.
Risk Factor

None
References

XREF OSVDB:755

Plugin Information;
Publication date: 2002/03/17, Modification date: 2015/01/12

Ports
tcp/0

The following local user has never changed his / her password :

- Guest

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UIDs between 1000 and 1200.

To use a different range, edit the scan policy and change the ‘Start
UID' and/or 'End UID’ preferences for 'SMB use host SID to enumerate
local users' setting, and then re-run the scan.

10915 - Microsoft Windows *Local Users Information : User has never logged on
Synopsis
At least one local user has never logged in to his / her account.
Description
Using the supplied credentials, it is possible to list local users who have never logged into their accounts.
Solution
Delete accounts that are not needed.
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Risk Factor
None
References
XREF OSVDB:754

Plugin Information:
Publication date: 2002/03/17, Modification date; 2015/01/12

Ports
tcp/0

The following local users have never logged in

- Guest
- BCService

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UiDs between 1000 and 1200.

To use a different range, edit the scan policy and change the 'Start
UID' and/or 'End UID' preferences for 'SMB use host SID to enumerate
local users' setting, and then re-run the scan.

10913 - Microsoft Windows - Local Users Information ; Disabled accounts
Synopsis

At least one local user account has been disabled.
Description
Using the supplied credentials, it is possible to list local user accounts that have been disabled.
Solution
Delete accounts that are no longer needed.
Risk Factor
None
References
XREF OSVDB:752

Plugin Information:
Publication date: 2002/03/17, Maodification date; 2015/01/12

Ports
tcp/0

The following local user accounts have been disabled

- Administrator
- Guest

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UiDs between 1000 and 1200.

To use a different range, edit the scan policy and change the 'Start
UID' and/or 'End UID’ preferences for 'SMB use host SID to enumerate
local users’ setting, and then re-run the scan.

62042 - SMB QuickFixEngineering (QFE) Enumeration
Synopsis

The remote host has quick-fix engineering updates installed.
Description

By connecting to the host with the supplied credentials, this plugin enumerates quick-fix engineering updates installed
on the remote host via the registry.

Solution
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n/a
Risk Factor
None

Plugin Information:
Publication date: 2012/09/11, Modification date; 2013/03/28

Ports
tcp/0

Here is a list of quick-fix engineering updates installed on the
remote system :

KB123456, Installed on: 2016/09/06
KB2425227, Installed on: 2016/09/06
KB2446710, Installed on; 2016/09/06
KB2475792, Installed on; 2016/09/06
KB2476490, Installed on; 2016/09/06
KB2478662, Installed on; 2016/09/06
KB2479628, Installed on: 2016/09/06
KB2479943, Installed on; 2016/09/06
KB2482017, Installed on: 2016/09/06
KB2485376, Installed on: 2016/09/06
KB2487305, Installed on: 2016/09/06
KB2489256, Installed on: 2016/09/06
KB2432386

KB2497640, Installed on: 2016/09/06
KB2502285, Installed on: 2016/09/06
KB2502664, Installed on: 2016/09/06
KB2503658, Installed on: 2016/09/06
KB2503665, Installed on: 2016/09/06
KB2506212, Installed on: 2016/09/06
KB2506223, Installed on: 2016/09/06
KB2507618, Installed on; 2016/09/06
KB2507938, Installed on: 2016/09/06
KB2508272, Installed on: 2016/09/06
KB2508429, Installed on: 2016/09/06
KB2509553, Installed on: 2016/09/06
KB2510531, Installed on: 2016/09/06
KB2511250, Installed on: 2016/09/06
KB2511455, Installed on: 2016/09/06
KB2515325, Installed on: 2016/09/06
KB2518869, Installed on: 2016/09/06
KB2530548, Installed on: 2016/09/06
KB2533623, Installed on: 2016/09/06
KB2534366, Installed on: 2016/09/06
KB2536275, Installed on: 2016/09/06
KB2536276, Installed on: 2016/09/06
KB2539635, Installed on: 2016/09/06
KB2541014, Installed on: 2016/09/06
KB2544521, Installed on: 2016/09/06
KB2544893, Installed on: 2016/09/06
KB2545698, Installed on: 2016/09/06
KB2547666, Installed on: 2016/09/06
KB2552343, Installed on: 2016/09/06
KB2555917, Installed on: 2016/09/06
KB2556532, Installed on: 2016/09/06
KB2559049, Installed on: 2016/09/06
KB2560656, Installed on: 2016/09/06
KB2562937, Installed on: 2016/09/06
KB2563227, Installed on: 2016/09/06
KB2563894, Installed on: 2016/09/06
KB2564958, Installed on: 2016/09/06
KB2567053, Installed on: 2016/09/06
KB2567680, Installed on: 2016/09/06
KB2570791

KB2570947, Installed on: 2016/09/06
KB2572077, Installed on: 2016/09/06
KB2574819, Installed on: 2016/09/06
KB2

12053 - Host KuMy Qualified Domain Name (FODN) Resolution
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Synopsis

ltwas possible to resolve the name of the remote host.
Description

Nessus was able to resolve the FQDN of the remote host.
Solution

n/a
Risk Factor

None
Plugin Information:

Publication date; 2004/02/11, Modification date: 2012/09/28

Ports
tcp/0

10.29.4.176 resolves as console.domain.local.

25220 - TCP/IP Timestamps Supported
Synopsis

The remote service implements TCP timestamps.
Description

The remote host implements TCP timestamps, as defined by RFC1323. A side effect of this feature is that the uptime
of the remote host can sometimes be computed.

See Also
http;/Awwyietf.org/rfc/rfc1323.txt
Solution
na
Risk Factor
None

Plugin Information:
Publication date; 2007/05/16. Modification date; 2011/03/20

Ports

tcp/0

46215 - Inconsistent Hostname and IP Address
Synopsis

The remote host's hostname is not consistent with DNS information.
Description

The name of this machine either does not resolve or resolves to a different IP address.

This may come froma badly configured reverse DNS or from a host file in use on the Nessus scanning host.
As a result, URLSs in plugin output may not be directly usable in a web browser and some web tests may be
incomplete.

Solution
Fix the reverse DNS or host file.
Risk Factor
None
Plugin Information:
Publication date:; 2010/05/03, Modification date; 2016/08/05

Ports
tcp/0

The host name 'console.domain.local’ does not resolve to an IP address

35716 - Ethernet Card Manufacturer Detection
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Synopsis
The manufacturer can be identified from the Ethernet OUI.
Description

kIE);'jlclrlgEeEthernet MAC address starts with a 24-bit Organizationally Unique Identifier (OUI). These OUls are registered

See Also
http://standards.ieee.org/fags/regauth.html

hittp://Awmwv.nessus.org/u7794673b4
Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2009/02/19, Modification date: 2015/10/16

Ports
tcp/0

The following card manufacturers were identified

00:0b:abh:96:7b:c4 : Advantech Technology (CHINA) Co., Ltd.

46180-Additional DNS Hostnames
Synopsis

Nessus has detected potential virtual hosts.
Description

Hostnames different from the current hostname have been collected by miscellaneous plugins. Nessus has generated
a list of hostnames that point to the remote host. Note that these are only the alternate hostnames for vhosts
discovered on a web server.

Different web servers may be hosted on hame-based virtual hosts.

See Also
http://en.wikipedia.org/wiki/Virtual_hosting
Solution

If you want to test them, re-scan using the special vhost syntax, such as :
www.example.com(192.0.32.10)

Risk Factor
None
Plugin Information;
Publication date: 2010/04/29, Modification date; 2016/07/22

Ports
tcp/0

The following hostnames point to the remote host :
- console

11936 - OS Identification
Synopsis

Itis possible to guess the remote operating system.
Description

Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), itis possible to guess the name
of the remote operating system in use. Itis also possible sometimes to guess the version of the operating system.

Solution
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na
Risk Factor
None

Plugin Information:
Publication date; 2003/12/09, Modification date:; 2016/02/24

Ports

tcp/0
Remote operating system Microsoft Windows Embedded Standard Service Pack 1
Confidence level : 100
Method : SVB

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

HTTP:Server; Microsoft-HTTPAPI/2.0
NTP: ! : unknown

The remote host is running Microsoft Windows Embedded Standard Service Pack 1

54615 = Device Type
Synopsis

Itis possible to guess the remote device type.
Description

Based on the remote operating system, itis possible to determine what the remote system type is (eg: a printer,
router, general-purpose computer, etc).

Solution
na

Risk Factor
None

Plugin Information:
Publication date: 2011/05/23, Modification date; 2011/05/23

Ports
tcp/0
Remote device type : general-purpose
Confidence level : 100
45590 - Common Platform Enumeration (CPE)
Synopsis
Itis possible to enumerate CPE names that matched on the remote system.
Description

By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches
for various hardware and software products found on a host.

Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the
information available from the scan.

See Also

http;//cpe.mitre.org/
https://nvd.nist.gov/cpe.cfim

Solution
na

Risk Factor
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None

Plugin Information:
Publication date; 2010/04/21, Modification date: 2014/11/20

Ports
tcp/0

The remote operating system matched the following CPE :
cpe:/o:microsoft:windows: :spl
Following application CPE’s matched on the remote system :

cpe:/a:microsoft:ie:1.0.9600.18426
cpe:/a:microsoft:sql_server:2008:sp3
cpe:/a:microsoft:iis:7.5 -> Microsoft Internet Information Services (lIS) 7.5

19506 - Nessus Scan Information
Synopsis

This plugin displays information about the Nessus scan.

Description

This plugin displays, for each tested host, information about the scan itself;
- The version of the plugin set.

- The type of scanner (Nessus or Nessus Home).

- The version of the Nessus Engine.

- The port scanner(s) used.

- The port range scanned.

- Whether credentialed or third-party patch management checks are possible.
- The date of the scan.

- The duration of the scan.

- The number of hosts scanned in parallel.

- The number of checks done in parallel.

Solution
na

Risk Factor
None

Plugin Information:
Publication date: 2005/08/26, Modification date; 2016/04/08

Ports
tcp/0

Information about this scan

Nessus version : 6.8.1

Plugin feed version : 201609022130

Scanner edition used : Nessus

Scan type : Normal

Scan policy used : Basic Network Scan
Scanner IP : 10.29.1.19

Port scanner(S) : nessus_syn_scanner

Port range : 1-65535

Thorough tests : yes

Experimental tests : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : yes, as '10.29.4.176\ConsoleAdministrator' via SMB
Patch management checks ; None

CGl scanning : enabled

Web application tests : enabled

Web app tests- Test mode : all_pairs

Web app tests- Try all HTTP methods : yes
Web app tests- Maximum run time : 10 minutes.
Web app tests- Stop at first flaw : param
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Max hosts ; 30

Max checks : 4

Recv timeout : 5

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2016/9/6 14:53 Romance Standard Time
Scan duration : 1090 sec

0/udp _ -
10287 - Traceroute Information
Synopsis

ltwas possible to obtain traceroute information.

Description
Makes a traceroute to the remote host.
Solution
na
Risk Factor
None
Plugin Information;
Publication date:; 1999/11/27, Maodification date; 2013/04/11

Ports
udp/0

For your information, here is the traceroute from 10.29.1.19 to 10.29.4.176
10.29.1.19
10.29.4.176

80/tcp
40984 - Browsable Web Directories
Synopsis

Some directories on the remote web server are browsable.
Description

Miscellaneous Nessus plugins identified directories on this web server that are browsable.
See Also

http://Amwwv.nessus.org/u70a35179
Solution

Make sure that browsable directories do not leak confidential informative or give access to sensitive resources.
Additionally, use access restrictions or disable directory indexing for any that do.

Risk Factor
Medium
CVSS Base Score
5.0 {CVSS2#AV:N/AC:L7AU:N/C:P/I:N/A:N)
Plugin Information:
Publication date; 2009/09/15, Modification date: 2016/01/22

Ports
tcp/80

The following directories are browsable :

http://10.29.4.176/pub/

11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.

Description
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This plugin is a SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modification date: 2016/07/11

Ports
tcp/80

Port 80/tcp was found to be open

22964 *Service Detection
Synopsis

The remote service could be identi/led.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2016/08/29

Ports
tcp/80

A web server is running on this port.

11422 - Web Server Unconfigured - Default Install Page Present
Synopsis

The remote web server is not configured or is improperly configured.
Description

The remote web server uses its default welcome page. Therefore, it's probable that this server is not used at all or is
serving content that is meant to be hidden.

Solution
Disable this service if you do not use it
Risk Factor
None
References
XREF 0OSVDB:3233
Plugin Information:
Publication date: 2003/03/20, Modification date: 2016/03/09

Ports
tcp/80

The default welcome page is from IIS.

11032 - Web Server Directory Enumeration
Synopsis
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It is possible to enumerate directories on the web server.
Description

This plugin attempts to determine the presence of various common directories on the remote web server. By sending
a request for a directory, the web server response code indicates if it is a valid directory or not.

See Also
http://projects.webappsec.org/Predictable-Resource-Location
Solution
na
Risk Factor
None
References
XREF OWASP; OWASP-CM-006
Plugin Information:
Publication date: 2002/06/26, Modification date: 2015/10/13

Ports
tcp/80

The following directories were discovered:
/pub

While this is not, in and of itself, a bug, you should manually inspect
these directories to ensure that they are in compliance with company
security standards

10662 * Web mirroring
Synopsis

Nessus can cram the remote website.
Description

This plugin makes a mirror of the remote website(s) and extracts the list of CGls that are used by the remote host.
It is suggested that you change the number of pages to mirror in the 'Options' section of the client.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2001/05/04. Modification date: 2016/08/15

Ports
tcp/80

Webmirror performed 3 queries in Is (3.000 queries per second)
The following CGIs have been discovered :

Directory index found at /pub/
50345 - Missing or Permissive X-Frame-Options HTTP Response Header
Synopsis

The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description

ThgI Iremote web server in some responses sets a permissive X-Frame-Options response header or does not set one
at all.

The X-Frame-Options header has been proposed by Microsoft as a way to mitigate clickjacking attacks and is
currently supported by all major browser vendors
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See Also
http;//enwikipedia.org/wiki/Clickjacking

http://Awwv.nessus.org/u?399b1f56
Solution

Set a properly configured X-Frame-Options header for all requested resources.
Risk Factor

None
Plugin Information:

Publication date: 2010/10/26, Modification date; 2016/04/14

Ports
tcp/80

The following pages do not set a X-Frame-Options response header or set a permissive policy;

- http://10.29.4.176/
- http://10.29.4.176/pub/

50344 - Missing or Permissive Content-Security-Policy HTTP Response Header
Synopsis

The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description

The remote weatljI server in some responses sets a permissive Content-Security-Policy (CSP) response header or does
not set one at all.

The CSP header has been proposed by the W3C Web Application Security Working Group as a way to mitigate cross-
site scripting and clickjacking attacks.

See Also
http://content-security-policy.com/

https./Awwvwa.oraAdd/C8rP2/
Solution

Set a properly configured Content-Security-Policy header for all requested resources.
Risk Factor

None
Plugin Information:

Publication date: 2010/10/26, Modification date: 2016/04/14

Ports
tcp/80

The following pages do not set a Content-Security-Policy response header or set a permissive
policy:

- http://10.29.4.176/
- http://10.29.4.176/pub/

91815 - Web Application Sitemap
Synopsis

The remote web server hosts linkable content that can be crawled by Nessus.
Description

The remote web server contains linkable content that can be used to gather information about a target.
See Also

http://Arwwv.nessus.org/u75496¢8d9

Solution
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na
Risk Factor
None
Plugin Information:
Publication date: 2016/06/24, Modification date: 2016/06/24

Ports
tcp/80

The following sitemap was created from crawling linkable content on the target host

- http://10.29.4.176/
- http://10.29.4.176/pub/

Attached is a copy of the sitemap file.

49704 - External URLs
Synopsis

Links to external sites were gathered.
Description
Nessus gathered HREF links to external sites by crawling the remote web server.
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2010/10/04, Modification date: 2011/08/19

Ports
tcp/80

1 external URL was gathered on this web server :
URL... - Seen on...

http://go.microsoft.com/fwlink/?linkid=66138&clcid-0x409 - /

10107 - HTTP Server Type and Version
Synopsis

A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2000/01/04, Modification date: 2016/02/19

Ports
tcp/80

The remote web server type is
Microsoft-11S/7.5

43111 - HTTP Methods Allowed (per directory)
Synopsis
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This plugin determines which HTTP methods are allowed on various CGI directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if "Thorough tests' are enabled or ‘Enable web applications tests
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2009/12/10, Modification date: 2013/05/09

Ports
tcp/80

Based on the response to an OPTIONS request :
- HTTP methods GET HEAD POST TRACE OPTIONS are allowed on :

/
/pub

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT DEBUG GET HEAD INDEX LABEL
MERGE MKACTIVITY MKWORKSPACE NOTIFY OPTIONS ORDERPATCH PATCH POLL
POST REPORT RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE UNCHECKOUT
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/
/pub

- Invalid/unknown HTTP methods are allowed on :

/
/pub

24260 - HyperText Transfer Protocol (HTTP) Information
Synopsis

Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocal - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/01/30, Modification date: 2011/05/31

Ports
tcp/80

Protocol version HTTP/1.1
SSL : no
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Keep-Alive : no
Options allowed : OPTIONS, TRACE, GET, HEAD, POST
Headers :

Content-Type: text/html

Last-Modified: Tue, 06 Sep 2016 22:23:28 GMI
Accept-Ranges: bytes

ETag: W/"e937e94a8d8d21:0"

Server: Microsoft-11S/7.5

X-Powered-By: aSP.net

Date: Tue, 06 Sep 2016 13:05:23 GMI
Content-Length: 689

1GEN- NewvarkTine Rotood (NTP) Sanvar Detedion
S/goEs
An NTP server with an insecure configuration is listening on the remote host.
DCeaiptian
An NTP server with an insecure configuration is listening on port 123.
It provides information about its version, current date, current time, and it may also provide system information.
Se=Aso
http:/Aww.ntp.org
Sduian
na
Risk Factor
None
Plugin Information;
Publication date: 2015/03/20, Moadification date; 2015/06/12
Ports

(U 0 4128

Version : unknown

IHMp _ )
10/35- OE Sviass Bunaatian
S/goas
A DCE/RPC service is running on the remote host.
Deaiptian
By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the

Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Sduian
na
HskFedor
None
Hugn Infanatian
Publication date: 2001/08/26, Modification date: 2014/05/12

Rats

L€ 0 AC5)
The following DCERPC services are available locally :
Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0

Description : Unknown RPC service
Type : Local RPC service

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc091CAQ

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000000

UUID ; 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpcO91CAQ

Object UUID : 0O0000000-0000-0000-0000-000000000000

UUID : 06bbab54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service

Annotation : Security Center

Type : Local RPC service

Named pipe : OLEA5DF83A9F633474ABF52E943E6D4

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service

Annotation : Security Center

Type : Local RPC service

Named pipe : Audiosrv

Object UUID : 0OO0O00000-0000-0000-0000-000000000000

UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service

Annotation : Security Center

Type : Local RPC service

Named pipe : AudioClientRpc

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 4bll2204-0el9-11d3-b42b-0000f81feb9f, version 1.0
Description : SSDP service

Windows process : unknow

Type : Local RPC service

Named pipe : LRPC-9e4349f7d7cbhaa4b6c

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager

Windows process : Isass.exe

Type : Local RPC service

Named pipe : LRPC-0Ofa5d4fb2eddl53645

Object UUID : 00000000-0000-0000-0000-000000000000
uuiD : 12 (...)

11219- Nesms s SNscaT e
SygHEs

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Sdutian

Protect your target with an IP filter,
Risk Factor

None
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Plugin Information:
Publication date: 2009/02/04, Modification date: 2016/07/11

Ports
tcp/135

Port 135/tcp was found to be open

J39/tcp L
11011 - Microsoft Windows SMB Service Detection
Synopsis

A file / print sharing service is listening on the remote host.
Description

The remote service understands the CIFS (Common Internet File System) or Server Message Block (SMB) protocal,
used to provide shared access to files, printers, etc between nodes on a network.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2002/06/05, Modification date: 2015/06/02

Ports
tcp/139

An SMB server is running on this port.

11219 - Nessus SYN scanner
Synopsis

tis possible to determine which TCP ports are open.
Description

This plugin is a SYN ‘half-open’ port scanner, it shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken sen/ices, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an [P filter.
Risk Factor
None
Plugin Information:
Publication date; 2009/02/04, Modification date: 2016/07/11

Ports
tcp/139

Port 139/tcp was found to be open

445/tcp___ - _
11011 - Microsoft Windows SMB Service Detection
Synopsis

Afile / print sharing service is listening on the remote host.
Description

The remote service understands the CIFS (Common Internet File System) or Server Message Block (SMB) protocal,
used to provide shared access to files, printers, etc between nodes on a network.

Solution
n/a

Risk Factor
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None

Plugin Information:
Publication date: 2002/06/05, Modification date: 2015/06/02

Ports
tcp/445

A CIFS server is running on this port.

10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na

Risk Factor
None

Plugin Information:
Publication date; 2001/08/26, Modification date; 2014/05/12

Ports
tcp/445

The following DCERPC services are available remotely :

Object UUID : 765294ba-60bC-48b8-92€9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddbOd, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : WCONSOLE

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : WCONSOLE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager

Windows process : lIsass.exe

Type : Remote RPC service

Named pipe : \pipe\lsass

Netbios name : WCONSOLE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager

Windows process : lIsass.exe

Type : Remote RPC service

Named pipe : \PIPE\protected_storage

Netbios name : WCONSOLE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3473dd4d-2e88-4006-9cbha-22570909ddl0, version 5.0
Description : Unknown RPC service

Annotation : WinHttp Auto-Proxy Service

Type : Remote RPC service

Named pipe : \PIPE\W32TIME_ALT

Netbios name : WCONSOLE
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Object UUID : 00000000-0000-0000-0000-000000000000

UUID : Iff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : WCONSOLE

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 378e52b0-c0a9-llcf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : WCONSOLE

Object UUID : 0O0000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : WCONSOLE

Object UUID : 00000000-0000-0000-0000-00000000 [...]

10150 - Windows NetBIOS /SMB Remote Host information Disclosure
Synopsis

ftwas possible to obtain the network name of the remote host.
Description

The remote host is listening on UDP port 137 or TCP port 445. and replies to NetBIOS nbtscan or SMB requests.
Note that this plugin gathers information to be used in other plugins, but does not itself generate a report.

Solution
n/a
Risk Factor
None
Plugin Information;
Publication date: 1999/10/12, Modification date: 2016/02/26

Ports

tcp/445
The following 2 NetBIOS names have been gathered
CONSOLE * Computer name
CONSOLE = Workgroup / Domain name

10785 - Microsoft Windows SMB NativeLanManager Remote System Information Disclosure
Synopsis

It is possible to obtain Information about the remote operating system.
Description

it is possible to obtain the remote operating system name and version (Windows and/or Samba) by sending an
authentication request to port 139 or 445. This script requires SMB1 enabled on the host.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/10/17, Modification date: 2016/01/13

Ports
tcp/445

The remote Operating System is : Windows Embedded Standard 7601 Service Pack 1
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The remote native lan manager is : Windows Embedded Standard 6.1
The remote SMB Domain Name is : CONSOLE

10394 - Microsoft Windows SMB Log In Possible
Synopsis

ftwas possible to log into the remote host.
Description

The remote host is running a Microsoft Windows operating system or Samba, a CIFS/SMB server for Unix. ftwas
possible to log into it using one of the following accounts :

- NULL session

=Guest account

- Supplied credentials

See Also
http;//support.microsoft.comvki/143474

http;//supporl.microsoft.comvki/246261
Solution
n‘a
Risk Factor
None
Plugin Information;
Publication date: 2000/05/09, Modification date: 2016/03/11

Ports
tcp/445

- NULL sessions are enabled on the remote host.
- The SMB tests will be done as ConsoleAdministrator/******

11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN ‘half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information;
Publication date: 2009/02/04, Modification date; 2016/07/11

Ports
tcp/445

Port 445/tcp was found to be open

10400 - Microsoft Windows SMB Registry Remotely Accessible
Synopsis

Access the remote Windows Registry.
Description

[t was possible to access the remote Windows Registry using the login / password combination used for the Windows
local checks (SMB tests).

Solution
na
Risk Factor
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None

Plugin Information:
Publication date; 2000/05/09, Modification date: 2015/01/12

Ports

tcp/445

10395 - Microsoft Windows SMB Shares Enumeration
Synopsis

It is possible to enumerate remote network shares.
Description

By connecting to the remote host, Nessus was able to enumerate the network share names.
Solution

na
Risk Factor

None

Plugin Information:
Publication date: 2000/05/09, Modification date; 2015/01/12

Ports
tcp/445

Here are the SMB shares available on the remote host when logged in as ConsoleAdministrator:

- ADMINS

- biocartis

- C$

- IPCS
10456 - Microsoft Windows SMB Service Enumeration
Synopsis

Itis possible to enumerate remote services.
Description

This plugin implements the SvcOpenSCManager() and SvcEnumServices{) calls to obtain, using the SMB protocal,
the list of active and inactive services of the remote host.
An attacker may use this feature to gain better knowledge of the remote host.

Solution

To prevent the listing of the services from being obtained, you should either have tight login restrictions, so that only
trusted users can access your host, and/or you should filter incoming traffic to this port.

Risk Factor
None

Plugin Information:
Publication date: 2000/07/03, Modification date; 2015/01/12

Ports
tcp/445

Active Services

Application Host Helper service ( AppHostSvc ]
Windows Audio Endpoint Builder [ AudioEndpointBuilder
Windows Audio ( Audiosrv )

Base Filtering Engine ( BFE ]

Background Intelligent Transfer Service ( BITS ]
Computer Browser [ Browser ]

Indexing Service [ CISVC ]

Cryptographic Services [ CryptSvc ]

DOOM Server Process Launcher [ DcomLaunch ]
DHCP Client ( Dhcp ]

DNS Client ( Dnscache ]
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Diagnostic Policy Service [ DPS ]

Windows Event Log ( eventlog ]

COM+ Event System ( EventSystem ]

Function Discovery Resource Publication ( FDResPub ]
Windows Font Cache Service [ FogtCache )

Microsoft FTP Service [ ftpsvc ]

Group Policy Client [ gpsvc ]

Idylla ConnectivityService [ Idylla ConnectivityService 1
Idylla DataEntityControlService [ Idylla DataEntityControlService ]
Idylla EisCommunicationService [ Idylla EisCommunicationService ]
Idylla instrumentControlService | Idylla InstrumentControlService ]
Idylla InstrumentPnpService [ Idylla InstrumentPnpService ]
Idylla OsSettingsService [ Idylla OsSettingsService ]
Idylla UpdateService [ Idylla UpdateService ]

I1S Admin Service [ IISADMIN ]

IP Helper ( iphlpsvc ]

RIP Listener [ iprip )

Keyboard Filter ( KeyboardFilter ]

Server [ LanmanServer ]

Workstation [ Lanmanworkstation ]

TCP/IP NetBIOS Helper [ Imhosts ]

LPD Service f LPDSVC ]

Windows Firewall [ MpsSvc ]

SQL Server (SQLEXPRESS2008) [ MSSQL$SQLEXPRESS2008 ]
Net.Pipe Listener Adapter [ NetPipeActivator ]

Network List Service ( netprofm ]

Net.Tcp Listener Adapter [ NetTcpActivator }

Net.Tcp Port Sharing Service [ NetTcpPortSharing ]

Client for NFS [ NfsCint ]

Network Location Awareness [ NlaSvc ]

Network Store Interface Service [ nsi ]

Plug and Play [ PlugPlay ]

IPsec Policy Agent [ PolicyAgent ]

Power [ Power ]

User Profile Service [ ProfSvc ]

Remote Registry [ RemoteRegistry )

RPC Endpoint Mapper [ RpcEptMapper ]

Remote Procedure Call (RPC) [ RpcSs J

Security Accounts Manager ( SamSs ]

Task Scheduler [ Schedule J

System Event Notification Service [ S [...]

34097 - BIOS Version Information (via SMB)
Synopsis

The BIOS version could be read.
Description
By reading HKLM\Hardware\Descript\System\SystemBiosVersion, it was possible to get the BIOS vendor and version.
Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2008/09/08. Modification date: 2015/01/12

Ports
tcp/445

SystemBiosVersion : ALASKA - 1072009

52459 - Microsoft Windows SMB Registry : Win 7 /Server 2008 R2 Service Pack Detection
Synopsis

It was possible to determine the service pack installed on the remote system.
Description

It is possible to determine the Service Pack version of the Windows 7/ Server 2008 R2 system by reading the registry
key ‘HKLMWSOFTWAREWMIicrosoftWMWindows NTWCurrentVersionWCSDVersion'.

Solution
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na
Risk Factor
None
Plugin Information;
Publication date: 2011/02/25, Modification date; 2014/02/17

Ports
tcp/445

The remote Windows 7 / Server 2008 R2 system has Service Pack 1 applied.

48942 - Microsoft Windows SMB Registry ; OS Version and Processor Architecture
Synopsis

It is possible to determine the processor architecture and Windows OS version installed on the remote system.
Description

By using the supplied credentials, itis possible to connect to the remote registry and determine the processor
architecture and the Windows OS version installed on the remote system.

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2010/08/31, Modification date; 2011/03/21

Ports
tcp/445

operating System Version = 6.1.7601
Architecture = x86

63080 - Microsoft Windows Mounted Devices
Synopsis

it is possible to get a list of mounted devices that may have been connected to the remote system in the past.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates mounted devices that have
been connected to the remote host in the past.

See Also
http://mww.nessus,org/u?3eee2c7c
Solution
Meke sure that the mounted drives agree with your organization's acceptable use and security policies.
Risk Factor
None
Plugin Information:
Publication date; 2012/11/28, Modification date: 2012/11/28

Ports
tcp/445
Name : \dosdevices\d:
Data 1 _??_USBSTOR#DiskiVen_Imation4Prod_Nano_Pro&Rev_PMAP#0703388A0EEC8E73&0#|53f56307-
b6bf-11d0-94f2-00a0c91efb8b}
Raw data :

5f003f003f005f00550053004200530054004100520023004400690073006b002600560065006€005f00490060d006100740069006f(

Name : \??\volume(f3e082f3-747a-11€6-9880-806e6f6e6963)
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Data ;. _??_USBSTOR#Disk&Ven_Imation&Prod_Nano_Pro6Rev_PMAP#0703388A0EEC8E73&0#{53f56307-
b6bf-11d0-94f2-00a0c91efb8b}

Raw data :
5f003f003f005f00550053004200530054004f00520023004400690073006b002600560065006€005f0049006d006100740069006f(

Name \dosdevices\c:
Data ab

Raw data  71440a040000100000000000

Name \??\volume{f3e082e7-747a-11e6-9880-806e6f66963)
Data qD

Raw data ; 71440a040000100000000000

23828 - OPC Application Components Detection
Synopsis

OPC application components are installed on the remote host.
Description

This host has one or more OPC components present and may act as an OPC Client, Server or both. OPC provides a
DCOM interface to allow access to process control data residing on PLCs, RTUs, and Historians.
OPC Servers function as a gateway.

See Also
http://wwv.opcfoundation.org/
Solution
Make sure only authorized hosts are allowed to connect to this port.
Risk Factor
None
Plugin Information:
Publication date; 2006/12/11, Modification date: 2016/08/24

Ports
tcp/445

The following OPC components were identified

- CLSID : {68976842-77A6-447F-83E8-97DF7A33A970}
Name : DTSNeoPCDLL

56954 - Microsoft Revoked Digital Certificates Enumeration
Synopsis

The remote Windows host a list of revoked digital certificates.
Description

The remote Windows host contains a list of digital certificates that have been revoked by Microsoft.
See Also

http://technet.microsofl.eonven-Lis/library/cc700805.aspx
Solution

na
Risk Factor

None
Plugin Information:

Publication date: 2011/11/28, Modification date: 2015/01/12

Ports
tcp/445

The following certificates are listed in the disallowed certificate registry

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



1916A2AF346D399F50313C393200F14140456616
2A83E9020591A55FC6DDAD3FB102794C52B24E70
2B84BFBB34EE2EF949FE1CBE30AA026416EB2216
305F8BD17AA2CBC483A4C41B19A39A0C75DA39D6
367D4B3B4FCBBCOB767B2ECOCDB2A36EAB71A4EB
3A850044D8A19SCD401A680C012CBOA3BSF8DCO8
40AA38731BD189F9CDB5BIDC35E2136F38777AF4
43D9BCB568E039D073A74A71D8511F7476089CC3
471C949A8143DB5AD5CDF1C972864A2504FA23C9
51C3247D60F356C7CA3BAFAC3F429DACI3EE7B74
SDE83EE82AC5090AEA9DGACAE7AGE213F946E179
61793FCBFA4F9008309BBA5SFF12D2CB29CD4151A
637162CC59A3A1E25956FASFABF60D2E1C52EACG
63FEAE960BAA91E343CE2BD8B71798C76BDB77D0
6431723036FD26DEA502792FA595922493030F97
7D7F4414CCEF168ADF6BF40753B5BECD78375931
80962AE4D6C5B442894E95A13E4A699E07D694CF
86E817C81A5CA672FEOOOF36F878C19518D6F844
8E5BD50D6AE686D65252F843A9D4B96D197730AB
9845A431D51959CAF225322B4A4FEOF223CE6D15
B533345D06F64516403C00DA03187D3BFEF59156
B86E791620F759F17B8D25E38CA8BE32E7D5EAC2
CO60ED44CBD881BDOEF86COBA287DDCF8167478C
CEA586B2CE593EC7D939898337C57814708AB2BE
D018B62DC518907247DF50925BB09ACF4A5CB3AD
FBAS4E03AADC5692B850496A4C4630FFEAA29D83
FA6660A94AB45F6A88COD7874D89A863D74DEES7

10859 - Microsoft Windows SMB LsaQuerylnformationPolicy Function SID Enumeration
Synopsis

Itis possible to obtain the host SID for the remote host.
Description

By emulating the call to LsaQuerylnformationPolicyQ, it was possible to obtain the host SID (Security Identifier).
The host SID can then be used to get the list of local users.

See Also
http;//technet. microsofl.com/en-us/library/bb418944.aspx
Solution
You can prevent anonymous lookups of the host SID by setting the "RestrictAnonymous' registry setting to an
appropriate value.
Refer to the 'See also' section for guidance.
Risk Factor
None
References
BID 959
CVE CVE-2000-1200
XREF OSVDB.715

Plugin Information:
Publication date: 2002/02/13, Modification date: 2015/11/18

Ports
tcp/445

The remote host SID value is
1-5-21-988907050-379257625-274098500

The value of 'RestrictAnonymous' setting is : 0

10860 - SMB Use Host SID to Enumerate Local Users
Synopsis
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It is possible to enumerate local users.
Deipgian
Using the host security identifier (SID), it is possible to enumerate local users on the remote Windows system.
Sdutian
na
RskFeor
None
Raao=s
XREF OSVDB:714
Huwn Infanatian
Publication date: 2002/02/13, Modiification date: 2015/11/18

Rats
e e 225

- Administrator (id 500, Administrator account)

- Guest (id 501, Guest account)

- BCService (id 1000)

- ConsoleAdministrator (id 1001)

- ConsoleUser (id 1002)

- WinRMRemoteWMIUsers__ (id 1003)

- SQLServerMSSQLServerADHelperUser?CONSOLE (id 1004)
- SQLServer2005SQLBrowserUserSCONSOLE (id 1005)

- SQLServerMSSQLUser$CONSOLESSQLEXPRESS2008 (id 1006)
- SQLServerSQLAgentUserSCONSOLE$SQLEXPRESS2008 (id 1007)
- SharedFolderUsers (id 1008)

Note that, in addition to the Administrator and Guest accounts, Nessus
has enumerated only those local users with IDs between 1000 and 1200.
To use a different range, edit the scan policy and change the 'Start
UID' and/or 'End UID' preferences for this plugin, then re-run the
scan.

35730 - Microsoft Windows USB Device Usage Report
Synopsis

It was possible to get a list of USB devices that may have been connected to the remote system in the past.
Description
Using the supplied credentials, this plugin enumerates USB devices that have been connected to the remote Windows
host in the past.
See Also
http:/Awwv.forensicswiki.org/wiki/USB_History Viewing
Solution
Make sure that the use of USB drives is in accordance with your organization's security policy.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/24, Modification date; 2016/05/11

Ports
tcp/445

The following is a list of USB devices that have been connected
to remote system at least once in the past :

Device Name : Imation Nano Pro USB Device
Class : DiskDrive
Last Inserted Time : Sep. 6, 2016 at 12:02:02 GWI
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65791 - Microsoft Windows Portable Devices
Synopsis

It is possible to get a list of portable devices that may have been connected to the remote system in the past.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates portable devices that have
been connected to the remote host in the past.

See Also
http:/Amww.nessus.org/u7af102b66
Solution
Make sure that use of the portable devices agrees with your organization's acceptable use and security policies.
Risk Factor
None
Plugin Information:
Publication date: 2013/04/03, Modification date; 2013/07/31

Ports
tcp/445

Friendly name : CSW/4.2.0.715
Device . WPDBUSENUMROOT#UMB#2&37C186B&0&STORAGE#VOLUME# _??
USBSTOR#DISK&VEN IMATION&PROD NANO PRO&REV PMAP#0703388A0EECBE73&0#

48763 - Microsoft Windows 'CWDIllegalinDMSearch' Registry Setting
Synopsis

The remote Windows host is configured to prevent code execution attacks.
Description

The remote host is using one of the protections provided by Microsoft KB2264107 to mitigate binary planting attacks.
The 'CWDIllegallnDlISearch' registry entry has one of the following settings ;

- OXFFFFFFFF (Removes the current working directory from the default DLL search order)

-1 (Blocks a DLL Load from the current working directory if the current working directory is set to a \WebDAV folder)
- 2 (Blocks a DLL Load from the current working directory if the current working directory is set to a remote folder)

See Also
http://technet.microsoft.com/en-us/security/advisory/2269637

http://support.microsoft.convk/2264107
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2010/08/26, Modification date: 2012/03/06

Ports
tcp/445

Name : HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager
\CWDlllegalinDIlISearch
Value : 1

58452 - Microsoft Windows Startup Software Enumeration
Synopsis

It is possible to enumerate startup software.
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Description

This plugin lists software that is configured to run on system startup by craming the registry entries in ;
- HKLM\SOFTWARE\Miicrosoft\Windows\CurrentVersion\Run
- HKLM\SOFTWARE\Wow6432Node\MicrosoftVWindows\CurrentVersi on\Run

Solution

Review the list of applications and remove any that are not compliant with your organization's acceptable use and
security policies.

Risk Factor
None

Plugin Information:
Publication date: 2012/03/23, Modification date: 2015/01/12

Ports
tcp/445

The following startup item was found :

HotKeysCmds - C:\Windows\system32\hkcmd.exe

IgfxTray - C:\Windows\system32\igfxtray.exe

Persistence - C:\windows\system32\igfxpers.exe

RTHDVCPL - c:\Program Files\Realtek\Audio\HDA\RtHDVCpl.exe -s

20811 - Microsoft Windows Installed Software Enumeration (credentialed check)
SVgesstS

Itis possible to enumerate installed software.
Description

This plugin lists software potentially installed on the remote host by crawing the registry entries in :
HKLM\ASOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall HKLM\SOFTWARE\Microsoft\Updates

Note that these entries do not necessarily mean the applications are actually installed on the remote host - they may
have been left behind by uninstallers, or the associated files may have been manually removed.

Solution

Remove any applications that are not compliant with your organization's acceptable use and security policies.
Risk Factor

None

Plugin Information:
Publication date; 2006/01/26. Modification date; 2013/07/25

Ports
tcp/445

The following software are installed on the remote host

KB2630458 [version 10.52.4000.0] [installed on 2016/09/06]

Service Pack 3 for SQL Server 2008 R2 (KB2979597) [version 10.53.6000.34) (installed on
2016/09/06]

GDR 6220 for SQL Server 2008 R2 (KB3045316) [version 10.53.6220.0] [installed on 2016/09/06]
Microsoft Report Viewer Redistributable 2008 SPI

Microsoft SQL Server 2008 R2

SQL Server 2008 R2 SP2 Management Studio [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft .NET Framework 4.5.2 [version 4.5.51209] [installed on 2016/09/06]

Microsoft SQL Server Compact 3.5 SP2 ENU [version 3.5.8080.0) [installed on 2016/09/06]
Microsoft SQL Server 2008 R2 RsFx Driver [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft SQL Server VSS Writer [version 10.53.6000.34] [installed on 2016/09/06]

SQL Server 2008 R2 SP2 Database Engine Shared [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft Visual Studio Tools for Applications 2.0 - ENU [version 9.0.35191] [installed on
2016/09/06]

Hotfix for Microsoft visualStudio 2007 Tools for Applications -ENU (KB946040) (version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications -ENU (KB946308) [version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications -ENU (KB946344) [version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications -ENU (KB947540) [version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications - ENU (KB947789) [version 1]
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SQL Server 2008 R2 SP2 Database Engine Services (version 10.53.6000.34] [installed on
2016/09/06]

Microsoft SQL Server 2008 R2 Native Client [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft SQL Server 2008 R2 Setup (English) [version 10.53.6220.0] [installed on 2016/09/06]
Security Update for Microsoft.NETFramework 4.5.2 (KB3097996) [version 1]

Security Update for Microsoft.netFramework 4.5.2 (KB3098781) [version 1]

Security Update for Microsoft.NETFramework 4.5.2 (KB3122656) [version 1]

Security Update for Microso [...]

72367 - Microsoft Internet Explorer Version Detection
Synopsis

Internet Explorer is installed on the remote host.
Description
The remote Windows host contains Internet Explorer, a web browser created by Microsoft.
See Also
http://windows.microsoft.com/en-us/internet-explorer/download-ie
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2014/02/06, Modification date: 2014/02/13

Ports
tcp/445

Version : 11.0.9600.18426

51351 - Microsoft .NET Framework Detection
Synopsis

A software framework is installed on the remote host.
Description
hl\/;gosaft .NET Framework, a software framework for Microsoft Windows operating systems, is installed on the remote

See Also

http.7Amaww.microsoft.convnet/
https.//support.microsoft.com/en-us/ki/318785

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2010/12/20, Modification date: 2016/08/18

Ports
tcp/445

The remote host has following version(s) of Microsoft .NET Framework
installed

+ Version : 2.0.50727
- Full Version : 2.0.50727.5420
- SP 2

+ Version : 3.0

- Full Version : 3.0.30729.5420
- SP : 2
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+ Version ; 3.5

- Full Version : 3.5.30729.5420

- SP 1

- Path : C:\Windows\Microsoft.NET\Fraraework\v3.5\

+ Version : 4.5.2

- Install Type : Full

- Full Version : 4.5.51209

- Path : C:\Windows\Microsoft .NET\Framework\v4.0 .30319\

+ Version : 4.5.2

- Install Type : Client

- Full Version : 4.5.51209

- Path : C:\Windows\Micr050ft.NET\Framework\v4.0.30319\

58181 - Windows DNS Server Enumeration
Synopsis

Nessus enumerated the DNS servers being used by the remote Windows host
Description
Nessus was able to enumerate the DNS servers configured on the remote Wndows host by looking in the registry.
Solution
na
Risk Factor
None
Plugin Information;
Publication date; 2012/03/01, Modification date: 2015/03/17

Ports
tcp/445

Nessus enumerated DNS servers for the following interfaces

Interface: Default
DhcpNameServer: 10.29.1.21 10.29.1.3

44401 - Microsoft Windows SMB Service Config Enumeration
Synopsis

Itis possible to enumerate configuration parameters of remote services.
Description

This plugin implements the QueryServiceConfigO call to obtain, via the SMB protocol, the launch parameters of each
active service on the remote host (executable path, logon type, etc).

Solution
Ensure that each service is configured properly.
Risk Factor
None
Plugin Information:
Publication date: 2010/02/05, Modification date: 2016/02/16

Ports
tcp/445

The following services are set to start automatically

AppHostSvc startup parameters
Display name : Application Host Helper Service
Service name : AppHostSvc
Log on as : localSystem
Executable path : C:\Windows\system32\svchost.exe -k apphost

AudioEndpointBuilder startup parameters
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Display name : Windows Audio Endpoint Builder

Service name : AudioEndpointBuilder

Log on as : LocalSystem

Executable path : C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted
Dependencies : PlugPlay/

Audiosrv startup parameters :
Display name : Windows Audio
Service name : Audiosrv
Log on as : NT AUTHORITY\LocalService
Executable path : C:\windows\System32\svchost.exe -k LocalServiceNetworkRestricted
Dependencies : AudioEndpointBuilder/RpcSs/MMCSS/

BFE startup parameters :
Display name : Base Filtering Engine
Service name : BFE
Log on as : NT AUTHORITY\LocalService
Executable path : C:\Windows\system32\svchost.exe -k LocalServiceNoNetwork
Dependencies : RpcSs/

BITS startup parameters
Display name : Background Intelligent Transfer Service
Service name : BITS
Log on as : LocalSystem
Executable path : C:\Windows\System32\svchost.exe -k netsvcs
Dependencies : RpcSs/EventSystem/

CISVC startup parameters
Display name : Indexing Service
Service name : CISVC
Log on as : LocalSystem
Executable path : C:\windows\system32\CISVC.EXE
Dependencies : RPCSS/

CryptSvc startup parameters
Display name : Cryptographic Services
Service name : CryptSvc
Log on as : NT AuthorityXNetworkService
Executable path : C:\Windows\system32\svchost.exe -k NetworkService
Dependencies : RpcSs/

Dhcp startup parameters :
Display name : DHCP Client
Service name : Dhcp
Log on as : NT AuthorityNLocalService
Executable path : C:\Windows\system32\svchost.exe -k LocalServiceNetworkRestricted
Dependencies : NSI/Tdx/Afd/

Dnscache startup parameters :
Display name : DNS Clie [...]

38687 - Microsoft Windows Security Center Settings
Synopsis

Itis possible to audit Windows Security Center settings on the remote system.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates Windows Security Center
settings on the remote host.

See Also

http://support.microsofl.comvkb/883792
Solution

Review the settings and ensure they are appropriate.
Risk Factor

None

Plugin Information:
Publication date: 2009/05/05, Modification date; 2015/01/12
Ports
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tcp/445

Microsoft Windows Security Center is configured as follows

AntiVirusOverride : 0
FirewallOverride : 0O
AntiSpywareOverride : 0

38689 - Microsoft Windows SMB Last Logged On User Disclosure
Synopsis

Itis possible to identify the last logged on user on the remote system.
Description

By connecting to the remote host with the supplied credentials, this plugin identifies the username associated with the
last successful logon.

See Also
http://support.microsoft.comvk/260324
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2009/05/05. Modification date; 2015/01/12

Ports
tcp/445

Last Successful logon : ConsoleUser
17651 - Microsoft Windows SMB : Obtains the Password Policy
Synopsis

Itis possible to retrieve the remote host’s password policy using the supplied credentials.
Description

Using the supplied credentials it was possible to extract the password policy for the remote Windows host. The
password policy must conform to the Informational System Policy.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2005/03/30, Modification date; 2015/01/12
Ports
tcp/445
The following password policy is defined on the remote host:
Minimum password len: 4
Password history len: 0
Maximum password age (d): No limit
Password must meet complexity requirements: Disabled
Minimum password age (d): 0
Forced logoff time (s); Not set
Locked account time (s): 1800

Time between failed logon (s): 1800
Number of invalid logon before locked out (s): O

10902 - Microsoft Windows 'Administrators’ Group User List
Synopsis
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There is at least one user in the 'Administrators’ group.
Description

Using the supplied credentials, it is possible to extract the member list of the 'Administrators’ group. Members of this
group have complete access to the remote system.

Solution

Verify that each member of the group should have this type of access.
Risk Factor

None
Plugin Information:

Publication date: 2002/03/15, Modification date: 2016/08/24

Ports
tcp/445

The following users are members of the 'Administrators’ group :

- CONSOLE\Administrator (User)
- CONSOLENConsoleAdministrator (User)

60119 - Microsoft Windows SMB Share Permissions Enumeration
Synopsis

It is possible to enumerate the permissions of remote network shares.
Description

By using the supplied credentials, Nessus was able to enumerate the permissions of network shares. User
permissions are enumerated for each network share that has a list of access control entries (ACES),

See Also
http://technet.microsoft.com/en-us/library/blb456988.aspx

http://technet.microsoft.com/en-usf/iibrary/cc783530.aspx
Solution

n/a
Risk Factor

None
Plugin Information:

Publication date: 2012/07/25, Modification date: 2015/01/12

Ports
tcp/445

Share path : \\CONSOLE\biocartis

Local path : C:\BIOCARTIS

Comment : Console share

Allow ACE for CONSOLE\SharedFolderUsers : Read

42410 - Microsoft Windows NTLM SSP Authentication Request Remote Network Name Disclosure
Synopsis

It is possible to obtain the network name of the remote host.
Description

The remote host listens on tcp port 445 and replies to SMB requests.
B%/_ segding_ an NTLMSSP authentication request it is possible to obtain the name of the remote system and the name
of its domain.

Solution
n/a

Risk Factor
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None
Plugin Information:
Publication date; 2009/11/06, Modification date; 2011/03/27

Ports
tcp/445
The following 2NetBIOS names have been gathered :
CONSOLE = Computer name
CONSOLE “ Workgroup / Domain name
10396 - Microsoft Windows SMB Shares Access
Synopsis

Itis possible to access a network share.
Description

The remote has one or more Windows shares that can be accessed through the network with the given credentials.
Depending on the share rights, it may allow an attacker to read /write confidential data.

Solution
:I'o restrict access under Windows, open Explorer, do a right click on each share, go to the ‘'sharing' tab, and click on
permissions'.
Risk Factor
None
References
CVE CVE-1999-0519

CVE CVE-1999-0520
XREF OSVDB:299

Plugin Information:
Publication date; 2000/05/09. Modification date; 2015/11/18

Ports
tcp/445

The following shares can be accessed as ConsoleAdministrator

- CS - (readable,writable)
+ Content of this share

autoexec.bat

BIOCARTIS

Boot

bootragr

BOOTSECT.BAK

Config.Msi

config.sys

Documents and Settings

inetpub

Intel

10.SYS

Microsoft SQL Server

MSDOS.SYS

pagefile.sys

PerfLogs

Program Files

ProgramData

Regfdata

SwitchToCustomShell.cmd

SwitchToExplorerShell.cmd

System Volume Information

Users

Windows

- ADMIN$ - {readable,writable)
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+ Content of this share :

AppCompat
AppPatch
assembly
bfsvc.exe
BiocartisBackground. jpg
Boot
hootstat,dat
Branding
ConfigSetRoot
Cursors

debug
diagnostics
DPigitalLocker
Downloaded Program Filea
Dtclnstall.log
enbedded
Embedded, xml
en-US
explorer.exe
Fonts
fveupdate.exe
Globalization

Help

. HelpPane.exe
hh.exe
HPMProp.INI
hppreloadinstall.log
1E11_main.log
iis7.log
IME
inf
Installer
L2Schemas
LiveKernelReports
Logs
media
mibk.bin
Microsoft.NET
Migration
ModemLogs
msdfmap. ini
notepad. exe
ntbtlog.txt
Offline Web Pages
Panther
PCHEALTH

PFRQ, 109
® -

PolicyDefinitions
posix.exe
prefetch
psxrun.exe
regedit.exe
Registration
RemotePackages
rescache
Resources
SchCache
schemas
security
ServiceProfiles
servicing
Setup
setupact, log
setuperr.log
SoftwareDistribution
Speech

SUA

system
system.ini
System32

TAPI

Tasks
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Temp
tracing
TSSysprep.log
twain.dll
twain_32
twain_32.d Il
twunk_16.exe
twunk_32.exe
V3s
Web
win.ini
WindowsShell.Manifest
WindowsUpdate. log
winhelp.exe
winhlp32.exe
winsxs
WMSysPr9.prx
write.exe
default.pif

23A4- Mot Wincons SVB Sere Hotirg CificeAles
Synopsis

The remote share contains Office-related files.
Description

This plugin connects to the remotely accessible SMB shares and attempts to find office related files (such
as -doc, ,ppt, .XIs, pdf etc).

Solution

Make sure that the files containing confidential information have proper access controls set on them
Risk Factor

None

Plugin Information;
Publication date: 2007/01/04, Modification date: 2011/03/21

Ports
tcp/445

Here is a list of office files which have been found on the remote SVB
shares

+C$ :

- \Windows\winsxs\x86_microsoft-windows-w..ar-
wizard.resources_31hf3856ad364e35_6.1.7600.16385_en-
us_e3dcb0Obal2aal7d7\Add_a_device_or_computer_to_a_network_usb.rtf

- \Windows\winsxs\x86_microsoft-windows-I..-
Ipksetup.resources_31bf3856ad364e35_6.1.7600.16385_en-us_8c52e387ad2eca8f\lpeula.rtf

- \Windows\winsxs\x8 6_microsoft-windows-1 ..-
Ipksetup.resources_31bf3856ad364e35_6.1.7600.16385_en-us_8c52e387ad2eca8f\lipeula.rtf

- \Windows\winsxs\x86_microsoft-windows-ie-eula.resources_31bf3856ad364e35_1.2.9600.16428 en-
us_c6464ed8149df7fd\eula.rtf

- \Windows\System32\oobe\en-US\OOBE_HELP_What_is_HomeGroup.rtf

- \Windows\System32\license.rtf

- \Windows\System32\en-US\Ipeula.rtf

- \Windows\System32\en-US\lipeula.rtf

- \Windows\Microsoft .NET\Framework\v4.0.30319\SetupCache\v4.5.51209\3082\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0 .30319\SetupCache\v4.5.51209\1046\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0.30319\SetupCache\v4.5.51209X1045\eula.rtf

- \Windows\Microsoft .NET\Framework\v4.0.30319\SetupCache\v4.5.51209X104 4\eula.rtf

- XWindowsXMicrosoft. NETXFrameworkXv4.0 .30319XSetupCacheXv4.5.51209X104 3Xeula.rtf

- XWindowsXMicrosoft. NETXFrameworkXv4.0.30319\SetupCacheXv4.5.51209X1042Xeula.rtf

- XWindowsXMicrosoft. NETXFrameworkXv4.0 .30319XSetupCacheXv4.5.51209X1035Xeula.rtf

- XWindowsXMicrosoft. NETXFrameworkXv4.0 .30319XSetupCacheXv4.5.51209X1033Xeula.rtf

- XWindowsXMicrosoft.NETXFrameworkXv4.0.30319XSetupCacheXv4.5.51209X1032Xeula.rtf

- XWindowsXMicrosoft.NETXFrameworkXv4.0 .30319XSetupCacheXv4.5.51209X1031Xeula.rtf

- XWindowsXMicrosoft. NETXFrameworkXv4.0 .30319XSetupCacheXv4.5.51209X1030\eula. rtf

XProgram FilesXMicrosoft SQL ServerXIOOXSetup BootstrapXUpdate CacheXKB3045316XGDR
X3032 esn IpXx86X3082Xupdate license.rtf
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- \Prograra FilesNMicrosoft SQL Server\100\Setup BootstrapXUpdate Cache\KB3045316\GDR
\2052_chs_Ip\x86\2052\update_license.rtf
- 1.1

11217 - Microsoft SQL Server Detection (credentialed check)
Synopsis

The remote host has a database server installed.
Description

Nessus has detected one or more installs of Micrasoft SQL server by examining the registry and file systems on the
remote host.

See Also
https:/Amavmicrosoft.comven-us/server-cloud/products/sql-server/
Solution
Ensure the latest service pack and hotfixes are installed.
Risk Factor
None
Plugin Information;
Publication date: 2003/01/26, Modification date; 2016/08/01

Ports

tcp/445
Version : 10.50.6220.0 (2008 R2 SP3 + MS15-058 Fix (GDR) (KB 3045316)) Express
Edition
Path c:\Microsoft SQL Server\lnstance\MSSQL10_50.SQLEXPRESS2008\MSSQL\Binn
Named Instance sqlexpress2008

Recommended Version 10.50.6529 (2008 R2 SP3 + MS15-058 Fix (QFE) (KB 3045314)).

57033 - Microsoft Patch Bulletin Feasibility Check
Synopsis

Nessus is able to check for Microsoft patch bulletins.
Description

Usitr;? credentials supplied in the scan policy, Nessus is able to collect information about the software and patches
installed on the remote Windows host and will use that information to check for missing Microsoft security updates.
Note that this plugin is purely informational.

Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2011/12/06, Modification date; 2016/02/12

Ports
tcp/445

Nessus is able to test for missing patches using
Nessus

515/tcp__ _
11219 - Nessus SYN scanner
Synopsis

Itis possible to determine which TCP ports are open.
Description
This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
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Note that SYN scans are less intrusive than TCP {full connect) scans against broken services, but they might cause
problemns for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information;
Publication date: 2009/02/04, Modification date; 2016/07/11

Ports
tcp/515

Port 515/tcp was found to be open

5355/udp _ - =
53513 - Link-Local Multicast Name Resolution (LLMNR) Detection
Synopsis

The remote device supports LLMNR.
Description

The remote device answered to a Link-local Multicast Name Resolution (LLMNR) request. This protocol provides a
name lookup service similar to NetBIOS or DNS. Itis enabled by default on modern Windows versions.

See Also
http,/Amwwv.nessus.org/u?85beb421

http://technet.microsoft.com/en-us/library/bb878128.aspx
Solution

Make sure that use of this software conforms to your organization's acceptable use and security policies.
Risk Factor

None
Plugin Information:

Publication date; 2011/04/21, Modification date: 2012/03/05

Ports
udp/5355

According to LLMNR, the name of the remote host is “CONSOLE®.

535_7/tcp_ .
11219 - Nessus SYN scanner

Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None
Plugin Information:

Publication date: 2009/02/04, Modification date: 2016/07/11

Ports
tcp/5357
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22964 - Service Detection
Synopsis

The remote service could be identified.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information;
Publication date; 2007/08/19, Modification date: 2016/08/29

Ports
tcp/5357

A web server is running on this port.

7000/tCEN _
11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modification date; 2016/07/11

Ports
tcp/7000

Port 7000/tcp was found to be open

9000/tcg_ _
11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modification date: 2016/07/11
Ports
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tcp/9000
Port 9000/tcp was found to be open

22964 - Service Detection
Synopsis

The remote service could be identified.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Moadification date: 2016/08/29

Ports
tcp/9000

A web server is running on this port.

10107 - HTTP Server Type and Version
Synopsis

A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04. Modification date; 2016/02/19

Ports
tcp/9000

The remote web server type is :

Microsoft-HTTPAPI1/2.0
43111 - HTTP Methods Allowed (per directory)
Synopsis

This plugin determines which HTTP methods are allowed on various CGI directories.
Description

By calling the OPTIONS method, itis possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if Thorough tests' are enabled or ‘Enable web applications tests'
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

NCite tggtl the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
n/a

Risk Factor
None

Plugin Information:

& 000 LHPMH (&7 INFO@CIRMI.RU & WWW.GOSZDRAVNADZOR.RU



Publication date: 2009/12/10, Modification date: 2013/05/09

Ports
tcp/9000

Based on tests of each method

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT COPY DEBUG DELETE GET HEAD
INDEX LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY
OPTIONS ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT
RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE TRACE UNCHECKOUT UNLOCK
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/

- Invalid/unknown HTTP methods are allowed on :

/
24260 - HyperText Transfer Protocol (HTTP) Information
Synopsis
Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2007/01/30, Modification date: 2011/05/31

Ports
tcp/9000

Protocol version HTTP/1.1

SSL @ no

Keep-Alive : no

Options allowed : (Not implemented)
Headers :

Content-Length: 1565

Content-Type: text/html; charset=UTF-
Server: Microsoft-HTTPAP1/2.0

Date: Tue, 06 Sep 2016 13:05:23 GMT
Connection: close

9001/tcp
11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.

Risk Factor
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None
Plugin Information;

Publication date; 2009/02/04, Modification date: 2016/07/11

Ports
tcp/9001

Port 9001/tcp was found to be open

49152/tCp _
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2001/08/26, Modification date: 2014/05/12

Ports
tcp/49152

The following DCERPC services are available on TCP port 49152 :

Object UUID : 765294ba-60bC-48b8-92e9-89Fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddbOd, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49152

IP : 10.29.4.176

£9153/tcp foo.
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na
Risk Factor
None
Plugin Information;
Publication date; 2001/08/26, Modification date: 2014/05/12

Ports
tcp/49153

The following DCERPC services are available on TCP port 49153 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : febeaff7-1el9-4fbb-9f8F-b89e2018337c, version 1.0
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Description : unknown RPC service
Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.176

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30adc50c-5chc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service

Annotation : nrp server endpoint

Type : Remote RPC service

TCP Port : 49153

IP - 10.29.4.176

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6ce0leb0a6d5, version 1.0
Description : DHCP Client Service

Windows process : svchost.exe

Annotation : DHCP Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP - 10.29.4.176

Object UUID ; 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6ce0leb0a6d6, version 1.0
Description : Unknown RPC service

Annotation : DHCPv6 Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.176

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : O6bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service

Annotation : Security Center

Type : Remote RPC service

TCP Port : 49153

IP - 10.29.4.176

49154/tcp _ _  _ _
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper {TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2001/08/26. Modification date: 2014/05/12

Ports
tcp/49154

The following DCERPC services are available on TCP port 49154

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231Ffd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49154

IP - 10.29.4.176

Object UUID : 00000000-0000-0000-0000-000000000000
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UUID ; 552d076a-ch29-4e44-8b6a-dl5e59e2cOaf, version 1.0
Description : Unknovm RPC service

Annotation r IP Transition Configuration endpoint

Type : Remote RPC service

TCP Port : 49154

IP - 10.29.4.176

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 98716d03-89ac-44c7-bb8c-285824e51cd4a, version 1.0
Description : Unknown RPC service

Annotation : Kactsrv service

Type : Remote RPC service

TCP Port : 49154

IP : 10.29.4.176

4?2155/tcp L _
10736 - DCE Services Enumeration

Synopsis
A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this informetion it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2001/08/26, Modification date: 2014/05/12

Ports
tcp/49155

The following DCERPC services are available on TCP port 49155

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 367abb81-9844-35f1-ad32-98f033001003, version 2.0
Description : Service Control Manager

Windows process : svchost.exe

Type : Remote RPC service

TCP Port : 49155

IP - 10.29.4.176

49157 /tcp
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information itis possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
n/a

Risk Factor
None

Plugin Information;
Publication date; 2001/08/26, Modification date: 2014/05/12

Ports
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tcp/49187

The following DCERPC services are available on TCP port 49157 :

Object UUID : 00000000-0000-0000~-0000-000000000000

0UIb : 12345778-1234-abcd-ef00-012345678%ac, version 1.0
Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 49157

IP ; 10.29.4.176
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10 29 4 242
Scan Information

Start time: Tue Sep 06 14:53:17 2016
End time: Tue Sep 06 15:10:57 2016
Host Information
DNS Name: c00000427.domain.local
Netbios Name: €C00000427
IP: 10.29.4.242
MAC Address: 00:0b:ab:8d:61;be
0sS; Microsoft Windows Embedded Standard Service Pack 1
Results Summary
Critical High Medium Low Info Total
0 0 0 86 87
Results Details
0/tcg _ _ »
90511 - MS KB3152550: Update to Improve Wireless Mouse Input Filtering
Synopsis

The remote Windows host is missing an update to wireless mouse input filtering.
Description

The remote Windows host is missing an update to the wireless mouse input filtering functionality. The missing
update enhances security by filtering out QWERTY key packets in keystroke communications issued when receiving
communication from USB wireless dongles. The update resolves a vulnerability that allows a local attacker in the
physical proximity of the wireless mouse range to inject keyboard HID packets into Microsoft wireless mouse devices
through the use of USB dongles.

See Also

https.//technet.microsoft.com/en-us/library/security/3152550
Solution

Microsoft has released a set of patches for Windows 7, 8.1, and 10.
Risk Factor

None
Plugin Information:

Publication date: 2016/04/13, Modification date: 2016/04/13

Ports
tcp/0

Nessus has determined that the remote Windows host is missing files
that are created upon installation of the update corresponding to
Microsoft Security Advisory 3152550.

10916 - Microsoft Windows - Local Users Information : Passwords never expire
Synopsis

At least one local user has a password that never expires.
Description

Using the supplied credentials, it is possible to list local users that are enabled and whose passwords never expire.
Solution

Allow / requiire users to change their passwords regularly.
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Risk Factor
None
References
XREF OSVDB:755

Plugin Information:
Publication date: 2002/03/17, Modification date: 2015/02/03

Ports
tcp/0

The following local users have passwords that never expire

- BCService

- ConsoleAdministrator
- ConsoleUser

- sup

- labo

- test

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with OIDs between 1000 and 1200.

To use a different range, edit the scan policy and change the "Start
UID®" and/or “End DID” preferences for this plugin, then re-run the
scan.

10914 - Microsoft Windows - Local Users Information : Never changed passwords
Synopsis

At least one local user has never changed his / her password.
Description
Using the supplied credentials, it is possible to list local users who have never changed their passwords.
Solution
Allow / require users to change their passwords regularly.
Risk Factor
None
References
XREF OSVDB:755

Plugin Information:
Publication date: 2002/03/17, Modification date: 2015/01/12

Ports
tcp/0

The following local user has never changed his / her password

- Guest

Note that, in addition to the Administrator and Guest accounts, Nessus

has only checked for local users with UIDs between 1000 and 1200.

To use a different range, edit the scan policy and change the “Start

uID® and/or “End UID” preferences for "SMB use host SID to enumerate

local users® setting, and then re-run the scan.
10915 - Microsoft Windows - Local Users Information : User has never logged on
Synopsis

At least one local user has never logged into his / her account.

Description

Using the supplied credentials, it is possible to list local users who have never logged into their accounts.

Solution
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Delete accounts that are not needed.
Risk Factor
None
References
XREF OSVDB:754
Plugin Information:
Publication date: 2002/03/17, Modification date: 2015/01/12

Ports
tcp/0

The following local users have never logged in

- Guest
- BCService
labo
test

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UIDs between 1000 and 1200.

To use a different range, edit the scan policy and change the “"Start
UID®" and/or "End UID" preferences for "SMB use host SID to enumerate
local users® setting, and then re-run the scan.

10913 - Microsoft Windows - Local Users Information : Disabled accounts
Synopsis

At least one local user account has been disabled.
Description

Using the supplied credentials, it is possible to list local user accounts that have been disabled.
Solution

Delete accounts that are no longer needed.
Risk Factor

None
References

XREF OSVDB752

Plugin Information:
Publication date: 2002/03/17, Modification date: 2015/01/12

Ports
tcp/0

The following local user accounts have been disabled

- Administrator
- Guest

Note that, in addition to the Administrator and Guest accounts, Nessus
has only checked for local users with UIDs between 1000 and 1200.

To use a different range, edit the scan policy and change the “Start
UID® and/or "End UID" preferences for "SMB use host SID to enumerate
local users®™ setting, and then re-run the scan.

62042 - SMB QuickFixEngineering (QFE) Enumeration
Synopsis

The remote host has quick-fix engineering updates installed.

Description
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By connecling to the host with the supplied credentials, this plugin enumerates quick-fix engineering updates installed
on the ramote haost via the registry.

Solution
n/a

Risk Factor
None

Plugin Information:

Publication date: 2012/09/11, Modification date: 2013/03/28

Ports
tcp/0

Here is a list of quick-fix engineering updates installed on the

remote system ;

KB123456, Installed on: 2016/09/06

KB2425227,
XP2446710,
KB2475792,
KB2476490,
KB2478662,
KB2479628,
KB2479943,
KB2482017,
KB2485376,
KB2487305,
KB2489256,
KB2492386

KB2497640,
KB2502285,
KB2502664,
KB2503658,
KB2503665,
KB2506212,
KB2506223,
KB2507618,
KB2507938,
KB2508272,
KB2508429,
KB2509553,
KB2510531,
KB2511250,
KB2511455,
KB2515325,
KB2518869,
KB2530548,
KB2533623,
KB2534366,
KB2536275,
KB2536276,
KB2539635,
KB2541014,
KB2544521,
KB2544693,
KB2545698,
KB2547666,
KB2552343,
KB2555917,
KB2556532,
KB2559049,
KB2560656,
KB2562917,
KB2563227,
KB2563894,
KB2564958,
KB2567053,
KB2567680,
KB2570791

KB2570947,
KB2572077,

Installed
Installed
Installed
installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed
Installed

Installed
Installed

on:
on:
on:
on:
on:
on:
on:
on:
on:
on:
on:

on:
on:
on:
on:
on:

2016/05/08
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06

2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06

: 2016709706

2016/09/06
2016/09/06
2016/09/06

s 2016/09/06

2016/09/06

¢ 2016/09/06

2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/08/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06
2016/09/06

2016/09/06
2016/09/06
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KB2574819, Installed on: 2016/09/06
KB2 [...]

12053 - Host Fully Qualified Domain Name (FQDN) Resolution
Synopsis

It was possible to resolve the name of the remote host.
Description

Nessus was able to resolve the FQDN of the remote host.
Solution

n/a
Risk Factor

None
Plugin Information;

Publication date; 2004/02/11, Modiification date: 2012/09/28

Ports
tcp/0

10.29.4.242 resolves as C00000427.domain.local

25220 - TCP/IP Timestamps Supported
Synopsis

The remote service implements TCP timestamps.
Description

The remote host implements TCP timestamps, as defined by RFC1323. A side effect of this feature is that the uptime
of the remote host can sometimes be computed.

See Also
http,/Avvw.ietf.org/rfc/rfc1323.txt
Solution
na
Risk Factor
None
Plugin Information:

Publication date; 2007/05/16, Modification date: 2011/03/20

Ports

tcp/0

46215 - inconsistent Hostname and IP Address
Synopsis

The remote host's hostname is not consistent with DNS information.
Description

The name of this machine either does not resolve or resolves to a different IP address.

This may come froma badly configured reverse DNS or froma host file in use on the Nessus scanning host.
As a result, URLSs in plugin output may not be directly usable in a web browser and some web tests may be
incomplete.

Solution
Fix the reverse DNS or host file.
Risk Factor
None
Plugin Information;
Publication date; 2010/05/03, Modification date: 2016/08/05

Ports
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tcp/0
The host name 'c00000427.domain.local’ does not resolve to an IP address

35716 - Ethernet Card Manufacturer Detection
Synopsis

The manufacturer can be identified from the Ethernet OUL.
Description

Each ethernet MAC address starts with a 24-bit Organizationally Unique Identifier (OUI). These OUlIs are registered
by IEEE.

See Also
http://standards.ieee.org/fags/regauth.htmi

http://mwwv.nessus.org/u7794673b4

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2009/02/19, Modification date: 2015/10/16

Ports
tcp/0

The following card manufacturers were identified

00:0b:ab:8d:61:be : Advantech Technology (CHINA) Co., Ltd.

46180 - Additionai DNS Hostnames
Synopsis

Nessus has detected potential virtual hosts.
Description

Hostnames different from the current hostname have been collected by miscellaneous plugins. Nessus has generated
a list of hostnames that point to the remote host. Note that these are only the alternate hostnames for vhosts
discovered on a web server.

Different web servers may be hosted on name-based virtual hosts.

See Also
http://en.wikipedia.org/wiki/Virtual _hosting
Solution

Ifyou want to test them, re-scan using the special vhost syntax, such as :
www.example.com[192.0.32.10]

Risk Factor
None
Plugin Information:
Publication date: 2010/04/29, Modification date: 2016/07/22

Ports
tcp/0

The following hostnames point to the remote host :
- C00000427

11936 - OS Identification
Synopsis

Itis possible to guess the remote operating system.

Description
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Using a combination of remote probes (e.g., TCP/IP. SMB, HTTP. NTP, SNMP, etc.), itis possible to guess the name
of the remote operating system in use. it is also possible sometimes to guess the version of the operating system.

Solution
n/a
Risk Factor
None
Plugin Information;
Publication date; 2003/12/09, Modification date; 2016/02/24

Ports
tcp/0

Remote operating system : Microsoft Windows Embedded Standard Service Pack 1
Confidence level : 100
Method : SVB

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host’s operating system,
please email them to os-signatures@ nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

HTTP:Server: Microsoft-HTTPAPI/2.0
NTP:!:unknown

The remote host is running Microsoft Windows Embedded Standard Service Pack 1

54615 - Device Type
Synopsis

Itis possible to guess the remote device type.
Description

Based on the remote operating system, itis possible to determine what the remote system type is (eg: a printer,
router, general-purpose computer, etc).

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2011/05/23, Modification date; 2011/05/23

Ports
tcp/0
Remote device type : general-purpose
Confidence level : 100
45590 - Common Platform Enumeration (CPE)
Synopsis

Itis possible to enumerate CPE names that matched on the remote system.
Description

By using information obtained froma Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches
for various hardware and software products found on a host.

Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the
information available from the scan.

See Also
http://cpe.mitre.ory/
https://nvd.nist.gov/cpe.cfm
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Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2010/04/21, Modification date: 2014/11/20

Ports
tcp/0

The remote operating system matched the following CPE :
cpe:/o:microsoft:windows: :spl
Following application CPE"s matched on the remote system :

cpe:/a:microsoft:ie:11.0.9600.18426
cpe:/a:microsoft:sql_server:2008:sp3
cpe:/a:microsoft:iis :7.5 -> Microsoft Internet Information Services (IIS) 7.5

19506 - Nessus Scan Information
Synopsis
This plugin displays information about the Nessus scan.

Description

This plugin displays, for each tested host, information about the scan itself;
- The version of the plugin set.

- The type of scanner (Nessus or Nessus Home).

- The version of the Nessus Engine.

- The port scanner(s) used.

- The port range scanned.

- Whether credentialed or third-parly patch management checks are possible.
- The date of the scan.

- The duration of the scan.

- The number of hosts scanned in parallel.

- The number of checks done in parallel.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date; 2005/08/26, Modification date: 2016/04/08

Ports
tcp/0

Information about this scan

Nessus version : 6.8.1

Plugin feed version : 201609022130
Scanner edition used : Nessus

Scan type : Normal

Scan policy used : Basic Network Scan
Scanner IP : 10.29.1.19

Port scanner(s) : nessus_syn_scanner
Port range : 1-65535

Thorough tests : yes

Experimental tests : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : yes, as '10.29.4.242\ConsoleAdministrator’ via SVB
Patch management checks : None

CGl scanning : enabled
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Web application tests : enabled

Web app tests- Test mode : all_pairs

Web app tests- Try all HTTP methods : yes
Web app tests- Maximum run time : 10 minutes.
Web app tests- Stop at first flaw : param
Max hosts : 30

Max checks : 4

Recv timeout : 5

Backports : None

Allow post-scan editing: Yes

Scan Start Date : 2016/9/6 14:53 Romance Standard Time
Scan duration : 1060 sec

0/udp .
10287 - Traceroute Information
Synopsis

ftwas possible to obtain traceroute information.
Description
Makes a traceroute to the remote host.
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 1999/11/27, Modification date: 2013/04/11

Ports
udp/0

For your information, here is the traceroute from 10.29.1.19 to 10.29.4.242
10.29.1.19
10.29.4.242

80/tcp
40984 - Browsable Web Directories
Synopsis

Some directories on the remote web server are browsable.
Description

Miscellaneous Nessus plugins identified directories on this web server that are browsable.
See Also

http://vAwv.nessus.org/u?0a35179%
Solution

Make sure that browsable directories do not leak confidential informative or give access to sensitive resources.
Additionally, use access restrictions or disable directory indexing for any that do.

Risk Factor
Medium
CVSS Base Score
5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)
Plugin Information:
Publication date; 2009/09/15, Modification date; 2016/01/22

Ports
tcp/80

The following directories are browsable

http://10.29.4.242/pub/
11219 - Nessus SYN scanner
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Synopsis
It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None
Plugin Information:

Publication date; 2009/02/04. Modification date; 2016/07/11

Ports
tcp/80

Port 80/tcp was found to be open

22964 - Service Detection
Synopsis

The remote service could be identified.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2016/08/29

Ports
tcp/80

A web server is running on this port.
11422 - Web Server Unconfigured - Default Install Page Present
Synopsis

The remote web server is not configured or is improperly configured.
Description

The remote web server uses its default welcome page. Therefore, it's probable that this server is not used at all or is
serving content that is meant to be hidden.

Solution
Disable this service if you do not use it
Risk Factor
None
References
XREF OSVDB:3233
Plugin Information:
Publication date; 2003/03/20, Modification date: 2016/03/09

Ports
tcp/80
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11032-Web Server Directory Enumeration
Synopsis

Itis possible to enumerate directories on the web server.
Description

This plugin attempts to determine the presence of various common directories on the remote web server. By sending
a request for a directory, the web server response code indicates if it is a valid directory or not.

See Also
http://projects,webappsec.org/Predictable-Resource-Location
Solution
na
Risk Factor
None
References
XREF OWASP;OWASP-CM-006
Plugin Information:
Publication date; 2002/06/26, Modification date: 2015/10/13

Ports
tcp/80

The following directories were discovered:
/pub

While this is not, in and of itself, a bug, you should manually inspect
these directories to ensure that they are in compliance with company
security standards

10662 - Web mirroring
Synopsis

Nessus can crawl the remote website.
Description

This plugin makes a mirror of the remote website(s) and extracts the list of CGls that are used by the remote host.
Itis suggested that you change the number of pages to mirror in the 'Options' section of the client.

Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2001/05/04, Modification date; 2016/08/15

Ports

tcp/80
Webrairror performed 3 queries in Is (3.000 queries per second)
The following CGIs have been discovered :

Directory index found at /pub/

50345 - Missing or Permissive X-Frame-Options HTTP Response Header
Synopsis

The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description
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Th{(j‘aI Irernote web server in some responses sets a permissive X-Frame*Options response header or does not set one
at all.

The X-Frame-Options header has been proposed by Microsoft as a way to mitigate clickjacking attacks and is
currently supported by all major browser vendors

See Also

http://en.wikipedla.org/niki/Clickjacking
http://NAnww.nessus.org/u?399b1f56

Solution

Set a properly configured X-Frame-Options header for all requested resources.
Risk Factor

None
Plugin Information:

Publication date; 2010/10/26, Modification date: 2016/04/14

Ports
tcp/80

The following pages do not set a X-Frame-Options response header or set a permissive policy:

- http://10.29.4.242/
- http://10.29.4.242/pub/

50344 - Missing or Permissive Content-Security-Policy HTTP Response Header
Synopsis

The remote web server does not take steps to mitigate a class of web application vulnerabilities.
Description

The remote Weatl)l server in some responses sets a permissive Content-Security-Policy (CSP) response header or does
not set one at all.

The CSP header has been proposed by the W3C Web Application Security Working Group as a way to mitigate cross-
site scripting and clickjacking attacks.

See Also

http://content-security-policy.conv
https:/Amwwv.w3.org/TR/CSP2/

Solution

Set a properly configured Content-Security-Policy header for all requested resources.
Risk Factor

None
Plugin Information;

Publication date: 2010/10/26, Madification date; 2016/04/14

Ports
tcp/80

The following pages do not set a Content-Security-Policy response header or set a permissive
policy:

- http://10.29.4.242/
- http://10.29.4.242/pub/

91815 - Web Application Sitemap
Synopsis

The remote web server hosts linkable content that can be cramed by Nessus.
Description
The remote web server contains linkable content that can be used to gather information about a target.
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See Also
http,/Awwv.nessus.org/u?5496¢8d9
Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2016/06/24, Modification date; 2016/06/24

Ports
tcp/80

The following sitemap was created from crawling linkable content on the target host

- http://10.29.4.242/
- http://10.29.4.242/pub/

Attached is a copy of the sitemap file.

49704 - External URLs
Synopsis

Links to external sites were gathered.
Description
Nessus gathered HREF links to external sites by craming the remote web server.
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2010/10/04, Modification date: 2011/08/19

Ports
tcp/80

1 external URL was gathered on this web server :
URL... - Seen on...

http://go.microsoft.com/fwlink/?linkid=66138&clcid“0x409 - /

43111 - HTTP Methods Allowed (per directory)
Synopsis

This plugin determines which HTTP methods are allowed on various CGI directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if ‘Thorough tests' are enabled or ‘Enable web applications tests’
is set to 'yes'

in the scan policy - various knoawn HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
wulnerabilities.

Solution
na

Risk Factor
None

Plugin Information:
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Publication date; 2009/12/10, Modification date; 2013/05/09

Ports
tcp/80

Based on the response to an OPTIONS request :
- HTTP methods GET HEAD POST TRACE OPTIONS are allowed on

/
/pub

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT DEBUG GET HEAD INDEX LABEL
MERGE MKACTIVITY MKWORKSPACE NOTIFY OPTIONS ORDERPATCH PATCH POLL
POST REPORT RPC_IN_DATA RPC_OUT_DATA SEARCH SUBSCRIBE UNCHECKOUT
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/
/pub

- Invalid/unknown HTTP methods are allowed on :

/
/pub

10107 - HTTP Server Type and Version
Synopsis

Aweb server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2000/01/04, Modification date; 2016/02/19

Ports
tcp/80

The remote web server type is
Microsoft-11S/7.5

24260 - HyperText Transfer Protocol (HTTP) Information
Synopsis

Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date; 2007/01/30, Modification date; 2011/05/31

Ports
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tcp/80

Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : OPTIONS, TRACE, GET, HEAD, POST
Headers :

Content-Type: text/html

Last-Modified: Tue, 06 Sep 2016 16:54:24 GMI
Accept-Ranges: bytes

ETag: W/"blal24525f8d21:0"

Server: Microsoft-11S/7.5

X-Powered-By: ASP.NET

Date: Tue, 06 Sep 2016 13:05:46 GMI
Content-Length: 689

J23/udp _ _
10884 - Network Time Protocol (NTP) Server Detection
Synopsis
An NTP server with an insecure configuration is listening on the remote host.
Description

An NTP server with an insecure configuration is listening on port 123
It provides information about its version, current date, current time, and it may also provide system informeation.

See Also
http;/Awwntp.org
Solution
va
Risk Factor
None
Plugin Information;
Publication date; 2015/03/20, Modification date; 2015/06/12

Ports
udp/123

Version : unknown

13Mcp _
10736 - DCE Services Enumeration
Synopsis

ADCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) sen/ices running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
a
Risk Factor
None
Plugin Information:
Publication date; 2001/08/26, Modification date; 2014/05/12

Ports
tcp/135

The following DCERPC services are available locally
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Object UUID : 765294ba-60bc-48h8-92e9-89fd77769d91

UUID : d95afe70-a6dS-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84daldclb0d, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc078970

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000000

UUID : 76f226c¢c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc078970

Object UUID : 6d726574-7273-0076-0000-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service

Annotation : Impl friendly name

Type : Local RPC service

Named pipe : LRPC-9cel86702543581ch9

Object UUID : 52efl30c-08fd-4388-86b3-6edf00000001

UUID : 12e65dd8-887f-41ef-91bf-8d816c42c2e7, version 1.0
Description : Unknown RPC service

Annotation : Secure Desktop LRPC interface

Type : Local RPC service

Named pipe : WMsgKRpcOAC611

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000001

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpcOAC611

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : Ob6edbfa-4a24-4fc6-8a23-942bleca65dl, version 1.0
Description : Unknown RPC service

Annotation : Spooler function endpoint

Type : Local RPC service

Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service

Annotation : Spooler base remote object endpoint

Type : Local RPC service

Named pipe : spoolss

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-82 (. ..]

11219 - Nessus SYN scanner
Synopsis

Itis possible to determine which TCP ports are open.
Description

This plugin is a SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
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Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modiification date: 2016/07/11

Ports
tcp/135

Port 135/tcp was found to be open

137~dp L _
10150 - Windows NetBIOS /SMB Remote Host Information Disclosure
Synopsis

ltwas possible to obtain the network name of the remote host.
Description

The remote host is listening on UDP port 137 or TCP port 445, and replies to NetBIOS nbtscan or SMB requests.
Note that this plugin gathers information to be used in other plugins, but does not itseif generate a report.

Solution
na
Risk Factor

None
Plugin Information:
Publication date: 1999/10/12, Modification date; 2016/02/26

Ports
udp/137

The following 4 NetBIOS names have been gathered :

€C00000427 = Computer name

WORKGROUP “ Workgroup / Domain name
€00000427 = File Server Service
WORKGROUP “ Browser Service Elections

The remote host has the following MAC address on its adapter :

00:0b:ab:8d:61:be

43815 - NetBIOS Multiple IP Address Enumeration
Synopsis

The remote host is configured with multiple IP addresses.
Description

By sending a special NetBIOS query, Nessus was able to detect the use of multiple IP addresses on the remote host.
This indicates the host may be running virtualization software, a VPN client, or has multiple network interfaces.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2010/01/06, Modification date; 2011/09/02
Ports

udp/137
The remote host appears to be using the following IP addresses

- 169.254.1.1
- 10.29.4.242

139/tcp
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11011 - Microsoft Windows SMB Service Detection
Synopsis

A file / print sharing sen/ice is listening on the remote host.
Description

The remote service understands the GIFS (Common Internet File System) or Server Message Block (SMB) protocoal,
used to provide shared access to files, printers, etc between nodes on a

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2002/06/05, Modification date: 2015/06/02

Ports
tcp/139

An SMB server is running on this port.
11219- Nessus SYN scanner
Synopsis

itis possible to determine which TCP ports are open.
Description

This plugin is a SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modification date: 2016/07/11

Ports

tcp/139
Port 139/tcp was found to be open

445/1Cp

11011 - Microsoft Windows SMB Service?etection
Synopsis

Afile / print sharing service is listening on the remote host.

Description

The remote service understands the CIFS (Common Internet File System) or Server Message Block (SMB) protocal,
used to provide shared access to files, printers, etc between nodes on a network.

Solution
a
Risk Factor
None
Plugin Information:

Publication date; 2002/06/05, Modification date; 2015/06/02

Ports
tcp/445
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10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2001/08/26, Modification date: 2014/05/12

Ports
tcp/445

The following DCERPC services are available remotely :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : WC00000427

Object UUID : b08669ee-8ch5-43a5-a017-84fe00000000

UUID : 76f226c3-ecl4-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service

Type ; Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : WC00000427

Object UUID : 0OOO000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager

Windows process : Isass.exe

Type : Remote RPC service

Named pipe : \pipe\lsass

Netbios name : WC00000427

Object UUID : 0OO000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager

Windows process : Isass.exe

Type : Remote RPC service

Named pipe : \PIPE\protected_storage

Netbios name : WC00000427

Object UUID : 00000O000-0000-0000-0000-000000000000

UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description ; Unknown RPC service

Annotation : Keylso

Type : Remote RPC service

Named pipe : \pipe\lsass

Netbios name : WC00000427

Object UUID : 0O0000000-0000-0000-0000-000000000000

UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service

Annotation : Keylso

Type : Remote RPC service

Named pipe : \PIPE\protected_storage

Netbios name : WC00000427

Object UUID : 0OO000000-0000-0000-0000-000000000000
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UUID : 3473dd4d-2e88-4006-9cha-22570909ddl0, version 5.0
Description : Unknown RPC service

Annotation : WinHttp Auto-Proxy Service

Type : Remote RPC service

Named pipe : \PIPE\w32time_alt

Netbios name : WC00000427

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : Iff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : WC00000427

Object [...]

10785 - Microsoft Windows SMB NativeLanManager Remote System Information Disclosure
Synopsis

Itis possible to obtain information about the remote operating system.
Description

Itis possible to obtain the remote operating system name and version (Windows and/or Samba) by sending an
authentication request to port 139 or 445. This script requires SMB 1 enabled on the host.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/10/17, Modification date; 2016/01/13

Ports
tcp/445

The remote Operating System is : Windows Embedded Standard 7601 Service Pack 1
The remote native lan manager is : Windows Embedded Standard 6.1
The remote SMB Domain Name is : C00000427

10394 - Microsoft Windows SMB Log In Possible
Synopsis

ftwas possible to log into the remote host.
Description

The remote host is running a Microsoft Windows operating system or Samba, a CIFS/SMB server for Unix. itwas
possible to log into it using one of the following accounts :

- NULL session

- Guest account

«Supplied credentials

See Also

http://support.microsoft.com/kib/143474
http://support.microsoft.com/kib/246261

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2000/05/09, Modification date; 2016/03/11

Ports
tcp/445

- NULL sessions are enabled on the remote host.
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11219 - Nessus SYN scanner
Synopsis

Itis possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problemns for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/04, Modification date: 2016/07/11

Ports
tcp/445

Port 445/tcp was found to be open
10400 - Microsoft Windows SMB Registry Remotely Accessible
Synopsis

Access the remote Windows Registry.
Description

It was possible to access the remote Windows Registry using the login / password combination used for the Windows
local checks (SMB tests).

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/05/09, Modification date: 2015/01/12

Ports

tcp/445

10395 - Microsoft Windows SMB Shares Enumeration
Synopsis

It is possible to enumerate remote network shares.
Description
By connecting to the remote host, Nessus was able to enumerate the network share names.
Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2000/05/09, Modification date: 2015/01/12

Ports
tcp/445

Here are the SMB shares available on the remote host when logged in as ConsoleAdministrator:

- ADMINS
- biocartis
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- c$
- IPC$

10456 - Microsoft Windows SMB Service Enumeration
Synopsis

ftis possible to enumerate remote services.
Description

This plugin implements the SvcOpenSCManagerO and SvcEnumServicesQ calls to obtain, using the SMB protocol,
the list of active and inactive services of the remote host.
An attacker may use this feature to gain better knowiedge of the remote hast.

Solution

To prevent the listing of the services from being obtained, you should either have tight login restrictions, so that only
trusted users can access your host, and/or you should filter incoming traffic to this port.

Risk Factor
None

Plugin Information:
Publication date; 2000/07/03, Modification date; 2015/01/12

Ports
tcp/445

Active Services

Application Host Helper Service [ AppHostSvc ]

Windows Audio Endpoint Builder [ AudioEndpointBuilder ]
Windows Audio [ Audiosrv ]

Base Filtering Engine [ BFE ]

Background Intelligent Transfer Service ( BITS ]
Computer Browser [ Browser ]

Indexing Service [ CISVC ]

Cryptographic Services [ CryptSvc ]

DCOM Server Process Launcher [ DcomlLaunch ]

DHCP Client [ Dhcp ]

DNS Client [ Dnscache ]

Diagnostic Policy Service [ DPS 1

Windows Event Log [ eventlog ]

COWH Event System [ EventSystem )

Function Discovery Resource Publication [ FDResPub ]
Windows Font Cache Service [ FontCache )

Microsoft FTP Service [ ftpsvc ]

Group Policy Client [ gpsvc )

Idylla ConnectivityService [ Idylla ConnectivityService ]
Idylla DataEntityControlService [ Idylla DataEntityControlService ]
Idylla EisCommunicationService [ Idylla EisConanunicationService ]
Idylla InstrumentControlService [ Idylla InstrumentControlService ]
Idylla InstrumentPnpService [ Idylla InstrumentPnpService ]
Idylla OsSettingsService [ idylla OsSettingsService )
Idylla UpdateService [ Idylla UpdateService ]

IS Admin Service [ IISADMIN ]

IP Helper [ iphlpsvc ]

RIP Listener [ iprip ]

Keyboard Filter [ KeyboardFilter ]

CNG Key lIsolation [ Keylso ]

Server ( LanmanServer ]

Workstation [ LanmanWorkstation )

TCP/IP NetBIOS Helper [ Imhosts ]

Windows Firewall [ MpsSvc )

SQL Server (SQLEXPRESS2008) [ MSSQLSSQLEXPRESS2008 )
Net.Pipe Listener Adapter [ NetPipeActivator ]

Network List Service [ netprofm ]

Net.Tcp Listener Adapter ( NetTcpActivator ]

Net.Tcp Port Sharing Service [ NetTcpPortSharing ]
Client for NFS [ NfsCint 1

Network Location Awareness [ NlaSvc ]

Network Store Interface Service [ nsi ]

Plug and Play [ PlugPlay ]

IPsec Policy Agent [ PolicyAgent 1

Power [ Power )
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User Profile Service [ ProfSvc ]
Remote Registry [ RemoteRegistry J
RPC Endpoint Mapper [ RpcEptMapper ]
Remote Procedure Call (RPC) [ RpcSs ]
Security Accounts Manager [ SamSs )
Task Scheduler ( Schedule )

System Event Notification Servi [...]

34097 - BIOS Version Information (via SMB)
Synopsis

The BIOS version could be read.
Description
By reading HKLM\Hardware\Descript\System\SystemBiosVersion, it was possible to get the BIOS vendor and version.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date; 2008/09/08, Modification date; 2015/01/12

Ports
tcp/445

SystemBiosVersion ; ALASKA - 1072009

52459 - Microsoft Windows SMB Registry : Win 7! Server 2008 R2 Service Pack Detection
Synopsis

It was possible to determine the service pack installed on the remote system.
Description

It is possible to determine the Service Pack version of the Windows 7 / Server 2008 R2 system by reading the registry
key 'HKLMWSOFTWAREWMIcrosoftWWindows NTWCurrentVersionWWCSDVersion'.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2011/02/25, Maodification date; 2014/02/17

Ports
tcp/445

The remote Windows 7 / Server 2008 R2 system has Service Pack 1 applied.

48942 - Microsoft Windows SMB Registry . OS Version and Processor Architecture
Synopsis

It is possible to determine the processor architecture and Windows OS version installed on the remote system.
Description

By using the supplied credentials, itis possible to connect to the remote registry and determine the processor
architecture and the Windows OS version installed on the remote system.

Solution
n/a

Risk Factor
None

Plugin Information:
Publication date; 2010/08/31, Modification date; 2011/03/21
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Ports
tCp/445

Operating System Version = 6.1.7601
Architecture = x86

63080 - Microsoft Windows Mounted Devices
Synopsis

It is possible to get a list of mounted devices that may have been connected to the remote system in the past.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates mounted devices that have
been connected to the remote host in the past.

See Also

http://Amwwv.nessus.org/u73eee2c7c
Solution

Make sure that the mounted drives agree with your organization's acceptable use and security policies.
Risk Factor

None

Plugin Information:
Publication date:; 2012/11/28, Modification date: 2012/11/28

Ports
tcp/445
Name :\??\volun\e{d8bb9802-732a-1le6-9077-000bab8d61be)
Data :_??_USBSTOR#Disk&Ven_USBSProd_Flash_DiskiRev_1100#FBI11407170300258&0#(53f56307-
b6bf-11d0-94f2-00a0c91efb8b}
Raw data :

5f003f003f005f00550053004200530054004£00520023004400690073006b002600560065006e005f005500530042002600500072(

Name :\dosdevices\d:

Data :_?? _USBSTOR#Disk&Ven_USB&Prod_Flash_Disk&Rev_1100#FBI1407170300258&0#{53f56307-
b6bf-11d0-94f2-00a0c91efb8h)

Raw data :

5f003f003f005£00550053004200530054004£00520023004400690073006b002600560065006e005f0055005300420026005000721

Name \??\volume{faf09c73-744c-11e6-99£3-806e6£6€6963)

Data :_??_USBSTOR#DiskiVen_Imation&Prod_Nano_ProiRev_PMAP#0703388A0EEC8E73&0#{53f56307-
b6bf-11d0-94£2-00a0c91efb8b}

Raw data :

5f003£003f005£00550053004200530054004f00520023004400690073006b002600560065006€005f0049006d006100740069006f(

Name :\dosdevices\c:
Data 172
Raw data : 96a037320000100000000000
Name : \??\volume{7064baa9-741a-1le6-9072-000bab8d61be}
Data : 2?2 USBSTORttDisksVen TDK LoR&Prod TF [...]
23828 - OPC Application Components Detection
Synopsis
OPC application components are installed on the remote host.
Description

This host has one or more OPC components present and may act as an OPC Client. Server or bath. OPC provides a
DCOM interface to allow access to process control data residing on PLCs, RTUs, and Historians.
OPC Servers function as a gateway.

See Also

http;/Awmwvopcfoundation.org/
Solution
Make sure only authorized hosts are allowed to connect to this port.
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Risk Factor
None
Plugin Information:
Publication date: 2006/12/11, Modification date; 2016/08/24

Ports
tcp/445

The following OPC components were identified

- CLSID : {68976842-77A6-447F-83E8-97DF7A83A970)
Name : DTSNeoPCDLL

56954 - Microsoft Revoked Digital Certificates Enumeration
Synopsis

The remote Windows host a list of revoked digital certificates.
Description
The remote Windows host contains a list of digital certificates that have been revoked by Micrasoft,
See Also
http;//technet.microsoft.com/en-us/library/cc700805.aspx
Solution
a
Risk Factor
None

Plugin Information:
Publication date: 2011/11/28, Modification date: 2015/01/12

Ports
tcp/445

The following certificates are listed in the disallowed certificate registry

1916A2AF346D399F50313C393200F14140456616
2A83E9020591A55FC6DDAD3FB102794C52B24E70
2B84BFBB34EE2EF949FE1CBE30AA026416EB2216
305F8BD17AA2CBC483A4C41B19A39A0C75DA39D6
367D4B3B4FCBBCOB767B2ECOCDB2A36EAB71A4EB
3A850044D8A195CD401A680C012CBOA3B5F8DC0O8
40AA38731BD189F9CDB5BIDC35E2136F38777AF4
43D9BCB568E039D073A74A71D8511F7476089CC3
471C949A8143DB5AD5SCDF1C972864A2504FA23C9
51C3247D60F356C7CA3BAFAC3F429DACO3EE7B74
5SDE83EE82ACS090AEA9DGACAETAGE213F946E179
61793FCBFA4F9008309BBASFF12D2CB29CD4151A
637162CC59A3A1E25956FASFA8F60D2E1C52EACG
63FEAE960BAA91E343CE2BD8B71798C76BDB77DO
6431723036FD26DEA502792FA595922493030F97
7D7F4414CCEF168ADF6BF40753B5BECD 78375931
80962AE4D6C5B442894E95A13E4A699E07D694CF
86E017C81A5CA672FEOOOF36F878C19518D6F844
8ESBD50D6AEG86D65252F843A9D4B96D197730AB
9845A431D51959CAF225322B4A4FE9F223CE6D15
B533345D06F64516403COODA03187D3BFEF59156
B36E791620F759F17B8D25E38CA8BE32E7D5EAC2
CO60ED44CBD881BDOEF86C0BA287DDCF8167478C
CEA586B2CES93EC7D939898337C57814708AB2BE
D018B62DC518907247DF50925BB09ACF4A5CB3AD
F8A54E03AADC5692B850496A4C4630FFEAA29D83
FAG660A94AB45F6A88C0D7874D89A863D74DEE7

10859 - Microsoft Windo\A”s SMB LsaQuerylnformationPolicy Function SID Enumeration
Synopsis

Itis possible to obtain the host SID for the remote host.
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Description

By emulating the call to LsaQuerylnformationPolicyQ, itwas possible to obtain the host SID (Security Identifier).
The host SID can then be used to get the list of local users.

See Also
http;//technet. microsoft.com/en-us/library/bb418944.aspx
Solution
You can prevent anonymous lookups of the host SID by setting the 'RestrictAnonymous’ registry setting to an
appropriate value.
Refer to the 'See also' section for guidance.
Risk Factor
None
References
BID 959
CVE CVE-2000-1200
XREF OSVDB;715

Plugin Information:
Publication date; 2002/02/13, Modification date; 2015/11/18

Ports
tcp/445

The remote host SID value is :
1-5-21-3996498580-2477778299-2443319466

The value of "RestrictAnonymous® setting is : 0
10860 - SMB Use Host SID to Enumerate Local Users
S/ooEs
itis possible to enumerate local users.
Desaipian
Using the host security identifier (SID), itis possible to enumerate local users on the remote Windows system.
Sduian
A
HskFaoar
None

Rfaaos
XREF OSVDB:714

Hugn Infanatian
Publication date: 2002/02/13, Modification date: 2015/11/18

Ports
tcp/445

- Administrator (id 500, Administrator account)

- Guest (id 501, Guest account)

- BCService (id 1000)

- ConsoleAdministrator (id 1001)

- ConsoleUser (id 1002)

- WinRMRemoteWMIUsers__ (id 1003)

- SQLServerMSSQLServerADHelperUserSCONSOLE (id 1004)
- SQLServer2005SQLBrowserUserSCONSOLE (id 1005)

- SQLServerMSSQLUser$CONSOLE$SQLEXPRESS2008 (id 1006)
- SQLServerSQLAgentUserSCONSOLE$SQLEXPRESS2008 (id 1007)
- SharedFolderUsers (id 1008)
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- sup (id 1009)
labo (id 1010)
- test (id 1011)

Note that, in addition to the Administrator and Guest accounts, Nessus
has enumerated only those local users with IDs between 1000 and 1200.
To use a different range, edit the scan policy and change the 'Start
UID' and/or 'End UID' preferences for this plugin, then re-run the
scan.

35730 - Microsoft Windows USB Device Usage Report
Synopsis

ftwas possible to get a list of USB devices that may have been connected to the remote system in the past.
Description

Using the supplied credentials, this plugin enumerates USB devices that have been connected to the remote Windows
host inthe past.

See Also
http:/Anwwv.forensicswiki.org/wiki/USB__ History Viewing
Solution
Make sure that the use of USB drives is in accordance with your organization’s security policy.
Risk Factor
None
Plugin Information:
Publication date: 2009/02/24, Modification date: 2016/05/11

Ports
tcp/445

The following is a list of USB devices that have been connected
to remote system at least once in the past

Device Name : Imation Nano Pro USB Device
Class : DiskDrive
Last Inserted Time : Sep. 6, 2016 at 10:12:50 GMVI

First used : unknown

Device Name : TDK LoR TFIO USB Device
Class : DiskDrive
Last Inserted Time : Sep. 6, 2016 at 12:10:07 GMVI

First used : 2016/09/06 10:20:43.505

Device Name : USB Flash Disk USB Device
Class : DiskDrive
Last Inserted Time : Sep. 6, 2016 at 12:47:41 GWII

First used : 2016/09/06 12:47:41.139

65791 - Microsoft Windows Portable Devices
Synopsis

Itis possible to get a list of portable devices that may have been connected to the remote system in the past.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates portable devices that have
been connected to the remote host in the past.

See Also
http://mwwv.nessus.org/u7af102b66
Solution
Make sure that use of the portable devices agrees with your organization's acceptable use and security policies.
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Risk Factor
None
Plugin Information;
Publication date: 2013/04/03, Modification date; 2013/07/31

Ports
tcp/445

Friendly name : CSW/4.2.0.715
Device : WPDBUSENUMROOT#UMB#2i37C186B&0&STORAGE#VOLUME# _??
_USBSTOR#DISK&VEN_IMATION&PROD_NANO_PROSREV_PMAP#0703388A0EEC8E73&0#

Friendly name : D:\
Device : WPDBUSENUMROOT#UMB#2&37C186B&0&STORAGE#VOLUME#_??
_USBSTOR#DISKSVEN_TDK _LOR&PROD_TF10&REV_PMAP#070746454F621075&0#

Friendly name : USB DISK
Device : WPDBUSENUMROOT#UMB#2&37C186B&0«.STORAGE#VOLUME#_?7?
USBSTOR#DISK&VEN USB&PROD FLASH DISK&REV 1100#FBI11407170300258&0#

48763 - Microsoft Windows 'CWDIllegallnDIISearch' Registry Setting
Synopsis

The remote Windows host is configured to prevent code execution attacks.
Description

The remote host is using one of the protections provided by Microsoft KB2264107 to mitigate binary planting attacks.
The 'CWDlllegallnDlISearch’ registry entry has one of the following settings :

- OXFFFFFFFF (Removes the current working directory from the default DLL search order)

-1 (Blocks a DLL Load from the current working directory if the current working directory is set to a WebDAV folder)
- 2 (Blocks a DLL Load from the current working directory if the current working directory is set to a remote folder)

See Also
http://technet.microsoft.com/en-us/security/advisory/2269637

http://support.microsoft.convk/2264107
Solution
na
Risk Factor
None
Plugin information:
Publication date: 2010/08/26, Modification date: 2012/03/06

Ports
tcp/445

Name : HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager
\CWDIllegallnDIllISearch
Value : 1

58452 - Microsoft Windows Startup Software Enumeration
Synopsis

Itis possible to enumerate startup software.
Description

This plugin lists software that is configured to run on system startup by craming the registry entries in :
- HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
« HKLIM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersi on\Run

Solution

Review the list of applications and remove any that are not compliant with your organization’s acceptable use and
security policies.

Risk Factor
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None

Plugin Information;
Publication date: 2012/03/23, Modification date: 2015/01/12

Ports
tcp/445

The following startup item was found :

HotKeysCmds - C:\windows\system32\hkcmd.exe

IgfxTray - C:\Windows\system32\igfxtray.exe

Persistence - C:\Windows\system32\igfxpers.exe

RTHDVCPL - c:\Program Files\Realtek\Audio\HDA\RtHDVCpl.exe -s

20811 - Microsoft Windows Installed Software Enumeration (credentialed check)
Synopsis

Itis possible to enumerate installed software.
Description

This plugin lists software potentially installed on the remote hast by craming the registry entries in ;
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall HKLM\SOFTWARE\Microsoft\Updates

Note that these entries do not necessarily mean the applications are actually installed on the remote host - they may
have been left behind by uninstallers, or the associated files may have been manually removed.

Solution

Remove any applications that are not compliant with your organization’s acceptable use and security policies.
Risk Factor

None

Plugin Information:
Publication date; 2006/01/26, Modification date; 2013/07/25

Ports
tcp/445

The following software are installed on the remote host

KB2630458 [version 10.52.4000.0] [installed on 2016/09/06]

Service Pack 3 for SQL Server 2008 R2 (KB2979597) [version 10.53.6000.34] [installed on
2016/09/06]

GDR 6220 for SQL Server 2008 R2 (KB3045316) [version 10.53.6220.0] [installed on 2016/09/06]
Microsoft Report Viewer Redistributable 2008 SPI

Microsoft SQL Server 2008 R2

SQL Server 2008 R2 SP2 Management Studio [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft .NET Framework 4.5.2 [version 551209] [installed on 2016/09/06]

Microsoft SQL Server Compact 3.5 SP2 ENU [version 3.5.8080.0] [installed on 2016/09/06]
Microsoft SQL Server 2008 R2 RsFx Driver [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft SQL Server VSS Writer [version 10.53.6000.34] (installed on 2016/09/06]

SQL Server 2008 R2 SP2 Database Engine Shared (version 10.53.6000.34] (installed on 2016/09/06]
Microsoft Visual Studio Tools for Applications 2.0 - ENU [version 9.0.35191] [installed on
2016/09/06]

Hotfix for Microsoft VisualStudio 2007 Tools for Applications - ENU (KB946040) (version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications - ENU (KB946308) [version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications -ENU (KB946344) [version 1]
Hotfix for Microsoft VisualStudio 2007 Tools for Applications -ENU (KB947540) [version 1]
Hotfix for Microsoft visualStudio 2007 Tools for Applications -ENU (KB947789) (version 1]
SQL Server 2008 R2 SP2 Database Engine Services [version 10.53.6000.34] [installed on
2016/09/06]

Microsoft SQL Server 2008 R2 Native Client [version 10.53.6000.34] [installed on 2016/09/06]
Microsoft SQL Server 2008 R2 Setup (English) [version 10.53.6220.0] [installed on 2016/09/06]
Security Update for Microsoft.NET Framework 4.5.2 (KB3097996) [version 1)

Security Update for Microsoft.NET Framework 4.5.2 (KB3098781) [version 1}

Security Update for Microsoft.NET Framework 4.5.2 {KB3122656) [version 1]

Security Update for Microso [...]

72367 - Microsoft Internet Explorer Version Detection
Synopsis
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Internet Explorer is installed on the remote host.
Description
The remote Windows host contains Internet Explorer, a web browser created by Microsoft.
See Also
http:/Awindows.microsoft.com/en-us/internet-explorer/download-ie
Solution
na
Risk Factor
None
Plugin Information;
Publication date; 2014/02/06, Modification date: 2014/02/13

Ports
tcp/445

Version : 11.0.9600.18426

51351 - Microsoft .NET Framework Detection
Synopsis

A software framework is installed on the remote host.
Description

hMC);;{CBOﬁ NET Framework, a software framework for Microsoft Windows operating systems, is instalied on the remote

See Also
http,/Amww. microsoft.convnet/

https://support.microsoft.comven-us/kb/318785
Solution

na
Risk Factor

None

Plugin Information:
Publication date; 2010/12/20, Modification date: 2016/08/18

Ports
tcp/445

The remote host has following version(s) of Microsoft .NET Framework
installed

+ Version : 2.0.50727
- Full Version : 2.0.50727.5420
- SP 2

+ Version : 3.0
- Full Version : 3.0.30729.5420
- SP 2

+ Version : 3.5

- Full Version : 3.5.30729.5420

-SP 1

- Path : C:\Windows\Microsoft. NET\Framework\v3.5\

+ Version : 4.5.2

- Install Type : Full

- Full Version : 4.5.51209

- Path : C:\Windows\Microsoft.NET\Framework\v4.0 .30319\
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+ Version : 4.5.2

- Install Type : Client

- Full Version : 4.5.51209

- Path : C:\Windows\Microsoft .NET\Frainework\v4.0 .30319\

58181 - Windows DNS Server Enumeration
Synopsis

Nessus enumerated the DNS servers being used by the remote Windows host.
Description
Nessus was able to enumerate the DNS servers configured on the remote Windows host by looking in the registry.
Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2012/03/01, Modiification date: 2015/03/17

Ports
tcp/445

Nessus enumerated DNS servers for the following interfaces

Interface: Default

DhcpNameServer: 10.29.1.21 10.29.1.3
44401 - Microsoft Windows SMB Service Config Enumeration
Synopsis

Itis possible to enumerate configuration parameters of remote services.
Description

This plugin implements the QueryServiceConfigO call to obtain, via the SMB protocol, the launch parameters of each
active sen/ice on the remote host (executable path, logon type, etc).

Solution

Ensure that each service is configured properly.
Risk Factor

None

Plugin Information:
Publication date; 2010/02/05, Modification date: 2016/02/16

Ports
tcp/445

The following services are set to start automatically :

AppHostSvc startup parameters :
Display name : Application Host Helper Service
Service name : AppHostSvc
Log on as : localSystem
Executable path : C:\Windows\system32\svchost.exe -k apphost

AudioEndpointBuilder startup parameters :
Display name : Windows Audio Endpoint Builder
Service name : AudioEndpointBuilder
Log on as : LocalSystem
Executable path : C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted
Dependencies : PlugPlay/

Audiosrv startup parameters
Display name : Windows Audio
Service name : Audiosrv
Log on as : NT AUTHORITY\LocalService
Executable path : C:\Windows\System32\svchost.exe -k LocalServiceNetworkRestricted
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BFE startup parameters
Display name : Base Filtering Engine
Service name : BFE
Log on as : NT AUTHORITY\LocalService
Executable path : C:\Windows\system32\svchost.exe -k LocalServiceNoNetwork
Dependencies : RpcSs/

BITS startup parameters
Display name : Background Intelligent Transfer Service
Service name : BITS
Log on as : LocalSystera
Executable path : C:\Windows\System32\svchost.exe -k netsvcs
Dependencies : RpcSs/EventSystem/

CISVC startup parameters
Display name : Indexing Service
Service name : CISVC
Log on as : LocalSystem
Executable path : C:\Windows\system32\CISVC.EXE
Dependencies : RPCSS/

CryptSvc startup parameters
Display name : Cryptographic Services
Service name : CryptSvc
Log on as : NT AuthorityXNetworkService
Executable path : C:\Windows\system32\svchost.exe -k NetworkService
Dependencies : RpcSs/

Dhcp startup parameters :
Display name : DHCP Client
Service name : Dhcp
Log on as : NT Authority\LocalService
Executable path : C:\Windows\system32\svchost.exe -k LocalServiceNetworkRestricted
Dependencies : NSI/Tdx/Afd/

Dnscache startup parameters :
Display name : DNS Clie [...]

38687 - Microsoft Windows Security Center Settings
Synopsis

It is possible to audit Windov/s Security Center settings on the remote system.
Description

By connecting to the remote host with the supplied credentials, this plugin enumerates Windows Security Center
settings on the remote host.

See Also
http://support.microsoft.comvkl/883792
Solution
Review the settings and ensure they are appropriate.
Risk Factor
None
Plugin Information:
Publication date: 2009/05/05. Moadification date: 2015/01/12

Ports
tcp/445

Microsoft Windows Security Center is configured as follows
AntiVirusOverride : 0

FirewallOverride : 0
AntiSpywareOverride : 0

38689 - Microsoft Windows SMB Last Logged On User Disclosure
Synopsis
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Itis possible to identify the last logged on user on the remote system.
Description

By connecting to the remote host with the supplied credentials, this plugin identifies the username associated with the
last successful logon.

See Also
http://support.microsoft.convki/260324
Solution
na
Risk Factor
None
Plugin Information;
Publication date; 2009/05/05, Modification date: 2015/01/12

Ports
tCp/445

Last Successful logon : ConsoleUser
17651 - Microsoft Windows SMB ; Obtains the Password Policy
Synopsis

Itis possible to retrieve the remote host's password policy using the supplied credentials.
Description

Using the supplied credentials itwas possible to extract the password policy for the remote Windows host. The
password policy must conform to the Informational System Policy,

Solution
n‘a
Risk Factor
None
Plugin Information;
Publication date: 2005/03/30, Moadification date: 2015/01/12

Ports
tcp/445
The following password policy is defined on the remote host:
Minimum password len: 4
Password history len: 0
Maximum password age (d): No limit
Password must meet complexity requirements: Disabled
Minimum password age (d): O
Forced logoff time (s): Not set
Locked account time (s): 1800

Time between failed logon (s): 1800
Number of invalid logon before locked out (s): O

10902 - Microsoft Windows '"Administrators’ Group User List
Synopsis

There is at least one user in the 'Administrators’ group.
Description

Using the supplied credentials, it is possible to extract the member list of the 'Administrators’ group. Members of this
group have complete access to the remote system.

Solution
Verify that each member of the group should have this type of access.
Risk Factor
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None
Plugin Information:
Publication date; 2002/03/15, Modification date; 2016/08/24

Ports
tCp/445

The following users are members of the 'Administrators' group

- C00000427\Administrator (User)
- C00000427\ConsoleAdministrator (User)

60119 - Microsoft Windows SMB Share Permissions Enumeration
Synopsis

ftis possible to enumerate the permissions of remote network shares.
Description

By using the supplied credentials, Nessus was able to enumerate the permissions of network shares. User
permissions are enumerated for each network share that has a list of access control entries (ACES).

See Also

http://technel, microsofl.com/en-us/library/bb456988.aspx
http://technet.microsoft.comven-us/library/cc783530.aspx

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2012/07/25, Modification date: 2015/01/12

Ports
tcp/445

Share path ; \\C00000427\biocartis

Local path : C:\BIOCARTIS

Comment : Console share

Allow ACE for C00000427\SharedFolderUsers : Read

10396 - Microsoft Windows SMB Shares Access
Synopsis

Itis possible to access a hetwork share.
Description

The remote has one or more Windows shares that can be accessed through the network with the given credentials.
Depending on the share rights, it may allow an attacker to read /write confidential data.

Solution
To restrict access under Windows, open Explorer, do a right click on each share, go to the ‘'sharing' tab, and click on
1 permissions’.
Risk Factor
None
References
CVE CVE-1999-0519

CVE CVE-1999-0520

XREF OSVDB:299
Plugin Information:
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Publication date: 2000/05/08, Modification date: 2015/11/18

Ports
tcp/445

The following shares can be accessad as ConsoleAdministrator :

- C$ ~ (readable,writable}
+ Content of this share :

autoexec,bat
BIOCARTIS
Boot
bootmgr
BOOTSECT.BAK
config.sys
Documents and Settings
inetpub
Intel
I0.5Ys
Microsoft SQL Server
MSDOS. SYS
opt
pagefile.sys
PerfLogs

. Program Files
Programbata
Regfdata
SwitchToCustomShell. cmd
SwitchToExplorerShell,cmd
System Volume Information
Users
Windows

- ADMINS - {readable,writable)
+ Content of this share :
AppCompat
AppPatch
assembly
bfsvc.exe
BiocartisBackground. jpg
Boot
bootstat,dat
Branding
ConfigSetRoot
Cursors
debug
diagnostics
. DigitalLocker
Downloaded Program Files
Dtclinstall.log
embedded
Embedded . xml
en-Us
explorer.exe
Fonts
fveupdate.exe
Globalization
Help
HelpPane.exe
hh.exe
HPMProp. INI
hppreloadinstall.log
IE1]l_main.log
iis?7.209
IME
inf
Installer
L2Schemas
LiveKernelReports
Logs
media
mib.bin
Microsoft.NET
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Migration
ModemLogs
msdfmap.ini
notepad.exe
ntbtlog.txt
Offline Web Pages
Panther
PCHEALTH

PFRO. log

PLA
PolicyDefinitions
posix.exe
prefetch
psxrun.exe
regedit.exe
Registration
RemotePackages
rescache
Resources
SchCache
schemas
security
ServiceProfiles
servicing

Setup
setupact.log
setuperr.log
SoftwareDistribution
Speech

SUA

system
system.ini
System32

TAPI

Tasks

Temp

tracing
TSSysprep.log
twain.dll
twain_32
twain_32.dll
twunk_16.exe
twunk_32.exe
Vss

Web

win.ini
WindowsShell.Manifest
windowsUpdate. log
winhelp.exe
winhlp32.exe
winsxs
WMSysPr9.prx
write.exe
_default.pif

23974 - Microsoft Windows SMB Share Hosting Office Files
Synopsis

The remote share contains Office-related files.
Description

This plugin connects to the remotely accessible SMB shares and attempts to find office related files (such
as .doc, -ppt, .xls, ,pdf etc).

Solution

Make sure that the files containing confidential information have proper access controls set on them
Risk Factor

None

Plugin Information:
Publication date: 2007/01/04, Modification date; 2011/03/21
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Ports
tcp/445

Here is a list of office files which have been found on the remote SMB
shares :

+ C$ :

- \Windows\winsxs\x86_microsoft-windows-w..ar-
wizard.resources_31bf3856ad364e35_6.1.7600.16385_en-
us _e3dcbObal2aal7d7\Add_a_device_or_computer_to_a_network_usb.rtf

- \Windows\winsxs\x86_microsoft-windows-I.
Ipksetup.resources_31bf3856ad364e35_6.1.7600.16385_en-us_8c52e387ad2eca8f\lpeula.rtf

- \Windows\winsxs\x86_microsoft-windows-I.
Ipksetup.resources_31bf3856ad364e35_6.1.7600.16385_en-us_8c52e387ad2eca8f\lipeula.rtf

- \windows\winsxs\x86_inicrosoft-windows-ie-eula.resources_31bf3856ad364e35_11.2.9600.16428_en-
us_c6464ed8149df7fd\eula.rtf

- \Windows\System32\oobe\en-US\OOBE_HELP_What_is_HomeGroup.rtf

- \Windows\System32\license.rtf

- \Windows\System32\en-US\Ipeula.rtf

- \Windows\System32\en-0S\lipeula.rtf

- \Windows\Microsoft.NET\Framework\v4.0.30319\SetupCache\v4.5.51209\3082\eula.rtf

- \Windows\Microsoft. NET\Framework\v4.0.30319\SetupCache\v4.5.51209\1046\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0 .30319\SetupCache\v4.5.51209\1045\eula.rtf

- \Windows\Microsoft .NET\Framework\v4.0.30319\SetupCache\v4.5.51209M04 4\eula. rtf

- \Windows\Microsoft.NET\Framework\v4.0.30319\SetupCache\v4.5.51209\1043\eula.rtf

- \Windows\Microsoft. NET\Framework\v4.0 .30319\SetupCache\v4.5.51209\1042\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0.30319\SetupCache\v4.5.51209\1035\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0.30319\SetupCache\v4.5.51209\1033\eula.rtf

- \Windows\Microsoft.NET\Framework\v4.0 .30319\SetupCache\v4.5.51209\1032\eula.rtf

- \Windows\Microsoft_NET\Framework\v4.0.30319\SetupCache\v4.5.51209X1031\eula.rtf

- \Windows\Microsoft . NET\Framework\v4.0.30319\SetupCache\v4.5.51209\1030\eula.rtf

- XProgram FilesXMicrosoft SQL ServerXlOOXSetup BootstrapXUpdate Cache\KB3045316\GDR
\3082_esn_Ip\x86\3082\update_license.rtf

- XProgram FilesXMicrosoft SQL ServerXlOOXSetup BootstrapXUpdate CacheXKB3045316XGDR
X2052_chs_IpXx86X2052Xupdate_license.rtf

11217 - Microsoft SQL Server Detection (credentialed check)
Synopsis

The remote host has a database server installed.
Description

Nessus#aasst detected one or more installs of Microsoft SQL server by examining the registry and file systems on the
remote host.

See Also
https.//Awv.microsoft.com/en-us/server-cloud/products/sat-sen/er/
Solution
Ensure the latest service pack and hotfixes are installed.
Risk Factor
None

Plugin Information:

Publication date: 2003/01/26, Modification date: 2016/08/01

Ports

tcp/445
Version : 10.50.6220.0 (2008 R2 SP3 + MS15-058 Fix (GDR) (KB 3045316)) Express
Edition
Path : ciXMicrosoft SQL ServerXinstanceXMSSQL10_50.SQLEXPRESS2008XMSSQLXBinn
Named instance : sqlexpress2008

Reconunended version : 10.50.6529 (2008 R2 SP3 + MS15-058 Fix (QFE) (KB 3045314)).

57033 - Microsoft Patch Bulletin Feasibility Check
Synopsis
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Nessus is able to check for Microsoft patch bulletins.
Description

Using credentials supplied in the scan policy, Nessus is able to collect information about the software and patches
installed on the remote Windows host and will use that information to check for missing Microsoft security updates.
Note that this plugin is purely informational.

Solution
na
Risk Factor
None
Plugin Information:
Publication date: 2011/12/06, Modification date: 2016/02/12

Ports
tcp/445

Nessus is able to test for missing patches using :
Nessus

5355/udp _ -
53513 - Link-Local Multicast Name Resolution (LLMNR) Detection
Synopsis

The remote device supports LLMNR.
Description

The remote device answered to a Link-local Multicast Name Resolution (LLMNR) request. This protocol provides a
name lookup service similar to NetBIOS or DNS. It is enabled by default on modem Windows versions.

See Also
http://Awww.nessus.org/u785bebd21

http://technet.microsoft.com/en-us/library/bb878128.aspx
Solution

Make sure that use of this software conforms to your organization's acceptable use and security policies.
Risk Factor

None
Plugin Information:

Publication date: 2011/04/21, Modification date: 2012/03/05

Ports
udp/5355

According to LLMNR, the name of the remote host is 'C00000427".

5357/tcp_
11219 - Nessus SYN scanner
Synopsis

Itis possible to determine which TCP ports are open.
Description

This plugin isa SYN "half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an P filter.
Risk Factor
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None
Plugin Information:
Publication date; 2009/02/04, Modification date: 2016/07/11

Ports
tcp/5357

Port 5357/tcp was found to be open

22964 - Service Detection
Synopsis

The remote service could be identified.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution
na
Risk Factor
None
Plugin Information;
Publication date; 2007/08/19, Modification date: 2016/08/29

Ports
tcp/5357

A web server is running on this port.

7000/tcp _
11219 - Nessus SYN scanner
Synopsis

Itis possible to determine which TCP ports are open.
Description

This plugin is a SYN ’half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution

Protect your target with an P fitter.
Risk Factor

None
Plugin Information:

Publication date: 2009/02/04, Modification date: 2016/07/11

Ports
tcp/7000

Port 7000/tcp was found to be open

9000/tcp
11219 - Nessus SYN scanner
Synopsis
Itis possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause
problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
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Risk Factor

None
Plugin Information:

Publication date; 2009/02/04, Modification date; 2016/07/11
Ports
tcp/9000

Port 9000/tcp was found to be open
22964 - Service Detection
Synopsis

The remote service could be identified.
Description

Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it
receives an HTTP request.

Solution

na
Risk Factor

None
Plugin Information:

Publication date: 2007/08/19, Modification date: 2016/08/29
Ports
tcp/9000

A web server is running on this port.
43111 - HTTP Methods Allowed (per directory)
Synopsis

This plugin determines which HTTP methods are allowed on various CGI directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if Thorough tests' are enabled or ’Enable web applications tests
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
aresponse code of 400, 403, 405, or 501.

Ncite t{a]gtl the plugin output is only informational and does not necessarily indicate the presence of any security
wulnerahilities.

Solution
na
Risk Factor
None
Plugin Information:

Publication date; 2009/12/10, Modification date; 2013/05/09

Ports
tcp/9000

Based on tests of each method :

- HTTP methods ACL BASELINE-CONTROL BCOPY BDELETE BMOVE BPROPFIND
BPROPPATCH CHECKIN CHECKOUT CONNECT COPY DEBUG DELETE GET HEAD
INDEX LABEL LOCK MERGE MKACTIVITY MKCOL MKWORKSPACE MOVE NOTIFY
OPTIONS ORDERPATCH PATCH POLL POST PROPFIND PROPPATCH PUT REPORT
RPC_1N_DATA RPC_OUT_DATA SEARCH SUBSCRIBE TRACE UNCHECKOUT UNLOCK
UNSUBSCRIBE UPDATE VERSION-CONTROL X-MS-ENUMATTS are allowed on :

/
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10107 - HTTP Server Type and Version
Synopsis

A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04, Modification date: 2016/02/19

Ports
tcp/9000

The remote web server type is

Microsoft-HTTPAPI/2.0
24260 - HyperText Transfer Protocol (HTTP) Information
Synopsis

Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem.

Solution
n/a
Risk Factor
None
Plugin Information;
Publication date: 2007/01/30, Modification date: 2011/05/31

Ports
tcp/9000

Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)
Headers :

Content-Length: 1565

Content-Type: text/html; charset-UTF-8
Server: Microsoft-HTTPAPI/2.0

Date: Tue, 06 Sep 2016 13:05:46 GMI
Connection: close

9001/tcp_ _
11219 - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description
This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a ftrewelled target.
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Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause

problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.
Risk Factor
None
Plugin Information:
Publication date; 2009/02/04, Modification date:; 2016/07/11

Ports
tcp/9001

Port 9001/tcp was found to be open

35297 - SSL Service Requests Client Certificate
Synopsis

The remote service requests an SSL client certificate.
Description

The remote service encrypts communications using SSLALS, requests a client certificate, and may require a valid
certificate in order to establish a connection to the underlying service.

Solution
na
Risk Factor
None
Plugin Information;
Publication date: 2009/01/06, Modification date: 2016/05/19

Ports
tcp/9001

A TLSvI/TLSvII server is listening on this port that requests a client certificate.

91263 - SSL/TLS Service Requires Client Certificate
Synopsis

The remote service requires an SSL client certificate to establish an SSL/TLS connection.
Description

The remote service encrypts communications using SSLITLS and requires a client certificate in order to establish an
SSLALS connection.

Solution
na
Risk Factor
None
Plugin Information:
Publication date; 2016/05/19, Modification date; 2016/05/19

Ports
tcp/9001

A TLSvI/TLSvIl server is listening on this port and requires client certificate verification.

4917Mcp
10736 - DCE Services Enumeration
Synopsis
A DCE/RPC service is running on the remote host.
Description
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By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na

Risk Factor
None

Plugin Information:
Publication date: 2001/08/26, Modification date; 2014/05/12

Ports
tcp/49152

The following DCERPC services are available on TCP port 49152

Object UUID : 765294ba-60bc-48b8-92e€9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84dalddb0d, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49152

IP : 10.29.4.242

9153/tca™.™ -|7r

10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution

na

Risk Factor
None

Plugin Information:
Publication date; 2001/08/26, Modification date; 2014/05/12

Ports
tcp/49153

The following DCERPC services are available on TCP port 49153

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fébeaff7-lel9-4fbb-9f8f-b89e2018337¢, version 1.0
Description : Unknown RPC service

Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.242

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30adc50c-5chc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service

Annotation : NRP server endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.242

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bdal-6ce01leb0a6d6, version 1.0
Description : Unknown RPC service
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Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.242

Object DUID : 00000000-0000-0000-0000-000000000000

UUID : 3c4728c5-f0ab-448b-bdal-6ce0leb0abd5, version 1.0
Description : DHCP Client Service

Windows process ; svchost.exe

Annotation : DHCP Client LRPC Endpoint

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.242

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 06bbab54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service

Annotation : Security Center

Type : Remote RPC service

TCP Port : 49153

IP : 10.29.4.242

491~ /tcp L
10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) it was possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na

Risk Factor
None

Plugin Information:
Publication date: 2001/08/26, Modification date; 2014/05/12

Ports

LesZ2i<il

The following DCERPC services are available on TCP port 49154 :

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49154

IP : 10.29.4.242

Object UUID : 0OO00O0000-0000-0000-0000-000000000000

UUID : 552d076a-ch29-4e44-8b6a-dl5e59e2c0af, version 1.0
Description : Unknown RPC service

Annotation : IP Transition Configuration endpoint

Type : Remote RPC service

TCP Port : 49154

IP : 10.29.4.242

Object UUID : 0OO00O0O000-0000-0000-0000-000000000000

UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service

Annotation : XactSrv service

Type : Remote RPC service

TCP Port : 49154

[P : 10.29.4.242

49155/tcp
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10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper {TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information it is possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na

Risk Factor
None

Plugin Information;
Publication date; 2001/08/26, Modification date; 2014/05/12

Ports
tcp/49155

The following DCERPC services are available on TCP port 49155 :

Object UUID : 0O000O000-0000-0000-0000-000000000000

UUID : 367abb81-9844-35fl-ad32-98f038001003, version 2.0
Description : Service Control Manager

Windows process : svchost.exe

Type : Remote RPC service

TCP Port : 49155

IP : 10.29.4.242

10736 - DCE Services Enumeration
Synopsis

A DCE/RPC service is running on the remote host.
Description

By sending a Lookup request to the portmapper (TCP 135 or epmapper PIPE) itwas possible to enumerate the
Distributed Computing Environment (DCE) services running on the remote port. Using this information itis possible to
connect and bind to each service by sending an RPC request to the remote port/pipe.

Solution
na

Risk Factor
None

Plugin Information;
Publication date; 2001/08/26, Modification date; 2014/05/12

Ports
tcp/49160

The following DCERPC services are available on TCP port 49160 :

Object UUID ; 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description ; Security Account Manager

Windows process : Isass.exe

Type : Remote RPC service

TCP Port : 49160

IP : 10.29.4.242

Object UUID : 00000000-0000-0000-0000-000000000000

UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 1.0
Description : Unknown RPC service

Annotation : Keylso
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Type : Remote RPC service
TCP Port : 49160
1P ; 10.29.4.242
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Installation Qualification (IQI Report OtueT 0 KBa/mMdhllKaLlLL MOHTaXKa Ananusatop IdyUa
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OtyeT 0 KBanmHKawyn! MoHTaXa (MPoAo/HKEHME) AHanusaTop LB
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MepeBoA C aHTNWUIACKOTO M HUAEPNAHACKOTO S3bIKOB

BIOCARTIS

B POC3APABHAL3OP
oT buokapTtuc HB. benbrusa

Mbl HanpaBnseM Bam cregylouiMe AOKYMEHTbl AN perncrpauum meguuuHCKOro usgenus B Poccuinckoi
depepayunu;

PykoBoAcTBO NoNb30oBaTens, Bkaovas PykoBoAcTBO Nno nHTterpayum [ldylla] B nabopatoputo, AHann3atopa
Idylla gna nposegeHunsa MLP ¢ peructpaynein pe3ynbTatoB B pearbHOM BPEMEHMW A8 ANATHOCTUKMK in vitro,
B COCTaBe, C NPUHAANEXHOCTAMMU.

<nonmnumcb> 20.01.2020 LLitamn;

BuokapTuc HB

PycnaHa WuwkuHa
eHepan e ButTenaaH 11B3
CrneumnanuncT no MexayHapoAHbIM PerysiaTopHbIM BOnpocam 2800 MexesieH
buokapTtuc HB Benbrus
+32 (0)15 632 600
LLitamn:

[MoaTBepxcaaro NOAMVMHHOCTL Noanucu
PycnaHbl WnwKnHOM
AHTBeprieH, 12.02.2020 T.

<MOAMUCH>
lep6oBas nevarsb:
ACCOLMNPOBAHHbBIN HOTapuyc

MoxaH KVBOMC
AHTBEPIMEH

Brokapmic HB - TeHepan [ie ButteriaaH 11 B3- 2800 MexeneH - Berbivia « Hoviep B peecTpe KpymMeck/x L, 0827475227
WWwbiocartis.com
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PykoBoacTBO nonb3oBatens AHanusatopa ldylla gna nposegeHus MLUP ¢ peructpaumneli pesynbtatos B
peanbHOM BpeMeHW AN AMArHOCTMKU in vitro, B cocTaBe, C NPUHaANEXHOCTAMM, Ha PYCCKOM fi3blKe.

MpownssoguTtens:

brnokapTtuc HB

[eHepan e ButrenaaH 11 B
2800 MexeneH, benbrus

/IToro npoHymepoBaHo, NPOWNUTO U cKpenneHo nedatsto 255 nuctos

LLitamn;

BuokapTuc HB

bruokaptuc HB

eHepan e ButTtenaaH 11B3

2800 MexeneH

PycnaHa Wuwkuna <MOAMNCH>
Cneynannct no MexAyHapogHbIM peryasTopHbIM BONpocam

-KoHeL, nepeBoaa AOKyMeHTa-

Benbrusa
+32 (0)15 632 600

A, nepeBofunk BuxpoBa J1l060Bb CepreeBHa, Bnajetolas PycCKUM, aHIUWCKUM W HUAEPNaHACKUM
f3bIKamMy, MOATBEPXAAlo, UYTO BbIMOMHEHHbI MHOI NepeBoj NPUIOXEHHOTO [OKYMEeHTa sBAseTcs

npaBU/IbHbIM, TOYHbIM W NMOJTHbIM.

Pocewiickast denepauys, CaHkT-TleTepbypr,

[1Ba[ILIATOro OKTAGPA [iBe ThICAYM ABAJLIATOrO roja.

A, OcraneHko EneHa KOHCTaHTMHOBHa, HOTapWyC HOTaPVa/ibHOrO OKpyra
CaHKT-TeTepOypr, CBUAETENLCTBYIO MOL/IMHHOCTL MOAMMCY  MepeBoaUMKa
Buxpogoli J1to608u CepreeBHbI.

lNoanwmck caoenaHa B MOeM MpUCYTCTBUN.

JIMYHOCTb MOANMCaBLLIEV JOKYMEHT YCTaHOB/IeHa.

3aperncTprpoBaHo B peectpe: No78/189-H/78-2020-

B3bickaHo o Tapudy: 100 |

YnnayeHo 3a OKasaHui™ " »E00 M TEXHMUECKOTO XapakTepa: 400 pyo.
E.K. OctaneHko
Bropo nepeBofioB «ABpopa» AURORA Translation Services OrPH: 1089847219043

VHHKITT: 7841388560/781401001
OKTO 09801859 OKOHX 96120
p/c 40702810507380000118
DA METPOBCKIAA
MAO BAHKA "®K OTKPbITVIE”
K/c 30101810540300000795
BIK 044030795

197342, Saint Petersburg,
Chernaya Rechka subway st.

5 Torzhkovskaya Str.
OPTIMA Business Center, office 417
phone: (812)441-39-10
VWWV.aurora-piter.com
aurora-pjter(g'meil.ru

197342, r. CaHkT-TMeTepbypr,
M YepHas peuka,
yN. TOPKKOBCKa, 4. 5,
BL|, «Ontuma», odmc 417
Ten: (812)441-39-10
VWWV.aurora-oitercom
aurora-piter@mail.ru
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PSRN: 1089847219043
ITN'CRR: 7841388560/781401001
RNNBO 09801859 ARCEA 96120

s/a 40702810507380000118
PETROVSKY BRANCH
OF FC OTKRYTIE BANK PJSC
cor/a 30101810540300000795
BIC044030795



/Toro B HacTosALLEM [OKYMEHTe
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